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ew functions

dme/13.00/web/Swyx/en-US/ReadMe.html

The new SwyxIt! has been introduced as a new Windows 
client application and offers a modern user interface for 
improved usability.
The former SwyxIt! Client was changed to "SwyxIt! Classic" 
to differentiate between the new and the classic version 
of the client.
Default settings
For new SwyxWare installations, the client mode is set to 
"SwyxIt!" by default.
For update installations, the default client mode is set to 
"SwyxIt! Classic" in order to maintain continuity for exist-
ing users.
Configuration
Administrators can configure the default client mode for 
all users via the Swyx Control Center and adjust this 
setting for individual users.
Users with the appropriate function authorization can 
switch directly between SwyxIt! and "SwyxIt! Classic".

Description

Description
ll 
g 

As of version 13.30, the handling of emergency calls 
has changed, see 8.1 Emergency call 
detection, Page 118

Access to Swyx VisualGroups or Swyx VisualContacts 
via RemoteConnector for SwyxIt! if these services are 
not installed on SwyxServer. See 6.8 Access Visual-
Groups and VisualContacts on a separate server via 
RemoteConnector, Page 74.
Function Description
64-bit All SwyxServer services are now 64bit executable files. By 

default, the installation program stores the 64bit compo-
nents under c:\Program Files\Swyx instead of c:\Program 
Files (x86)\Swyx. This applies to new installations and 
updates. If you update an existing supported SwyxWare 
to v14, the files are stored by default under c:\Program 
Files\Swyx.

recognition and handlin
of emergency calls in 
Germany

Configuration of the 
RemoteConnector for 
SwyxIt! Port forwarding
Functions    

NEW FUNCTIONS
Additional functions and increased flexibility and user-friendliness are 
typical features of every new version of SwyxWare, making SwyxWare 
one of the most advanced IP telephone systems on the market.

SwyxWare 14.10 - New functions
See the ReadMe file:

help.enreach.com/readme/14.00/web/Swyx/en-US/ReadMe.html

SwyxWare 14.00- New functions

Function Description
Voice message tran-
scription
(SwyxON, Swyx Flex 
only)

Voice message transcription is the conversion of incoming 
voice messages for users and user groups into text.
This function can be activated and configured in Swyx 
Control Center.
Siele help.enreach.com/controlcenter/14.10/web/Swyx/
en-US/#context/GeneralSettings-System-VoiceBox

Advanced configura-
tion of the groups 

You can now define the location and call authorization for 
a group.
See 12.2.7 The "Properties…" Dialog The "Advanced" 
Tab, Page 218

SwyxWare 13.31- N
See ReadMe file:

help.enreach.com/rea

New SwyxIt!

Function

Function
Improved emergency ca

https://help.enreach.com/controlcenter/14.10/web/Swyx/en-US/#context/GeneralSettings-System-VoiceBox
https://help.enreach.com/controlcenter/14.10/web/Swyx/en-US/#context/GeneralSettings-System-VoiceBox
https://help.enreach.com/readme/14.00/web/Swyx/en-US/ReadMe.html
https://help.enreach.com/readme/13.00/web/Swyx/en-US/ReadMe.html
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As of version 13.27, trunk recordings can be managed 
by SwyxWare. They can be stored in the database, in 
the file system or in an S3 object store. The storage 
location is configured via the Swyx Control Center, 
see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/DataStorage

As of version 13.27, voice messages can be left on a 
group call. See 12.2.6 The "Properties…" Dialog The 
"Voice Box" Tab, Page 217

enreach.de/en/products/complete-your-telephone-
system/phones-more/desk-telephones.html

 enreach.de/en/products/complete-your-telephone-
system/phones-more/desk-telephones.html

Description

Description
With the Swyx Connector for Microsoft Teams you 
can useSwyxIt! functions directly on the Microsoft 
Teams Windows interface, see
help.enreach.com/teamsconnector_install/1.00/web/
Swyx/en-US/index.html

DECT 800 systems can be provided quickly and easily 
via DCF. DCF also enables better integration of DECT 
systems in SwyxWare, see
/help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/help/DectSystems
IMAP4 is no longer 
supported

As of version 13.27, voice messages are no longer 
managed via IMAP4 on a mail server, but within 
SwyxWare. Voice messages can be stored both in the 
database and in the file system. They can be listed, 
listened to and deleted with different client applica-
tions. This means that voice messages can still be 
delivered by e-mail, for example.
The storage location is configured via the Swyx 
Control Center, see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/DataStorage

800 systems
Functions    

SwyxWare13.28 

SwyxWare13.27

RemoteConnector for 
Yealink

Yealink desk phones can be connected to SwyxON UC 
Tenants via the Internet, see
help.enreach.com/controlcenter/latest.version/web/
Swyx/en-US/index.html#context/RemCon_Yealink

Function Description

Function Description
Complex passwords and 
password history

From version 13.28, the security standards for 
handling user passwords will be increased. The policy 
for complex passwords is being expanded. A check is 
made to ensure that none of the last three passwords 
used are used again, see 7.1.1 Complex 
passwords, Page 76

Password reset service The password reset service in Swyx Control Center 
offers the possibility to reset your own password or 
the password of a user, see  Reset 
password:, Page 162

Function Description

SwyxWare13.00

Changes in the manage
ment of trunk recording

Group voice messages

Yealink T31G Support

SwyxPhone L74 and L77
Support

Function

Function
Swyx Connector for 
Microsoft Teams

DCF functions for DECT 

https://help.enreach.com/teamsconnector_install/1.00/web/Swyx/en-US/index.html
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/index.html#context/help/DectSystems
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/telefone-mehr/tischtelefone.html
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/telefone-mehr/tischtelefone.html
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/index.html#context/RemCon_Yealink
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 description of Windows menu calls, for example, 
documentation, and adequate basic knowledge of 
n is assumed.

 Descriptions

n, "click" always means: You click the left mouse 

kly click twice with the left mouse button.

tton is required for an operating step, it will be 
he text.

t mouse button..."

er to the selection of certain menu entries will be 

...

m "Phonebook…", which you will find in the "Lists" 

 an element opens when you click with the right 
element.

ents

afety advice: ignoring the advice can lead to material 
.

ice which should be observed in order to avoid possi-
ts, misunderstandings, malfunctions and delays in 
enreach.com

About this Documentation
This documentation contains the information necessary for making the 
most effective use of the Swyx solution and the advantages it provides.

Who is this Documentation written for?

The SwyxWare documentation assumes that you, as system administra-
tor, know the platforms used and their conventions.

This symbol indicates s
damage or loss of data

This represents an adv
ble license infringemen
software operation.
uction    

INTRODUCTION
Enreach develops and markets powerful solutions for company teleph-
ony. 

In contrast to the old telephone exchanges, the "SwyxWare" telephone 
system is a pure software solution, using the existing standard com-
puter platform: telephony thus becomes a network application like your 
e-mail system, your ERP system for company data management, or 
your CRM system for management of your customer and prospects 
database.

What is SwyxWare?
Enreach is a software which turns your computer into a powerful and 
user friendly telephony system.

This telephone system can grow almost seamlessly from a few tele-
phone subscribers to company sizes of around 1000 subscribers, sim-
ply by adding l icenses and without cost- intensive hardware 
replacement.

SwyxWare offers a flexibility and capability for its telephone users, who 
can choose freely between a wide variety of telephone terminals.

You'll find details and advice on the efficient use of SwyxWare, interest-
ing use cases and tips and tricks for the operation of more complex 
SwyxWare installations, not only in this manual but also on the Enreach
Internet pages at:

Accordingly, a detailed
is not included in this 
network administratio

Conventions for the

Operating Steps
In this documentatio
button once.

Double-click: You quic

If the right mouse bu
indicated explicitly in t

"Click with the righ

Menu Operation
Instructions which ref
presented as follows:

Lists | Phonebook

refers to the menu ite
menu.

The context menu for
mouse button on the 

Special design elem

https://www.enreach.de/
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The
tion regarding special installation scenarios as well as tips & tricks 
for the optimal implementation of your SwyxWare. 
service.swyx.net/hc/en-gb

 The latest documentation for all products can be found in the sup-
port area of the homepage:
enreach.de/en/products/support/documentation.html
uction    

se are instructions, 
...which prompt the user to perform an action that can also be 
performed in several steps (1., 2. etc.).

Online Help
To start the Help system, go to the menu bar and click on "Help | Help 
Topics...". Many dialogs contain a "Help" button. To receive help for the 
respective dialog, just click on "Help".  Alternatively, press the function 
key "F1" to start the online help to the respective subject.

Further Information
 For current information on the products, please see our homepage:

enreach.com
 Furthermore, in Swyx Help Center, you will find additional informa-

This indicates information which should not be skipped.

This highlights handy tips, which could be helpful for running the software.

https://service.swyx.net/hc/de
https://www.enreach.de/
https://www.enreach.de/produkte/support/dokumentationen.html
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1  reporting, see 7.5.12 The "Usage Reports" 

F SWYXWARE
re required for setting up SwyxWare, with Swyx-
e actual central system component.

performs an important central function, this does 
ottleneck". In contrast to conventional telephone 
one systems with a central switching unit, Swyx-
lly involved in setting up and controlling the call: 
 takes on elementary functions relating to a con-
as determining the associated IP address for a 

- and establishes its availability, while the actual 
en takes place directly between the participating 
s therefore easily reconstructed, so that Swyx-
medium-sized firms and can initiate and control 
rallel without causing internal "busy" situations.

t only connection control data but also voice, fax, 
sported as IP packets, SwyxWare retains complete 
er all existing connections. This allows SwyxWare 
or record voice information, for example, during 
d depending on the current data structures. In 
n as an automatic announcement system, as an 
s voice messages, or play any music on hold with 
e required.

e, SwyxServer recognizes "Users", who can use a 
 suitable handsets and headsets, or various IP 

up server is also available with the option pack, 
utomatically takes over the tasks of the primary 
his fails.

nce for a SwyxWare installation is the link to the 
 SwyxServer saves all voice messages and all fax 
server. SwyxWare Offers the option of administration at various levels, 
see 9.3 Administration profiles, Page 138. Each customer company has 
its own telephony server. All servers are screened from one another, so 
that a customer administrator can only configure his own server.

The telephony services are invoiced using a reporting system, which 
takes into account the functional range permitted for the individual 
users of SwyxWare. Each user's scope for use is defined by the provider 
or by the reseller, with the help of so-called features profiles (9.2 Func-
tion profile, Page 132).

no additional hardwar

On the subscriber sid
telephone client with
desk telephones.

For SwyxWare a back
SwyxStandby which a
master SwyxServer if t

Also of great importa
existing mail system.
asics    Concept of SwyxWare

THE BASICS

Basic technical concepts of SwyxWare

SwyxWare are available in different variants: SwyxWare for installation 
in the customer network and the cloud-based variants SwyxWare for 
DataCenter and SwyxON which can be reached for the customer from 
the computer center.

SwyxWare for DataCenter and SwyxON
SwyxWare for DataCenter and SwyxON are cloud-based variants of the 
SwyxWare telephony system and offer customers optimally scalable 
telephony services. The telephony servers remain with the provider for 
this purpose and are installed and configured according to the cus-
tomer's wishes.

The customer installs only the telephony clients, either as on the 
employees' PCs or as stand-alone IP telephones, e.g. from the Swyx-
Phone family. These telephony clients then connect via IP to the teleph-
ony server managed at the provider. If the customer wishes, his system 
administrator can also be allowed to maintain his own telephony 

The descriptions in this manual concern in most cases the product variant 
"SwyxWare". Descriptions concerning SwyxWare for DataCenter and 
SwyxON are specially emphasized. 

For information on
Tab, Page 97.

1.1 CONCEPT O
Several components a
Server representing th

Although SwyxServer 
not mean a "central b
systems and IP teleph
Server is only minima
SwyxServer essentially
nection setup - such 
number to be called 
call with SwyxWare th
terminal devices. It i
Server satisfies even 
hundreds of calls in pa

Due to the fact that no
or video data are tran
control at all times ov
to easily create, play, 
connection control an
this way it can functio
answering machine, a
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1.2

ps
nection to another network, e.g. the public tele-
nection to another network can be e.g. an "ISDN 
 to the Internet an "SIP trunk". Connections or 
pe are combined to form groups. The trunks of a 
e the same properties (such as the same connec-
same rights parameters). The trunks of a trunk 
ily "capacity expansions" from the user's point of 
ifferences for their use. A trunk must always be a 

oup.

s can be differently prioritized. The result is e.g. 
 with preference given to a server-server connec-
able, a lower-priority path is chosen, e.g. an ISDN 

formance telephone for your Windows PC. Due to 
 user interface, SwyxIt! can easily be customized 
l needs. The call takes place with a handset (usu-
ttached to the PC) or a headset. 

ode (CTI SwyxIt!), you can control phones from 
e are various functions available to users with 
+. See also help.enreach.com/cpe/latest.version/
ontext/help/phone_control_CTI_$.

are offers with the Call Routing Manager an 
all management to deliver incoming calls accord-
a to a subscriber or a group of subscribers in dif-
With the call permissions, you can define the options for users to make 
calls. Forwarding of calls via trunk groups can likewise be restricted with 
the help of the call permissions

Feature profiles define the usage of further SwyxWare functions. 
Administration profiles define different levels of administration options.

See 9 Profiles, Page 123.

Client/Swyx/en-US/#c

Call Routing Manager
Furthermore SwyxW
appointment based c
ing to different criteri
ferent ways.
asics    Software components

messages as email attachments on the firm's email server, often but 
not necessarily a Microsoft Exchange server.

SOFTWARE COMPONENTS
SwyxServer
SwyxServer manages, controls and monitors all functions and services 
of the SwyxWare company telephony. Its configuration level in relation 
to the maximum number of subscribers and the optimal functions 
determines the capability of the overall system.

SwyxWare Administration
The SwyxWare Administration is handled with a supplementary module 
(snap-in) to the Microsoft Management Console (MMC) and enables 
easy setup and management of SwyxServer and all further SwyxWare 
components.

Number Mapping and locations
The concept of Number Mapping and the property "Location", both of 
users and of trunk groups, enable extensive flexible arrangement of the 
internal number scheme.

See 10 Numbers and Number Mappings, Page 141.

Profiles

Trunk and Trunk Grou
"Trunk" denotes a con
phone network. A con
trunk", a connection
trunks of the same ty
trunk group then hav
tion protocol or the 
group are thus primar
view, with no further d
member of a trunk gr

Routing Table

Different trunk group
that calls are handled
tion. If this is not avail
trunk.

SwyxIt!
SwyxIt! is the high-per
its freely configurable
to meet your persona
ally with a USB cable a

With SwyxIt! in CTI m
your computer. Ther
SwyxCTI and SwyxCTI

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
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1.3

 of IP Desk Phones, which brings the full capability 
ne system via Ethernet to your workstation - inde-
 with your PC.

el series consists of several different models. All 
lay with two, four or more lines, and have other 
ese relate to the number of function keys and 
sfree facility, LAN switch integration and much 

able telephony via "Computer Telephony Integra-
tion with software clients.

s belong to the SwyxDECT 800 and allow cordless 
 SwyxWare installation. The users concerned can 

here. The direct link to SwyxServers means that 
uch as Hold, Call Swap, and also voice messages 
ers.

rt of the SwyxDECT 500 system.

io. Maximum 40 base stations can be added in a 

to SwyxDECT 700.

ge 448.
Enreach devices. Because of the broad variety of available devices 
Enreach cannot ensure the interoperability.

For information about devices from third party manufacturers, see the 
Enreach web pages

enreach.com/products/third-party-provider-products.html

network.

SwyxPhone D7xx
These phones belong 

See App. K: Devices, Pa
asics    Hardware components

Software services
The SwyxWare installation further consists of a range of services, which 
are installed as separate processes together with the SwyxServer or on 
a separate server system, if this is desirable or advisable on capacity 
grounds. Such services are e.g.

 SwyxGate
for the interface of the IP network to the public telephone network

 SwyxPhoneManager
for controlling the SwyxPhone system telephone family

 SwyxConferenceManager
for supplying telephone conferencing services

 SwyxLinkManager
for operating coupled SwyxServers over a WAN connection and for 
linking SIP/ENUM connections

HARDWARE COMPONENTS
As well as the SwyxWare software components, SwyxWare also includes 
a range of (optional) hardware solutions.

In addition to Swyx's hardware products, you can also use SwyxWare to 
operate third-party devices, provided that these products comply with 
international standards. This applies especially to the wide range of SIP 
telephones and other SIP devices. Please note, though, that compliant 
devices almost always offer a functional scope inferior to comparable 

SwyxPhone Family

SwyxPhone is a family
of a company telepho
pendently or together

SwyxPhone L6x
The SwyxPhone mod
have a telephone disp
differing features. Th
speed dials, the hand
more.

They all offer comfort
tion (CTI)", in collabora

SwyxPhone D8xx
Both these telephone
access directly to the
then be reached anyw
the phone functions s
are available to the us

SwyxPhone D5xx
These phones are a pa

They support HD aud

https://www.enreach.de/produkte/drittanbieterprodukte.html
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1.4
asics    GDPR

GDPR
For further information on EU GDPR (General Data Protection Regula-
tion) and Enreach, please refer to the Enreach website.
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2 Server, SwyxWare can be operated for a few days 
on with the central Swyx license server.

OR PURCHASE
s you to chose between the following Variants:

tures for permanent use.

rdered functions at any time, e.g. upgrade the 
to professional. 

he required functions on a monthly basis and use 
n order the corresponding license subscriptions 
er and adjust the scope at any time.

e updates keep SwyxWare up to date during the 
riod.

OFILES
re functions are summarized in feature profiles.

 profiles are offered as standard:

ates outside the warranty, you must also close an 
 your service provider.  

 can also be closed subsequently. In this case, how-
use from the delivery date will be invoiced.
Using activation key

You must enter the license key, which you received from your provider, 
in the configuration wizard during the SwyxWare installation. see 5.4.2 
Configuring SwyxWare, Page 49, step (8).

license server

The validity of the licenses is constantly checked by the Enreach license 
server. If, for example, the connection between SwyxServer and the 
Enreach license server is interrupted due to network problems, the 
technical supervisors are automatically informed. Since the licenses are 

whole subscription pe

2.2 FEATURE PR
The required SwyxWa

The following function

 Basic
 Professional
 Premium
e Licensing    Subscribe or Purchase

ONLINE LICENSING

Enreach offers various licensing models that can be tailored to the 
needs of your business.

There are following technical ways to licence your software:

 Licensing via license keyLicensing via license key where the purchased 
license key is checked once during the installation and

 Online Licensing, which requires a permanent Internet connection 
to the Swyx license server to check the validity of the license.

The Online Licensing is supported for new installations from SwyxWare 
Version 11.50

Ordering

Licenses are ordered via Swyx operator web portal by your service pro-
vider. The number of function profiles or additional functions ordered 
by you is licensed, see 2.2 Feature Profiles, Page 20 and 2.3 Additional 
functions, Page 23

The Online Licensing is not available for SwyxON and SwyxWare for Data-
Center.

stored locally on Swyx
without synchronizati

2.1 SUBSCRIBE 
Online Licensing allow

 Swyx Purchasing
 Swyx Flex

Swyx Purchasing

You can purchase  fea

You can extend the o
basic function profile 

Swyx Flex

You can subscribe to t
them flexibly. You ca
via your service provid

The included softwar

To obtain software upd
update agreement with
The update agreement
ever, the full period of 
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Use of the Call Routing Manager.
This is an additional component of SwyxIt! Classic, 
which allows the user to define simple call forwarding.

This function contains the full usage of use of the 
Graphical Script Editor.. This is an additional compo-
nent of the SwyxIt! Classic software, which offers the 
user a comfortable interface especially to clearly 
define and illustrate complex rules for call handling.
Certain functions are supplied only by the Graphical 
Script Editor, such as the access to email directories, 
the creation of queues or the addition of your own 
scripts. It is a significant extension of the Call Routing 
Manager.

WebRTC-based web conference service.
Maximum 2 participants: 1 host + 1 guest

Integration of mobile phones with "One Number" 
concept and telephony via data connections with apps 
for Android and iOS

Dial-in conferences with any number of internal and 
external participants.

The recording function makes it possible to record, 
save and forward telephone calls with the Windows 
client. For users with other terminal devices, e.g. 
SwyxPhone, SIP phones or GSM phones (or with 
SwyxIt! Classic in CTI mode), the conversations can be 
recorded directly on the trunk connection.

Use central, server-based fax services with the 
Windows client. Sending fax messages from any appli-
cation with a print function.

Makes any phone (e.g. DECT, SIP or analog) an exten-
sion for incoming and outgoing calls with the Windows 
client.

Permanent call recording of incoming or outgoing 
external calls, silent connection to calls (Silent Call 
Intrusion).

Explanation
Functions in Detail: Performance features

Swyx VisualContacts 

Function Explanation
SwyxAdHocConference Dial-in conferences with 3 internal and/or external 

participants

SwyxFax

SwyxCTI+

SwyxMonitor
e Licensing    Feature Profiles

The feature profiles contain the following functions:

Functions
Feature Profiles:

Basic Profes-
sional Premium

Telephone system and UC functional-
ity
(incl. desktop clients for Windows and 
macOS)

  

Connections: Voice and fax channels   

SwyxAdHocConference   

SwyxBCR
(Basic Call Routing)

  

SwyxECR
(Extended call routing)

  

Swyx Meeting 2   

Swyx Mobile  

SwyxConference  

SwyxRecord  

SwyxFax  

Voice Message Transcription  

SwyxCTI+ 

SwyxMonitor 

SwyxBCR
(Basic Call Routing)

SwyxECR
(Extended call routing)

Swyx Meeting
(Basic version)

Swyx Mobile

SwyxConference

SwyxRecord

Function 
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els

and fax channel licenses defines how many tele-
smissions can be carried out in parallel on Swyx-

 channels are generally free of charge, but their 
imited by the following rule: 

e channels must not exceed the number of 
rofiles multiplied by two.

 50 function profiles, up to 100 voice channels can be 

 channels may not exceed the total number of 
al and Premium Functional Profiles.

 20 Professional and 10 Premium Function Profiles, 
30 fax channels.

al calls, i.e. calls between users of the same Swyx-

tion includes two options: permanent call record-
 conversation (Silent Call Intrusion).

ording
ection, the calls for selected internal numbers can 
corded. It can be specified whether one or both 
rsation are recorded. This option is often used in 
ios for training purposes, or for calls in which 
ions are authorized.

e supervisor can useSwyxIt! Classic to intrude on 
sation and listen in, give directions to the speak-
nt (e.g. advice on presenting the case) or even 

call.
The technical prerequisite for this function is the installation of the 
ESTOS or C4B application. The corresponding server licenses are not 
part of the Swyxlicensing and must be purchased separately.

Group Voice Message Transcription

Automatic conversion of incoming voice messages for groups into text.

The number of "Group Voice Message Transcription" licenses deter-
mines how many groups this function can be activated for.

be permanently re
sides of the conve
call center scenar
important transact

 Silent Call Intrusion
In a call center, th
an ongoing conver
ing call center age
actively join in the 
e Licensing    Feature Profiles

You must consider the following information when ordering feature 
profiles:

Licenses for Clients

The number of telephony clients who can log in to SwyxServer is limited 
to four per user. This means that a user can e.g. log on simultaneously 
with a desktop client, a SwyxPhone at the workstation, a further Swyx-
Phone in the conference room and via the Swyx Mobile app.

SwyxConference

For using conferences you may have to appropriately extend the num-
ber of calls to a location, see  Conference and limitation of the calls to a 
location, Page 120

Swyx VisualContacts

Swyx VisualContacts Integration of contact information stored in the 
various applications in the company (e.g. merchandise 
management, CRM or other databases). Fast phone 
number identification and contact search directly in 
the Windows client.

Voice Message Transcrip-
tion
(SwyxON, Swyx Flex only)

Automatic conversion of incoming voice messages into 
text for users. This technology uses speech recognition 
to analyze the content of the message and convert it 
into text.

Function Explanation Voice and fax chann

The number of voice 
phone calls or fax tran
Server. Voice and fax
maximum number is l

 The number of voic
ordered function p

Example:

If you have ordered
used.

 The number of fax
ordered Profession

Example:

If you have ordered
you may use up to 

The number of intern
Server, is unlimited.

SwyxMonitor

The SwyxMonitor func
ing, and intrusion on a

 Permanent call rec
On any trunk conn
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2.3

Performance features

crosoft   

ndard  

anced  

TEV 

ction
Purchased Feature Profiles:

Basic Professional Premium

ional function to any user. This means that a user with 
ile, may be assigned additional functions that require 

ber of purchased Professional or Premium function 

Explanation
Additional functions for system telephones (Unify), e.g. 
server-based call lists, telephone directories and 
extended CTI functions with the Windows client

Advanced SwyxWare features, such as CTI, global 
phonebook integration and various system phone 
features, with certified third-party SIP phones. The 
scope of functions depends on the provider and 
telephone model.

Integration with Lotus/IBM/HCL Notes, calendar-
based call forwarding, dialling from any contact 
database, number identification

WebRTC-based web conference service 
Maximum 25 participants: 1 host + 24 guests

Extension for the analysis of corporate communication 
on the basis of the generated call data

o-
Additional function
Purchased Feature Profiles:

Basic Professional Premium
System phone license   

Feature Pack for Certified SIP 
phones

  

IBM Notes   

Swyx Meeting   

Swyx Analytics by aurenz   

Swyx Connector for 
Notes

Swyx Meeting

Swyx Analytics
by aurenz

Swyx Analytics for Micr
soft Teams
by aurenz
e Licensing    Additional functions

ADDITIONAL FUNCTIONS
In addition to the function profiles, you can order additional functions 
and assign them individually to the users who require such functions.

The number of voice channels must not exceed  the number of ordered 
function profiles multiplied by two. Some additional functions may only 
be ordered with Professional or Premium function profiles. 

Example:

You have ordered 50 Basic, 30 Professional and 20 Premium function 
profiles. You can additionally order up to 100 System Phones, only up to 
50 VisualGroups (Professional + Premium) and only up to 20 Swyx Con-
nector for DATEV (Premium) additional functions. 

You may order the following additional functions depending on the 
function profiles you have already purchased:

You are obliged to adhere to any legal requirements when using the Swyx-
Monitor option pack.

SwyxMonitor-functions are only available when CTI is deactivated.

Additional functions: 

Swyx Connector for Mi
Teams

Swyx VisualGroups Sta

Swyx VisualGroups Enh

Swyx Connector for DA

Additional fun

You can assign an addit
the Basic function prof
the corresponding num
profiles.

Function 
System Phone

Feature Pack for Certi-
fied SIP phones
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es used in a customer instance is not limited. A 
 to an unlimited number of queues with a user 
are variant for the installation in the customer 
ense is floating based, i.e. only as many user 

s users are logged into VisualGroups queues.

nd wallboards are only included in the Enhanced 

 log on due to a missing license and no licenses have 
 contact the supplier of this desk phone.

oes not include a user license, it only serves to 
hone to SwyxServer.

sly logged in to SwyxServer with a SwyxIt! Classic and 
nly need one user license but he will also need a 
one if it is not a SwyxPhone.

Swyx Visual-
Groups

Swyx Visual-
Groups Enhanced

included included

included

included

calls included

included
Desk Phone License type
SwyxPhone Whitelist

System Phone
(Phones by Unify)

System phone license (already included)

Certified SIP phones Feature Pack for Certified SIP phones

Queue

Statistics

Reporting

Administration missed 

Wallboard
e Licensing    Additional functions

You must consider the following information when ordering additional 
functions:

Licenses for desk phones

With SwyxWare you can use both, the telephony client and desk 
phones.

A separate license is required for each desk phone that is to be oper-
ated using SwyxWare. When telephones, e.g. SwyxPhones, are pur-
chased within a SwyxWare installation, this individual license is 
included, i.e. SwyxServer will either recognize the SwyxPhone automati-
cally (Whitelist), see 7.5.5 The "Licenses" Tab, Page 86, or an individual 
license for the system phone is included in the package, see  Install and 
update Whitelist, Page 326.

Swyx VisualGroups
Standard

VisualGroups provides departments with a high call 
volume with an optimal queuing solution with 
seamless integration into the SwyxIt! Classic user 
interface.

Swyx VisualGroups
Enhanced

Additionally, VisualGroups Enhanced offers a statistics 
function.

Swyx Connector for 
DATEV

Integration of Enreach telephony functions in DATEV 
applications

Swyx Connector for 
Microsoft Teams

Integration of client telephony functions in Microsoft 
Teams

Function Explanation

Swyx VisualGroups

The number of queu
user can be assigned
license. In the SwyxW
network, the user lic
licenses are needed a

Statistics, reporting a
version.

If a desk phone cannot
been provided, please

A desk phone license d
authorize the system p

If a user is simultaneou
a desk phone, he will o
license for the desk ph

Function
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2.4

se model, the invoice is issued once on the deliv-
reement is invoiced monthly.

ex is carried out monthly according to the usage 

nsed function profiles to the required users. Only 
n be assigned to each user. Additionally, it is pos-
ser an additional function or several different 
 each user. The number of ordered function pro-

nctions will be invoiced.

0 Premium, 30 Professional and 50 Basic function 
d profiles may be assigned to a total of 100 users. 
s are recorded accordingly in the usage report.

5

rosoft Teams 5

TEV 5

nz 5

2

2

10

anced 5

rsion) 5

icense No. of

he ordered number of function profiles is always 
ou assign the function profile "Deactivated" to a user, 
dered capacity for another user, it will not influence 
This evaluation installation is limited to a period of 30 days. Up to five 
users can thus use SwyxWare at the same time.

The following licenses are included:

License No. of
Feature Profile "Premium" 5

System Phone 5

Feature Pack for Certified SIP phones 5

files and additional fu

Example:

You have ordered 2
profiles. The ordere
100 function profile

With online licensing, t
taken into account. If y
you only release the or
the accounting.
e Licensing    Evaluation Installation

Swyx Connector for DATEV

The technical prerequisite for this function is the installation of the 
ESTOS or C4B application. The corresponding server licenses are not 
part of the SwyxFlex model and must be purchased separately. 

Swyx Analytics by aurenz

Extension for the analysis of corporate communication on the basis of 
the generated call data

This option package must be ordered for the total number of users of 
your system.

Swyx Analytics by aurenz

Extension for the analysis of corporate communication on the basis of 
the generated call data

This function must be ordered for the total number of users of your sys-
tem.

DialoX

Information on the licensing of DialoX applications can be found in the 
documentation for the respective application or in the license agree-
ment. 

EVALUATION INSTALLATION

2.5 BILLING
With the Swyx purcha
ery date. An update ag

The billing for Swyx Fl
report.

You can assign the lice
one function profile ca
sible to assign each u
additional functions to

IBM Notes

Swyx Connector for Mic

Swyx Connector for DA

Swyx Analytics by aure

SwyxConference

Fax channels

Voice channels

Swyx VisualGroups Enh

Swyx Meeting (basic ve

L
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e Licensing    Billing

You can configure additional users in advance, even if the number of 
function profiles ordered is exceeded. Assign the function profile 
"Deactivated" to the new users and order later if required. 
See 11.4 Activate/deactivate or delete users, Page 202 and 9.2 Function 
profile, Page 132.
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3

3.1

itional licenses, it is possible to simply add other 
 to expand an existing license. See  6.1.3 User 

 recorded data for licensing purposes.

e conditions included in the package for further 

ion

ion is limited to 30 days. Up to five users can thus 
 same time. After purchasing SwyxWare you can 
 key within this 30 day period using SwyxWare 

fter that request a permanent license key via 
tion.

876)
e an older version, you need update licenses. 
 licensing, an update license allows a newer soft-
talled.

licenses

ses for each of your SwyxWare users.

Ware with 100 users, you will need an update license 

 installed, you must have the necessary update 
riate number of users. SwyxWare will not be availa-
ut of the update license.

n older version, please contact your Swyx partner or 

then sent to Swyx. Based on this data, Swyx derives an unlimited key for 
your SwyxWare installation which is then sent to you. The installation of 
SwyxWare onto another system (e.g. due to a failure of the previously 
used system) requires that you repeat the registration procedure.

The file which is created when requesting a permanent license key, contains 
encrypted information concerning the hardware of the computer on which 
the product is installed. Please note that you must create the license key 
request on the system you want to use later.

Number of update 

You need update licen

Example:

If you operate Swyx
for 100 users.

Support.
sing via license key    Licensing Procedure

LICENSING VIA LICENSE KEY

Swyx offers various licensing models that can be tailored to the needs 
of your business.

There are following technical ways to licence your software:

 Online Licensing, which requires a permanent Internet connection to 
the Swyx license server.

 Licensing via license key where the purchased license key is checked 
once during the installation.

LICENSING PROCEDURE
During the first installation, you will be asked for the license keys. These 
license keys are limited to 30 days. The temporary license key is sent to 
you as a PDF. Within these 30 days it is possible to receive an unlimited 
(permanent) key for your SwyxWare installation by completing registra-
tion.

Permanent license keys can be requested using the SwyxWare Adminis-
tration. In addition to customer data, the hardware information of the 
computer on which SwyxWare is installed is recorded in the form of 
checksums. The use of checksums ensures that Swyx does not acquire 
knowledge concerning your actual hardware information. This data is 

When purchasing add
license keys in order
license, page 59.

Swyx will only use the

Please see the licens
information.

Evaluation Installat

An evaluation installat
use SwyxWare at the
enter a valid license
Administration and a
SwyxWare Administra

Update Licenses (kb2
If you want to updat
Together with existing
ware version to be ins

Before a new version is
license with the approp
ble again until after inp

If you want to update a
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3.1

n, please contact your specialist dealer.

r voice channels will not be changed during the 
The validity period of a Swyx Update Service license begins with the first 
permanent server key for your SwyxWare. This can be extended by the 
additional purchase of new Swyx Update Service Licenses.

To update from older versions you need an update key.

If you would like to upgrade an older version, you need an update 
license that has been specifically created for the desired new version. 
You cannot use it to update to any newer version of your choice.
sing via license key    Licensing Procedure

Receipt of Update Licenses
An update license cannot be directly or separately purchased. You can 
purchase the Swyx Update Service (SUS) for a specific validity period. 
During this validity period you will receive the necessary update 
licenses directly from Swyx.

See also  6.1.1 Swyx Update Service (SUS), page 59.

.1 SWYX UPDATE SERVICE (SUS) 
You need a Swyx Update Service license with the same scope for which 
you have licensed users. A Swyx Update Service license has a validity 
period of up to 3 years. During this validity period you will receive all 
necessary update licenses from Swyx with the scope of the existing 
Swyx Update Service licenses.

Example:

You have a SwyxWare version with 100 users. Therefore, you need 100 
update licenses in order to upgrade to a later SwyxWare version. You buy 
a Swyx Update Service license for 100 users for a period of 3 years, and 
receive the required SwyxWare update licenses right away. The same nat-
urally also applies for all other required update licenses within the com-
ing 3 years.

Please note that Swyx will not automatically send you the required update 
licenses based on an existing Swyx Update Service (SUS) license. Please 
request these by e-mail (license@Swyx.com)..

For further informatio

The number of users o
update.
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3

3.2

itional licenses, it is possible to simply add other 
 to expand an existing license. See  3.1.3 User 

 recorded data for licensing purposes.

e conditions included in the package for further 

ion

ion is limited to 30 days. Up to five users can thus 
 same time. After purchasing SwyxWare you can 
 key within this 30 day period using SwyxWare 

fter that request a permanent license key via 
tion.

876)
e an older version, you need update licenses. 
 licensing, an update license allows a newer soft-
talled.

licenses

ses for each of your SwyxWare users.

Ware with 100 users, you will need an update license 

 installed, you must have the necessary update 
riate number of users. SwyxWare will not be availa-
ut of the update license.

n older version, please contact your Swyx partner or 

then sent to Swyx. Based on this data, Swyx derives an unlimited key for 
your SwyxWare installation which is then sent to you. The installation of 
SwyxWare onto another system (e.g. due to a failure of the previously 
used system) requires that you repeat the registration procedure.

The file which is created when requesting a permanent license key, contains 
encrypted information concerning the hardware of the computer on which 
the product is installed. Please note that you must create the license key 
request on the system you want to use later.

Number of update 

You need update licen

Example:

If you operate Swyx
for 100 users.

Support.
sing via license key    Licensing Procedure

LICENSING VIA LICENSE KEY

Swyx offers various licensing models that can be tailored to the needs 
of your business.

There are following technical ways to licence your software:

 Online Licensing, which requires a permanent Internet connection to 
the Swyx license server.

 Licensing via license key where the purchased license key is checked 
once during the installation.

LICENSING PROCEDURE
During the first installation, you will be asked for the license keys. These 
license keys are limited to 30 days. The temporary license key is sent to 
you as a PDF. Within these 30 days it is possible to receive an unlimited 
(permanent) key for your SwyxWare installation by completing registra-
tion.

Permanent license keys can be requested using the SwyxWare Adminis-
tration. In addition to customer data, the hardware information of the 
computer on which SwyxWare is installed is recorded in the form of 
checksums. The use of checksums ensures that Swyx does not acquire 
knowledge concerning your actual hardware information. This data is 

When purchasing add
license keys in order
license, page 28.

Swyx will only use the

Please see the licens
information.

Evaluation Installat

An evaluation installat
use SwyxWare at the
enter a valid license
Administration and a
SwyxWare Administra

Update Licenses (kb2
If you want to updat
Together with existing
ware version to be ins

Before a new version is
license with the approp
ble again until after inp

If you want to update a
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3.2

n, please contact your specialist dealer.

R DATACENTER LICENSING 

ensed in the same way as SwyxWare is licensed . 
temporary license key is entered, which is made 
cedure described. A customer installation is then 
to the licensing server. The configured data is 
ummarized in monthly usage reports. These are 
ovider and Swyx. The invoicing can be based on 

which is used only for the license management 
s a special license.

, the license will be granted either per logged-on 
configured user (SwyxWare for DataCenter) or per 

). 

 SwyxWare installation with 100 users, and add a 
ional option pack with 80 users, only 80 users can 
on to SwyxServer.

r voice channels will not be changed during the 

 an option pack the entire number of user licenses is 
r of option pack licenses.  
quire a sufficient amount of option pack licenses. 
The validity period of a Swyx Update Service license begins with the first 
permanent server key for your SwyxWare. This can be extended by the 
additional purchase of new Swyx Update Service Licenses.

To update from older versions you need an update key.

If you would like to upgrade an older version, you need an update 
license that has been specifically created for the desired new version. 
You cannot use it to update to any newer version of your choice.

Example:

If you have set up a
license for an addit
simultaneously log 

Example:

After the installation of
reduced to the numbe
Please make sure to ac
sing via license key    Licensing Procedure

Receipt of Update Licenses
An update license cannot be directly or separately purchased. You can 
purchase the Swyx Update Service (SUS) for a specific validity period. 
During this validity period you will receive the necessary update 
licenses directly from Swyx.

See also  3.1.1 Swyx Update Service (SUS), page 28.

.1 SWYX UPDATE SERVICE (SUS) 
You need a Swyx Update Service license with the same scope for which 
you have licensed users. A Swyx Update Service license has a validity 
period of up to 3 years. During this validity period you will receive all 
necessary update licenses from Swyx with the scope of the existing 
Swyx Update Service licenses.

Example:

You have a SwyxWare version with 100 users. Therefore, you need 100 
update licenses in order to upgrade to a later SwyxWare version. You buy 
a Swyx Update Service license for 100 users for a period of 3 years, and 
receive the required SwyxWare update licenses right away. The same nat-
urally also applies for all other required update licenses within the com-
ing 3 years.

Please note that Swyx will not automatically send you the required update 
licenses based on an existing Swyx Update Service (SUS) license. Please 
request these by e-mail (license@Swyx.com).

For further informatio

3.2.2 SWYXWARE FO
PROCEDURE
A licensing server is lic
During installation a 
permanent in the pro
licensed by a logon 
recorded daily, and s
sent to the service pr
these reports.

The backend server, 
and reporting, require

3.2.3 USER LICENSE
According to the type
user (SwyxWare), per 
ordered user (SwyxON

The number of users o
update.
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CLIENTS
ony clients who can log on to SwyxServer is lim-

This means that a User can e.g. log on simultane-
client, a SwyxPhone at the workstation, a further 
ference room and via the Swyx Mobile app.

hones

 can use both, the telephony client and Desk 

required for each Desk Phone that is to be oper-
. When telephones, e.g. SwyxPhones, are pur-
xWare installation, this individual license is 
er will either recognize the SwyxPhone automati-

ndividual license for the system phone is included 

License type
Whitelist

System phone license

Feature Pack for Certified SIP phones

 log on due to a missing license and no licenses have 
 contact the supplier of this Desk Phone.

oes not include a user license, it only serves to 
hone to SwyxServer.
the ordered capacity for a different user.

In SwyxON, you can configure further users in advance, even if this means 
exceeding the number ordered. Assign the "Deactivated" function profile to 
the new users and order later if necessary.

If a Desk Phone cannot
been provided, please

A Desk Phone license d
authorize the system p
sing via license key    Licensing Procedure

If there are 100 user licenses and the customer purchases 150 option 
pack licenses, only 100 user licenses including option pack will be availa-
ble after adding the keys.

If you find that you have too few users after you have installed an option 
pack, you can remove the license for the option pack. You will then have the 
original number of users. Please contact your dealer in order to receive an 
option pack with a sufficient user quantity.

Does not include an upgrade of the current software version , see   Update 
Licenses (kb2876), page 27.

In SwyxWare for DataCenter and SwyxON , the allocated functions per con-
figured or ordered user are recorded in the usage report, even if this user is 
logged off or deactivated.

In SwyxWare for DataCenter, you can allocate the deactivated user the 
function profile "Deaktiviert" ("Deactivated") in order to avoid invoicing the 
user.

In SwyxON, the ordered number of users for a function profile is always 
invoiced. If you allocate a user the "Deactivated" profile, you only release 

3.2.4 LICENSES FOR 
The number of teleph
ited to four per user. 
ously with a desktop 
SwyxPhone in the con

Licenses for desk p

With SwyxWare you
Phones.

A separate license is 
ated using SwyxWare
chased within a Swy
included, i.e. SwyxServ
cally (Whitelist) or an i
in the package.

Desk Phone
SwyxPhone

System Phone 
(Phones by Unify)

Certified SIP phones
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3.2

IP to another location (SwyxLink or SIP trunk) are 
 an active call exists over this connection

tion has 8 ISDN channels. A branch is further linked 
 of 4 channels (SwyxLink), and a SIP trunk is set up to 
aximum of 10 channels. Altogether 22 channels are 

 9 channels should be licensed.

icensed, then 8 channels are recorded via the ISDN 
r 8 channels are available for simultaneous calls via 
and the SIP trunk. If e.g. all 4 SwyxLink connections 
nections are active, no further call can be initiated via 
 trunk.

al calls, i.e. calls between users of the same Swyx-

es

ured fax channels is licensed. No distinction is 
 channel types, e.g. ISDN to the public telephone 
er site (SwyxLink).

OPTION PACKS
rios, supplementary modules are offered which 
he functional scope of SwyxWare. These supple-
 either be added as option packs (e.g. Extended 
rs of a SwyxServer), or as options (single licenses 
f SwyxFax users).

l Routing)

 for SwyxWare for DataCenter includes the use of 
ger.
.5 LICENSING OF DATA CHANNELS

Voice Channel Licenses

The number of voice channels is licensed. A voice channel is the con-
nection from the own network, where SwyxServer is installed, to a 
device connected to another network. A distinction is made according 
to the type of voice channel:

 Voice channels via ISDN into the public telephone network or over 
SIPGateway trunks are licensed per configured voice channel

mentary modules can
call routing for all use
for a certain number o

SwyxBCR (Basic Cal

The option "SwyxBCR"
the Call Routing Mana
sing via license key    Licensing Procedure

Licenses for Swyx Mobile

The functions of SwyxWare can also be used by mobile devices while 
traveling. For this 

 the administrator must make the Swyx Mobile option available for 
the User (in the user properties on the Rights tab)

 the User himself - or the administrator on his behalf - must activate 
the use of Swyx Mobile in the Forwardings on the Mobile Extensions 
tab

The Swyx Mobile licenses are individual licenses and are valid for the 
number of Users who have activated this option in their call forwarding.

If a user is simultaneously logged on to SwyxServer with a SwyxIt! and a 
Desk Phone, he will only need one user license but he will also need a 
license for the Desk Phone if it is not a SwyxPhone.

The Swyx Mobile license is an additional license for a User who is already 
configured and licensed.

The special User MobileExtensionManager, who is created within SwyxWare 
for Swyx Mobile, does not need a separate user license.

 Voice channels via 
only charged when

Example:

A SwyxWare installa
in with a maximum
a provider with a m
set up.

In this case at least

If 16 channels are l
trunk, and a furthe
the SwyxLink trunk 
and 4 SIP trunk con
the SwyxLink or SIP

The number of intern
Server, is unlimited.

 Fax Channel Licens

The number of config
made between the fax
network or IP to anoth

3.2.6 OPTIONS AND 
For certain use scena
significantly expand t
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xProfessional" includes the option packs Swyx-
ce, SwyxECR, Swyx Mobile and SwyxFax available 

s.

ption pack includes two options: permanent call 
on on a conversation (Silent Call Intrusion).

ording
ection, the calls for selected internal numbers can 
corded. It can be specified whether one or both 
rsation are recorded. This option is often used in 
ios for training purposes, or for calls in which 
ions are authorized.

 supervisor can useSwyxIt! to intrude on an ongo-
nd listen in, give directions to the speaking call 
dvice on presenting the case) or even actively join 

ilable for SwyxON.

n pack requires the SwyxRecord option pack.

ere to any legal requirements when using the Swyx-
SwyxON, page 32.

SwyxRecord

If the "SwyxRecord" option pack is installed, then during a call a user 
can independently record the conversation (or terminate this record-
ing) with a click of the mouse. For users with other devices, e.g. Swyx-
Phone, SIP phones or GSM phones (or with SwyxIt! in CTI mode), the 
conversations can be recorded directly on the trunk connection.

ing conversation a
center agent (e.g. a
in the call.

You are obliged to adh
Monitor option pack.
sing via license key    Licensing Procedure

SwyxECR (Extended call routing)

This option pack contains the full usage of use of the Graphical Script 
Editor.. This is an additional component of the SwyxIt! software, which 
offers the user a comfortable interface especially to clearly define and 
illustrate complex rules for call handling.

Certain functions are supplied only by the the Graphical Script Editor, 
such as the access to email directories, the creation of queues or the 
addition of your own scripts. It is a significant extension of the Call Rout-
ing Manager.

SwyxConference

The option pack offers professional conference management. You can 
hold conferences with numerous participants (more than three), and 
virtual conference rooms can be set up into which the individual sub-
scribers can dial independently of one another, both from the company 
network and from outside.

SwyxAdHocConference

The option "SwyxAdHocConference" for SwyxWare for DataCenter ena-
bles the user to initiate conferences spontaneously with more than 
three users. See also   Scope of functions in SwyxWare for DataCenter and 

Please note that in order to use conferences you must appropriately extend 
the number of calls to a location. 

SwyxProfessional

The option pack "Swy
Record, SwyxConferen
for all SwyxWare User

SwyxMonitor

The "SwyxMonitor" o
recording, and intrusi

 Permanent call rec
On any trunk conn
be permanently re
sides of the conve
call center scenar
important transact

 Silent Call Intrusion
In a call center, the

This function is not ava

The SwyxMonitor optio
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 to control a third party phone with CTI SwyxIt! or 
hone via its phone number.

with this option must be licensed.

s

s an option which allows a SwyxIt! User to access 
ases via the ESTOS MetaDirectory.

 want to use the Swyx VisualContacts upgrade, 
ntacts license. SwyxIt! retrieves this license during 
ver, if Swyx VisualContacts is installed.

 DATEV

DATEV is an option that integrates the DATEV 
o SwyxIt!.

 the integration with DATEV need a Swyx Connec-
 SwyxIt! retrieves this license when registering at 
nnector for DATEV is installed. Users with a Swyx 

license do not need an additional Swyx VisualCon-

 Microsoft Teams

 can use SwyxIt! Use functions directly on the 
ows interface.

rtified SIP phones

possibility to use extended SwyxWare functionali-
ration of the global phone book and various sys-
with certified third-party SIP phones. The scope of 
 the provider and telephone model.

ied SIP phones is not supported in the standby sce-
Ware uses the T.38 protocol for secure transmission).

Licenses for SwyxFax Users

The number of SwyxFax Client installations is unlimited. Licensed is the 
number of Users who have configured a fax number and configured at 
least one fax forwarding (to SwyxFax Client, to an e-mail address or a 
printer).

Feature Pack for Ce

This option offers the 
ties, such as CTI, integ
tem phone functions, 
functions depends on

Feature Pack for Certif
nario (SwyxStandby).
sing via license key    Licensing Procedure

Swyx Connector for Swyx Connector for Notes

The Swyx option pack for Swyx Connector for Notes offers the following 
functions:

 Direct dialing from Swyx Connector for Notes
 Display Swyx Connector for Notes contacts (for incoming call, from 

lists)
 The search function in the SwyxIt! input field and the phonebook 

also searches Swyx Connector for Notes contacts
 Name resolution from Swyx Connector for Notes for incoming calls 

and for list search
 Swyx Connector for Notes on the Speed Dial button

SwyxFax
SwyxFax Server is a component of SwyxServer. With this component 
you can send and receive fax documents. SwyxFax uses the same con-
nection to the public network as SwyxServer, typically an ISDN trunk. 
SwyxFax Server can be installed on the same computer as the ISDN 
card of the ISDN trunk, but also on another permanently running com-
puter, which is connected via an IP network to the ISDN trunk (Swyx-

SwyxMonitor-functions are only available when CTI is deactivated.

SwyxCTI+

This option allows you
link with an external p

The number of Users 

Swyx VisualContact

Swyx VisualContacts i
various contact data b

All SwyxIt! Users, who
need a Swyx VisualCo
log on to the SwyxSer

Swyx Connector for

Swyx Connector for 
telephony function int

SwyxIt! Users who use
tor for DATEV license.
SwyxServer, if Swyx Co
Connector for DATEV 
tacts license.

Swyx Connector for

With this option you
Microsoft Teams Wind
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urenz

ng corporate communication based on the call 
yxIt!

t be ordered for the total number of users of your 

urenz for Microsoft Teams

ng corporate communication based on the call 
yx Connector for Microsoft Teams

 ordered for the total number of users of your sys-

c version)
rence service 
 host, 1 guest 

rence service 
 1 host, 24 guests 

in SwyxWare for DataCenter and SwyxON
y the various option packs are reflected in the fea-

re assigned to the individual users. If you use 
erent feature profile is assigned to the user. This 
levant feature and makes it available to the user.

ds the functions or cloud profiles used and the 
hom these functions are assigned, along with the 
oice and fax channels and the conference rooms 
. The cumulative data is sent monthly from the 

o Swyx and to the provider.

TION PACKS AT A GLANCE
acks are available:
 Licensing per number of queues
The number of queues used in a customer instance is not limited.

The documentation for VisualGroups from version 1.1 can be found on 
the Swyx website.

Administration missed calls included

Wallboard included

profile contains the re

Reporting daily recor
number of users to w
number of installed v
that have been set up
licensing server both t

3.2.7 SWYXWARE OP
The following option p
sing via license key    Licensing Procedure

Swyx VisualGroups

When licensing VisualGroups, the customer can choose one of the fol-
lowing options:

 Licensing per user
The number of queues used in a customer instance is not limited. A 
user can be assigned to an unlimited number of queues with a user 
license. In the SwyxWare variant for the installation in the customer 
network, the user license is floating based, i.e. only as many user 
licenses are needed as users are logged into VisualGroups queues. 
In SwyxWare for DataCenter configured users and in SwyxON 
ordered users are considered.

Statistics, reporting and wallboards are only included in the 
Enhanced version.

If licenses for the Enhanced version are active, standard licenses become 
invalid.  
For example, 1 Enhanced-licensed user and 6 standard users will result in 
only one Enhanced license.

Function Swyx Visual-
Groups

Swyx Visual-
Groups Enhanced

Queue included included

Statistics included

Reporting included

Swyx Analytics by a

Extension for analyzi
data generated by Sw

This Option Pack mus
system.

Swyx Analytics by a

Extension for analyzi
data generated by Sw

This function must be
tem.

Swyx Meeting (basi
WebRTC-based web confe
Maximum 2 participants: 1

Swyx Meeting
WebRTC-based web confe
Maximum 25 participants:

Scope of functions 
The options offered b
ture profiles, which a
another option, a diff
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xON

yxWare
yxWare for 
taCenter

The "SwyxMonitor" option pack includes 
two additional options: permanent call 
recording, and intrusion on a conversation 
(Silent Call Intrusion).

yxWare 
yxWare for 
taCenter
yxON

WebRTC-based web conference service 

yxWare
yxWare for 
taCenter
yxON

Extension for the analysis of corporate 
communication on the basis of the gener-
ated call data

Ware The option pack SwyxStandby offers 
enhanced availability of the SwyxWare PBX 
through the use of a second redundant 
SwyxServer installed on a further Windows 
server, which acts as a standby server.

Description
Telephone system functionality and Unified Communica-
tions

T.38 support for sending fax messages

Participation in conferences with any number of internal 
and external participants

Description
asic functionality for users including desktop clients for 
indows and macOS, Call Routing Manager, presence infor-
ation, messaging, Outlook integration, CTI, Voicemail, ad-

oc conference feature

yxWare 
Variant Explanation
enables complex rule-based call handling 
for the user. This option pack is already 
included in SwyxWare.

SwyxECR  SwyxWare
 SwyxWare for 

DataCenter
 SwyxON

This package contains the full usage of the 
Graphical Script Editor. This is an additional 
component of the SwyxIt! software, which 
offers the user a comfortable interface 
especially to clearly define and illustrate 
complex rules for call handling.

Conference Room

User functions
Basic user B

W
m
h

sing via license key    Licensing Procedure

Option Pack SwyxWare 
Variant Explanation

SwyxProfes-
sional

 SwyxWare Includes the option packs SwyxRecord, 
SwyxConference, SwyxECR, Swyx Mobile 
and SwyxFax

SwyxRecord  SwyxWare
 SwyxWare for 

DataCenter
 SwyxON

If the "SwyxRecord" option pack is installed, 
then during a call a user can independently 
record the conversation (or terminate this 
recording) with a click of the mouse (not in 
CTI mode!). For users with other devices, 
e.g. SwyxPhone, SIP phones or GSM phones 
(or with SwyxIt! in CTI mode), the conversa-
tions can be recorded directly on the trunk 
connection.

SwyxConference SwyxWare The option pack "SwyxConference" for 
SwyxWare offers professional conference 
management.

SwyxAdHocCon-
ference

 SwyxWare for 
DataCenter

 SwyxON

The option pack "SwyxAdHocConference" 
offers users the opportunity to initiate 'ad 
hoc' conferences with three or more partici-
pants during a call. In SwyxWare, this basic 
function is included for three participants of 
a conference.

SwyxBCR  SwyxWare for 
DataCenter

 SwyxON

This package contains the full usage of Call 
Routing Manager. This is an additional 
component of the SwyxIt! software, which 

Cloud Services in Swy

SwyxMonitor  Sw
 Sw

Da

Swyx Meeting  Sw
 Sw

Da
 Sw

Swyx Analytics
by aurenz

 Sw
 Sw

Da
 Sw

SwyxStandby Swyx

System Functions
Basis system

Fax channel

Option Pack Sw
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THE SWYXWARE VARIANTS AT A 

Evaluation 
nstallation SwyxWare

SwyxWare for 
DataCenter/

SwyxON
cense 1 license unlimited

censes Scope of supply -

luded included pro User

censes Option Pack per user

censes Option per user

censes Option per phone pro User

censes Option Pack per user

censes Option Pack -

censes Option Pack -

luded Option Pack -

luded included pro User

censes Option Pack per user

 number any number per room set up

hannels Scope of supply per channel

x channels Scope of supply per channel

censes Option pro User
Notes contact databases, number identification

Swyx Connector for 
Microsoft Teams

Integration in Microsoft Teams user interface

Swyx Meeting WebRTC-based web conference service

Swyx VisualGroups With Swyx VisualGroups, departments with a high caller 
volume receive an optimal queue solution with seamless 
integration into the SwyxIt! user interface.

Conference 
Rooms 
(requires Swyx-
Conference)

any

Voice channels 4 c

Fax channels 2 fa

Swyx VisualCon-
tacts

5 li
sing via license key    Licensing Procedure

System Phone Enables comfortable additional functions for system 
telephones such as server based call lists, telephone books 
and extended CTI functions for example SwyxIt!

Mobility Integration with applications for Android and iOS.

Extended call rout-
ing basic

Use of company-wide call routing, e. g. as central call pickup 
and distribution or the creation of speech dialog systems 
(ACD/IVR)

Extended call rout-
ing User

Creation and execution of complex call diversions with the 
Graphical Script Editor individually for each User

VisualContacts Integration of contact information which are saved in the 
company’s various applications (e.g. logistics, CRM and 
further databases). Fast number identification and contact 
search directly in SwyxIt!

CTI+ Makes a telephone (DECT, SIP or analog telephones) an 
extension for incoming and outgoing calls with SwyxIt!

Recording The recording function enables the recording, saving and 
forwarding of telephone calls with SwyxIt!

Fax Use of central, server-based fax services with SwyxIt!. Trans-
mission of fax messages from all applications with a print 
function

Swyx Connector for 
DATEV

Enables direct phone calls from DATEV applications

Swyx Connector for Integration in Lotus/IBM/HCL Notes, dialing from any 

User functions Description 3.2.8 LICENSING OF 
GLANCE

I

SwyxServer 1 li

Users 5 li

SwyxBCR inc

SwyxECR 5 li

SwyxFax 5 li

SwyxPhone 2 li

SwyxRecord 5 li

SwyxConference 5 li

SwyxMonitor 5 li

SwyxStandby inc

SwyxAdHocCon-
ference

inc

Swyx Option Pack 
for Swyx Connec-
tor for Notes

5 li
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per channel-- License per configured channel

Scope of supply-- Number is fixed with the order

pro phone-- License per phone which was not purchased 
from Swyx
sing via license key    Licensing Procedure

Explanation:

Option pack-- All users must be licensed

Option-- License per logged-on user

included-- License is included in the basic version

per user-- License per configured user

Swyx Connector 
for Microsoft 
Teams

5 licenses Option per user

Swyx Connector 
for DATEV

5 licenses Option pro User

Feature Pack for 
Certified SIP 
phones

5 licenses Option per user

Swyx Visual-
Groups Enhanced

1 queue or 5 
licenses

Option -

SwyxVoicemail included included pro User

SwyxCTI included included per user

SwyxCTI+ 5 licenses Option per user

Evaluation 
Installation SwyxWare

SwyxWare for 
DataCenter/

SwyxON
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4

4.1

/articles/4404114457618

and File System
e installation requires approx. 1 GB of hard disk 
pace for data generated during operation, e.g. 
 messages, etc.

 network card, which is connected to the network 
ork). If there is more than one network card in the 
 addresses are assigned to one network card, you 
 address SwyxWare should work with. There is a 
rpose:

e\Swyx\General\CurrentVersion\Options

pAddress
ddress in the local LAN>
after setting this registry key.

n on this topic, see the knowledge base article.

are only works with the ISDN cards of the SX2 fam-

ay need further memory on SwyxServer, especially 
tions, creating own Skins or for defining user rules.
HARDWARE REQUIREMENTS
No special hardware equipment is necessary for the operation of a 
SwyxServer or SwyxGate. The software can be run on all standard PCs, 
which also support Windows Server. The hardware requirements corre-
spond essentially to those recommended by Microsoft for the use of 
these operating systems.

Detailed information regarding the computer equipment can be found 
in the Knowledgebase on the Enreach Homepage.

Name: LocalI
Value: <IP a

Restart the computer 

For current informatio

service.swyx.net/hc
m Requirements    Hardware Requirements

SYSTEM REQUIREMENTS

Hardware, software, and network requirements, in addition to 
the license conditions

Under certain conditions, SwyxWare may be operated on a virtual 
machine hardware.

You can obtain more information on this subject from your Enreach 
partner or support.

Please make certain that the most up-to-date Service Pack from Microsoft is 
installed when using the Windows system. Install the security updates pro-
vided by Microsoft on a regular basis.

Please note that the following hardware requirements apply only to a Swyx-
Ware installation. If you want to run other processes on this computer, such 
as a file server application, the hardware requirements are different.

Special requirements apply to the SwyxON components. For more informa-
tion, please contact your provider.

service.swyx.net/hc/en

Hard Drive Memory 
A complete SwyxWar
space. Plus storage s
announcements, voice

Network card(s)
The system requires a
(LAN, Local Area Netw
system or if several IP
must define which IP
registry key for this pu

Location: 
HKLM\Softwar
Type: REG_SZ

Please note that SwyxW
ily.

Please note that you m
for recording conversa

https://service.swyx.net/hc/de/articles/4404114457618
https://service.swyx.net/hc
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4.2

 password reset e-mails and voice messages, you 
er that can be reached from SwyxServer.

user name and password) is supported.

erver for Call Management

Call Routing Manager further offers calendar-
nt. If you want to use this, you need a Microsoft 
change Web Services to be accessible. In order to 
mend the installation of a Microsoft Outlook Cli-
.

or Calendar-Based Call Management, Page 46.

no Server for Call Management
M/HCL environment, you can also carry out an 

ar based call management. 

 integration, Page 429

scanner on the computer on which SwyxServer is 
xclude the database files from the scan process.

r is not updated in a SwyxWare update.

ilable for SwyxON.
SwyxServer needs a Microsoft SQL database for storing the user and 
configuration data. You can choose from a variety of options:

 Microsoft SQL Server Express 2019, 2022
Microsoft SQL Express can be downloaded directly from the Swyx-
Ware DVD.

 Microsoft SQL Server Standard Edition 2019, 2022
For larger installations, e. g. a installation, please use at least Micro-
soft SQL Server Standard Edition.

The database server must be set up before the installation of Swyx-
Ware.

integration for calend

See: App. F: IBM Notes

Virus Scanner
If you operate a virus 
installed, you should e
m Requirements    Software requirements

SOFTWARE REQUIREMENTS

(A list of supported operating systems can be found in the knowledge-
base article: 

Supported operating systems (overview)  
service.swyx.net/hc/en/articles/4405218845330

You can obtain more information on this subject from your Enreach 
partner or support.

Microsoft .NET Framework
Microsoft .NET Framework 4.7.2 is a prerequisite for SwyxServer and all 
other SwyxWare components. It can also be downloaded subsequently 
via the Windows update feature, or from the SwyxWare DVD.

SQL Database for the user data

Please make certain that the most up-to-date Service Pack from Microsoft is 
installed when using the Windows system. Install the security updates pro-
vided by Microsoft on a regular basis.

Special requirements apply to the SwyxWare for DataCenter server compo-
nents.

Mail server
To send welcome and
need a SMTP mail serv

SMTP authentication (

Microsoft Exchange S

With the SwyxWare, 
based call manageme
Exchange Server or Ex
ensure this, we recom
ent on the SwyxServer

See: 5.3.3 Installation f

Lotus/IVM/HCL Domi
If you have a Lotus/IB

The existing SQL serve

This function is not ava

https://service.swyx.net/hc/de/articles/4404114457618
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4.3 s a permanent IP address.

etwork
ternet Protocol (IP) to transfer voice and control 
d SwyxServer computer requires a unique IP 
k.

itched network guarantees an optimal transmis-
 control data, even in case of a large number of 
 calls or in a network with increased data traffic 
, FTP), however, this is not obligatory.

uter or the SwyxGate which has been installed on 
 must be connected to a switch. This will ensure 
 bandwidth available for the data traffic between 
SwyxIt! Classic or SwyxPhone) and SwyxServer.

e voice quality, the use of Quality of Service in the 
us.

n see 

ty of Service) 
-gb/articles/360000007840-Support-QoS-Qual-
y need to be logged in to view the content)

formation about the ports used by SwyxWare see

 used by SwyxWare v11 
et/hc/en-gb/articles/360000566005-Which-Ports-
e-v11 (You may need to be logged in to view the 

 Configuration Protocol)
ver for the distribution of the IP addresses to the 

rs the following advantages:

t of IP addresses in the network
It is assumed that we are dealing with a network which is based on a 
Windows Active Directory.

General
To create optimal conditions for SwyxServer, the following should be 
set up:

 The computer on which the SwyxWare is installed will be configured 
exclusively as the telephony server. Other network services, such as 
email server, DHCP or DNS server, should not be provided on this 
computer.

INFO: Which Ports are
https://service.swyx.n
are-used-by-SwyxWar
content)

DHCP (Dynamic Host
The use of a DHCP ser
telephony clients offe

 Unique assignmen
m Requirements    Network requirements

NETWORK REQUIREMENTS
The IP network, in its function as a transport medium, has a significant 
influence on the voice quality of the telephone connections. Therefore, 
special attention must be paid to the configuration of the network.

All common network topologies are supported (Ethernet 1000BaseT 
etc.). TCP/IPv4 must be available as a transfer protocol. Other network 
protocols such as IPv6, IPX or ATM are NOT supported by SwyxWare.

Various QoS (Quality of Service) mechanisms are supported in order to 
guarantee interference-free transmission of voice data in the network. 
These include:

 On TCP/IP protocol level, DiffServ (RFC 2474) is supported.
 Prioritization of the voice data using IEEE802.1p

In order to take advantage of this feature, it is necessary to use net-
work cards which support this standard.

Bandwidth Requirement
In idle mode, packets are exchanged between the clients and the Swyx-
Server, e.g. to update the status signaling.Create a suitable network 
environment for SwyxServer 

In order for the SwyxWare telephone system to operate smoothly, the 
existing network infrastructure is a deciding factor in addition to the 
basic software and hardware requirements described above. The fol-
lowing provides a description of an environment that offers optimal 
conditions for the functioning of SwyxServer.

 SwyxServer contain

Infrastructure of the N
SwyxWare uses the In
data. Each client an
address in the networ

A complete layer2 sw
sion of the voice and
SwyxWare telephone
(e.g. file transfer, HTTP

The SwyxServer comp
a separate computer
that there is sufficient
the telephony clients (

Quality of Service
In order to improve th
network is advantageo

For further informatio

Support of QoS (Quali
service.swyx.net/hc/en
ity-of-Service- (You ma

Firewall
Detailed and actual in

https://service.swyx.net/hc/de/articles/360000007840-Unterst%C3%BCtzung-von-QoS-Quality-of-Service-
https://service.swyx.net/hc/de/articles/360000007840-Unterst%C3%BCtzung-von-QoS-Quality-of-Service-
https://service.swyx.net/hc/de/articles/360000566005-Von-SwyxWare-v11-verwendete-Ports
https://service.swyx.net/hc/de/articles/360000566005-Von-SwyxWare-v11-verwendete-Ports
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uld already be installed on the Windows Server 
.

ows Internet Name Service), Page 328.

ed components are correctly configured, Swyx-
 with an optimal environment.

STEM
Ware does not include the operating system soft-
tallation and operation. As SwyxWare is based on 
perating systems, you must be in possession of 
omputers on which you wish to install SwyxWare 
iate licenses are needed in order to use a teleph-

erating system licenses, so-called "Client Access 
 Microsoft for Windows server systems may be 

n on the current licensing conditions for Micro-
 and access to services provided by such a server, 
 agreements for these products and the Microsoft 

ENARIOS
eration scenarios for SwyxWare, you can distin-
ween two groups - stand-alone installations and 

 INSTALLATION
e provides the complete telephony functionality, 
ecommunication system is no longer necessary. 
ith either a desktop client or a SwyxPhone.
Portforwarding for SwyxRemoteConnector

If SwyxRemoteConnector is used, the company router (NAT gateway) 
has to be configured accordingly. 

See  Port forwarding via router, Page 381.

WINS (Windows Internet Name Service)
The service WINS resolves NetBios names into IP addresses and is 
therefore an elementary component of a Windows network. Given this 

guish in principle bet
migration scenarios. 

4.4.1 STAND-ALONE
In this case, SwyxWar
i.e. a conventional tel
The user is provided w
m Requirements    Example scenarios

 Automatic transmission of the SwyxServer IP address to the clients

To find out how to install a DHCP server and how to configure it for the 
use of telephony clients see 20.1.1 DHCP-Server (Dynamic Host Configu-
ration Protocol), Page 327.

DNS (Domain Name Service)
An Active Directory requires a DNS Server located in the network. The 
Active Directory uses DNS as a locator service, which helps to assign the 
names of the client's FQDN (Fully Qualified Domain Name), domains, 
locations and services in the Active Directory of an IP address.

If the WINS resolution for DNS is activated on the DNS server, the WINS 
server will be queried if the name of the client cannot be resolved by 
the DNS server.

See 20.1.3 DNS (Domain Name Service), Page 328.

Reserve ports for SwyxWare

Enreach recommends not using SwyxWare on systems which are simul-
taneously DomainController or DNS Server. If you do run SwyxWare on 
a Windows DNS Server, Microsoft Security Fixes (patches KB951748 and 
KB951746) can cause the Microsoft DNS Server to occupy all IP ports so 
that SwyxWare is unable to allocate any more. To avoid such conflicts, a 
static range of ports can be reserved, excluding these for random port 
requests from applications/services.

For further information, please contact you specialist dealer.

fact, this service sho
located in the network

See 20.1.2 WINS (Wind

If the above mention
Ware will be provided

4.3.1 OPERATING SY
The purchase of Swyx
ware necessary for ins
Microsoft Windows o
such licenses for the c
components. Appropr
ony Client.

In addition to the op
Licenses" (CALs) from
required.

For further informatio
soft WindowsServers,
please see the license
publications.

4.4 EXAMPLE SC
In considering the op
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tion with SIP extension

onnected via SwyxGate to PSTN and SIP link to the Internet

n is expanded here with a link-up to the Internet, 
r. In this case an SIP link can be used for telephon-
nt. See 16 SIP Links, Page 273.

ENARIOS
sting telecommunication system which is used 
re.

lephone numbers of the same length from within 
umbers to all internal subscribers, regardless of 
nected to a traditional private branch exchange 
yxWare to place telephone calls. Moreover, all 
to dial an external line using the same procedure 
e access, followed by the destination number in 
or more details on the configuration of the Swyx-

 telephone network Internet

SIP provider

SIP linkr

SwyxPhone Client PC
4.4.2 MIGRATION SC
Here we have an exi
together with SwyxWa

The aim is to assign te
a possible range of n
whether they are con
(PBX) or they use Sw
users should be able 
(e.g. "0" for public lin
the public network). F
m Requirements    Example scenarios

Fig. 4-1: SwyxGate connected to PSTN

The minimum amount of equipment corresponding to a traditional tel-
ecommunication system consists of SwyxServer as the central element, 
one or more s or SwyxPhones and SwyxGate as an interface to the 
PSTN.

Public telephone network

S0/S2m

SwyxGate
SwyxServer

SwyxPhone SwyxPhone Client PC

Stand-alone installa

Fig. 4-2: SwyxServer c

The simple installatio
e.g. via an SIP provide
ing an external SIP clie

Public

SwyxGate
SwyxServe

SwyxPhone
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Fig. 4-4: SwyxGate to PBX and PSTN

 when you are migrating an old PBX over to Swyx-
ove the availability of external lines for SwyxWare 
o add more modules to the existing PBX.

re with a sub-telecommunication system
d between the public network (PSTN) and the pri-
 (PBX):

Public telephone network

S0/S2m system

S0/S2m

SwyxGate
SwyxServer
Fig. 4-3:  SwyxGate connected to PBX

 Example 2:SwyxWare in addition to a telecommunications 
system
SwyxGate is connected via one line to the traditional private branch 
exchange (PBX) and to the public network with a second line. 

A B C D E
m Requirements    Example scenarios

Gate settings mentioned below and on the configuration of its lines, 
please read  The "ISDN Ports" Tab, Page 269.

 Example 1:SwyxWare as sub-telecommunication system
SwyxGate is connected to the traditional private branch exchange (PBX) 
using one line. Calls to A and B will be put through directly by the PBX. 
Calls from the public telephone network to C, D and E are forwarded to 
SwyxServer by the PBX and delivered from there. Calls from the Swyx-
Ware users C, D and E into the public network are first forwarded to the 
PBX. The PBX then forwards these calls to the public network. Internal 
calls between A or B and C, D or E stay within the company.

Public telephone network

S0/S2m

Telephone system

S0/S2m

SwyxGate
SwyxServer

This scenario is useful
Ware in order to impr
users without having t

Example 3: SwyxWa
A SwyxGate is installe
vate branch exchange

S0/S2m

Telephone
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m Requirements    Example scenarios

Fig. 4-5: SwyxGate connected between PBX and PSTN

Detailed information concerning the configuration of SwyxServer can 
be found in App. D: Internal connections (BRI/PRI), Page 412. For infor-
mation on the configuration of ISDN cards for an internal S0 connec-
tion, please refer to D.1.2 SX2 in NT Mode, Page 413.

SwyxGate
SwyxServer

S0/S2m

S0/S2m

Sub telephone system

Public telephone network
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5

5.1

Preparation
e certain that the necessary hardware conditions have 
 fulfilled

4.1 Hardware Requirements, Page 35.

ck whether you have the necessary software, e.g. Windows 
er, Firewall or virus scanners.
4.2 Software requirements, Page 36.

ck your network in order to guarantee interference-free 
smission.
4.3 Network requirements, Page 37.

access to the public ISDN (SwyxGate), install the necessary 
 cards. See 15.2 Installation of the ISDN Cards, Page 241.

will find the necessary test programs in App. E: Tools & 
es, Page 419.

the Voice Box functionality, you need an optional SMTP-
ble mail server. SwyxServer Sends the voice messages via 
to the users.
n installing SwyxWare you will need the name of the mail 
er, e.g. mail.company.com.
 Mail server, Page 36.

 SwyxServer (step 7) the configuration wizard starts 

s of the Configuration Wizard.

Software Installation
tall the database for user administration, along with the 
essary software .Net Framework. See 5.3.4 Install Microsoft 
 Database, Page 47.
SUMMARY OF THE SWYXSERVER 
INSTALLATION
The following actions must be carried out in order to successfully install 
SwyxWare in your company. You will find references to the detailed 
step-by-step instructions for every step.

6 Database Ins
nec
SQL
Ware Installation    Summary of the SwyxServer Installation

SWYXWARE INSTALLATION

Installation or update of SwyxWare

The standard installation procedure for SwyxWare is described in this 
chapter.

If you are updating a currently installed SwyxWare version, please con-
tinue reading in 5.6 SwyxWare Update, Page 60.

Summary of the SwyxServer Installation

Which services belong to SwyxServer

Preparation for Installation

Installation of SwyxServer

Installation of the SwyxWare Administration

SwyxWare Update

Separated Services

In SwyxON, SwyxWare is provided by the service provider and requires no 
installation and initial configuration by the customer.

1 Hardware Mak
been
See 

2 Software Che
Serv
See 

3 Network Che
tran
See 

4 Installation 
of the ISDN 
Cards

For 
ISDN
You 
Trac

5 Voice Box For 
capa
this 
Whe
serv
See 

After the installation of
automatically. 
Go through all the step
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 details of how to set up new users and groups after instal-
n, please refer to 7.5 Configuring SwyxServer 

ings, Page 81.

en carrying out the first configuration, adapt the scripts to 
 conditions in the company.
 22 Scripts, Page 342.

ating External Connections
DN

et up the access to the public telephone network (PSTN).
ee 15 ISDN connections, Page 240.
IP Trunk
ou need to have the access data for the relevant SIP pro-
ider. See 16 SIP Links, Page 273.
urther connection options:
7 SwyxLink (Server-Server Connection), Page 287
8 ENUM Links, Page 304
9 SIP Gateway Links, Page 316

Configuration

Installation of Clients
l the telephony client or telephones of the SwyxPhone 
 on the workstation computers.
0 Connection of SwyxPhone and SwyxIt!, Page 326 and the 
t! Classic documentation.

mstances change the name of the server computer 
re.
See 3 Licensing via license key, Page 27.
For online licensing, make sure that an SwyxWare instance has 
been created in the operator.
For information on Online Licensing, see 2 Online 
Licensing, Page 20.

12 Number 
plan

Plan the topology of SwyxWare before installation, and design 
a number plan (e.g. for company headquarters and branches).
See 10 Numbers and Number Mappings, Page 141.

13 Configura-
tion of Swyx-
Server

For details of how to change SwyxServer settings after installa-
tion, please refer to 7 Configuration of SwyxServer, Page 75.

Do not under any circu
after installing SwyxWa
Ware Installation    Summary of the SwyxServer Installation

7 Installation 
of Swyx-
Server

You must license SwyxWare.
For licensing with a license key, have the license certificate 
ready that you received as a PDF file.
See 3 Licensing via license key, Page 27.
For information on Online Licensing, see 2 Online 
Licensing, Page 20.

8 Installation 
of the Swyx-
Ware 
Administra-
tion

Then install SwyxWare Administration to configure 
SwyxServer.
See 5.5 Installation of the SwyxWare Administration, Page 59.
You can also install the SwyxWare Administration on another 
computer, see 5.7.1 Installation of a SwyxWare component on an 
additional computer, Page 62.

9 Installation 
of Swyx 
Control 
Center

Then install Swyx Control Center to configure SwyxServer. 
See 5.4.3 Install Swyx Control Center, Page 54

10 Installation 
of Swyx 
Visual 
Groups

Then install Swyx Visual Groups.
The current documentation for SwyxVisualGroups can be 
found at:
help.enreach.com/docs/manuals/english/VisualGroups.pdf

Software Installation

Configuration
11 Licensing You must license SwyxWare.

For licensing with a license key, have the license certificate 
ready that you received as a PDF file.

14 Create users 
and groups

For
latio
sett

15 Scripts Wh
the
See

16 Setting up 
connections

Cre
 IS

S
S

 S
Y
v

 F
1
1
1

17 Install a 
Desktop 
Client and 
SwyxPhone

Instal
family
See 2
SwyxI

https://help.enreach.com/docs/manuals/english/VisualGroups.pdf
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ICES BELONG TO 
R

r Service Manager you will find the SwyxServer 
e "SwyxServer". It manages the users and assigns 

uting Manager scripts and use of the Graphical 
re also run here.

re

tore" service controls the access to the database 
rver parameters are stored in the database, such 
arameters, trunk groups, announcements and 

r

ger" service is included in SwyxPhone support. It 
 connection of the SwyxPhone Lxxx. SwyxPhone 
 this service is running.

r

d for managing queues via Graphical Script Editor.

r manages all connections that are not made via 
ut rather via IP-WAN connections, e.g.SwyxLink, 
ons.

ble for the communication with the public tele-
N). It manages ISDN connections according to 
PRI connection.
Knowledge 
base

Further information on special installation scenarios as well as tips & 
tricks for the optimal use of your SwyxWare can be found in the 
support database (Help Center).
service.swyx.net/hc/en-gb

SwyxLinkManager

The SwyxLinkManage
the public network, b
SIP or ENUM connecti

SwyxGate

SwyxGate is responsi
phone network (PST
installation via BRI or 
Ware Installation    Which services belong to SwyxServer

Extensions

General information
Update the operating system and save the database at regular inter-
vals.

Subsystem 
configura-
tion

You can now 
 integrate a sub-telecommunication system.

See D.1.4 Connecting a Sub-telecommunication System (Sub-PBX) to 
SwyxWare, Page 414

 operate SwyxWare as a sub-telecommunication system.
See D.2 Connection of SwyxWare as Sub-telecommunication System 
on a Main Telecommunication System, Page 415.

SwyxDECT 
500

Integrate a DECT system SwyxDECT 500.
See SwyxDECT 500.

SwyxDECT 
800

Integrate a DECT system SwyxDECT 800. See  SwyxDECT 800.

Backup 
copy

We recommend making backup copies on a regular basis.
See 7.10 Backing up the SwyxWare Database, Page 116

Updating You will find information on the updating of SwyxWare via the link on 
the start page of the SwyxWare Administration, or on the website:
enreach.com/products/support/support-downloads.html

Updates 
from Micro-
soft

Install on a regular basis the security updates recommended by 
Microsoft:

5.2 WHICH SERV
SWYXSERVE
SwyxServer

In the Windows Serve
service under the nam
the calls. The Call Ro
Script Editor. scripts a

SwyxConfigDataSto

The "SwyxConfigDataS
for SwyxServer. All se
as user data, trunk p
scripts.

SwyxPhoneManage

The "SwyxPhoneMana
is responsible for the
cannot be used unless

SwyxQueueManage

This service is require

https://help.enreach.com/docs/manuals/english/SwyxDECT500.pdf
https://help.enreach.com/docs/manuals/english/SwyxDECT800.pdf
https://www.enreach.de/produkte/support/support-downloads.html
https://service.swyx.net/hc/de


Swyx 45

he usage reports are sent, see 7.5.12 The "Usage 
  

e control of certified SIP telephones via SwyxCTI.

 Service

 REST API that is used by the Swyx Control Center 
Ware.

enceSync

s the user status of Microsoft Teams into Swyx-
 status information ("Logged out", "Reachable", 
disturb", "Away") is synchronized with the data 

 by default and is in an inactive state. To use the 
ns you have to activate the service via Swyx Con-

ontrolcenter/latest.version/web/Swyx/en-US/
elp/MSTeams_synch_$

the integration of SwyxIt! Classic functionality into 
wyxIt! Classic Connector for Microsoft Teams App.

N FOR INSTALLATION
te the actual installation of SwyxServer, you must 
aratory steps as system administrator.
there is a malfunction. If automatic restart has been configured under 
"Restore" in the options of the service, (this is automatically done by the 
SwyxWare installation program), WindowsServer will restart these com-
ponents. If the component is terminated manually, it removes the regis-
tration with Swyx Utility Program automatically and no restart will 
occur.

SwyxReporting

The service "SwyxReporting" is always installed, but is only activated in 
SwyxWare for DataCenter and SwyxON . On the back end server this 

5.3 PREPARATIO
Before you can execu
first take several prep
Ware Installation    Preparation for Installation

SwyxRemoteConnector

This service facilitates connections from authorized subscribers to 
SwyxWare outside the local (LAN) or virtual private network (VPN).

SwyxConferenceManager

As Conference Manager, this service manages all initiated conferences 
and conference rooms. If this service is not active, no conference can be 
initiated from this location.

SwyxCTI+

The "SwyxCTI+" is licensed with the SwyxCTI+ option. This option allows 
you to control a telephony device with CTI SwyxIt! or to link CTI SwyxIt! 
with an external phone via its phone number. 

SwyxFax Server and SwyxFax Printer Gateway

These two services belong to the SwyxServer and are licensed with the 
SwyxFax option pack. They are used both for receiving and sending fax 
documents, and for outputting these documents on a printer.

Swyx Utility Program

The "Swyx Utility Program" service monitors the current processes of 
SwyxWare. Each SwyxWare component automatically registers itself 
with Swyx Utility Program each time it is started. The Swyx Utility Pro-
gram then checks these components regularly and terminates them if 

service ensures that t
Reports" Tab, Page 97.

SwyxUaCSTA

This service enables th

Swyx Management

This service provides a
to configure the Swyx

SwyxMSTeamsPres

This  service integrate
Ware. The display of
"Speaking", "Do not 
from MS Teams. 

The service is installed
corresponding functio
trol Center, see

help.enreach.com/c
index.html#context/h

MS Teams Mode

This service supports 
Microsoft Teams via S

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/MSTeams_synch_$
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5.3

How

 OF THE ISDN CARDS
yxGate are to be run together on one computer, 
stall the ISDN cards.

the ISDN cards and drivers as described in 15.2 
 Cards, Page 241.

ion on the test programs for the ISDN connection 
s, Page 419.

 FOR CALENDAR-BASED CALL 

s a description of the integration of SwyxWare in 
 Microsoft Outlook and a Microsoft Exchange 

 users to be able to use Calendar-Based Call Man-
ge mailbox of the corresponding user must be 
rver user configuration.

dar-Based Call Management
ministration.

" directory.
r and click with the right mouse button on the list 

u, select "Properties".
" window of the user will appear. 

ation…" on the "Preferences" tab.
ed" tab.
x", enter the corresponding Exchange user ( 
ge 168).
ding to the default settings, Microsoft Exchange 
nges which users make in their Outlook 
ted only every 15 minutes and made public for a 
is interval is too long or you would like to publish 
 the Calendar-Based Call Management (access to e.g. a Microsoft 
Exchange server) is to be used. In this case please execute also 
step (2).

2 If you want to use Calendar-Based Call Management within the Call 
Routing Manager, you must, before installing SwyxWare, install the 
Outlook profile for the SwyxServer user account (‘swyx pbx’), see 
5.3.3 Installation for Calendar-Based Call Management, Page 46.

4 In the context men
The "Properties of…

5 Click on "Administr
6 Select the "Advanc
7 In the field "Mailbo

Calendar Access, Pa
Please note that accor
Server or Outlook cha
Calendars will be upda
six-month period. If th
Ware Installation    Preparation for Installation

.1 USER ACCOUNT FOR THE SWYXWARE 
COMPONENTS
The SwyxWare-Components are Windows Server services and should 
be own Domain user account or a local Windows user account through 
which they have access to system resources. When doing this, please 
do not use the predefined, local administrator account, nor another 
user account with administrator rights.

SwyxWare is installed and updated by a user with local administrator 
rights. The user account for the installation must be allowed to add 
domain user accounts to groups.

The configuration or administration of SwyxWare can be executed by a 
user who has been assigned corresponding administrator rights in the 
SwyxWare Administration. See 9.3 Administration profiles, Page 138. He 
does not need to have any local administrator rights.

 to prepare for installation
1 Create a new domain user, e.g. called ‘swyxpbx’.

A domain user account is mandatory if
 SwyxWare components such as, SwyxServer, SwyxGate and 

SwyxPhone support are to be installed on more than one 
computer,

 Fax documents are to be output to a network printer. In this case, 
the user under which the "SwyxFax Printer Gateway" service is 
running requires access rights to the network printer, or

5.3.2 INSTALLATION
If SwyxServer and Sw
then you must now in

Install and configure 
Installation of the ISDN

You will find informat
in App. E: Tools & Trace

5.3.3 INSTALLATION
MANAGEMENT
The following provide
an environment with
Server.

In order for SwyxWare
agement, the exchan
entered in the SwyxSe

How to configure the Calen
1 Start SwyxWare Ad

2 Move to the "Users
3 Please select a use

entry.
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How

5.3.

5.3

er Standard Edition
ions, e. g. an installation, please use a Microsoft 
andard Edition).

must be set up before the installation of Swyx-

rosoft documentation to find out which database 
nario:

n-en/sql/sql-server/editions-and-components-of-
sql-server-ver16

 SERVER EXPRESS INSTALLATION
icrosoft SQL Server Express is briefly described 
rmation please refer to the associated Microsoft 

Express is installed using the software contained 
.

erver
n of the MS SQL Server.

llation or Addition of Functions to an Existing 

agreement and click on "Next>".
ion of the product update and click on 

pport files by clicking on "Next>".

rameters can then be configured.

tware, please confirm that there is no SQL Server 
computer, as this will not be checked by the installa-
.4 INSTALL MICROSOFT SQL DATABASE
A database is required for the administration of the user data. You can 
choose from various options:

 Microsoft SQL Server Express
Microsoft SQL Servers Express can be downloaded directly from the 
SwyxWare DVD.
See 5.3.4.1 Microsoft SQL Server Express installation, Page 47.

2 Click on "New Insta
Installation".

3 Accept the license 
4 Accept the installat

"Continue>".
5 Install the Setup su
6 Function selection:

Various function pa
Click on "Next>".

7 Instance name:
Ware Installation    Preparation for Installation

appointments for a period longer than 6 months, you must modify the 
local Outlook settings for the appropriate user as described in the 
following.

 to reduce the update interval
1 Start MS Outlook by using the Windows user account of the user to 

be configured.

2 In the main menu, under "File | Options | Calendar" click on the 
"Free/Busy Options..." button.

3 In the "Authorizations" tab, click on "Free/Busy options".
4 Within the dialog "Free/Busy Options" you can now enter the interval 

length for the update and the time period of the appointments to be 
published.

5 Then confirm all open dialogs by clicking on "OK".

3.1 MICROSOFT EXCHANGE SERVER
If Exchange Server is used, additional requirements apply.

You must create a user in the Exchange Server who uses the same Win-
dows user account ('swyxpbx') under which the SwyxWareservices also 
run. See 5.3 Preparation for Installation, Page 45

After this action, SwyxServer can access the Exchange server via the 
MAPI interface and the appointment-based call management is 
available to SwyxWareusers.

 Microsoft SQL Serv
For larger installat
SQL Server (e. g. St

The database server 
Ware.

Please refer to the Mic
is suitable for your sce

learn.microsoft.com/e
sql-server-2022?view=

5.3.4.1 MICROSOFT SQL
The installation of a M
below. For further info
documentation.

Microsoft SQL Server 
on the SwyxWareDVD

How to install an MS SQL S
1 Start the installatio

Before starting the sof
installed on the target 
tion program.

https://learn.microsoft.com/de-de/sql/sql-server/editions-and-components-of-sql-server-2022?view=sql-server-ver16
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5.4

UN SETUP
yxServer is carried out by a Microsoft Windows 

n with the help of SwyxWare Setup
applications.

ge or unpack the SwyxWare DVD zip file.
oes not start, double-click on the file autorun.exe, 
 the SwyxWare DVD.

p start page will appear.
Server".
 whether the necessary requirements have been 

 can install them directly from the DVD, by clicking 
.
structions and click on "SwyxServer".

allation will open.

agreement.
 Wizard to define the components you wish to 

inistration, and contains as an additional com-
Attendant. You can individually select the compo-
 installation.

ith support and sales groups
Manager
ferences and conference rooms
ger

guration of SwyxWare for DataCenter via command 
command: 

si HOSTED=1" 
installation via command line, Page 55.
INSTALLATION OF SWYXSERVER
The installation program makes SwyxWare installation very easy. If you 
have already installed SwyxWare components, such as SwyxServer, 
PhoneManager or SwyxGate, then you can modify the selection of 
installed components. In this way you can remove or add components 
from/to the installation.

6 Use the Installation
install.
 SwyxServer

handles user adm
ponent the Auto
nents during the
- Auto Attendant
Auto Attendant w

 SwyxConference
manages all con

 SwyxPhoneMana
Ware Installation    Installation of SwyxServer

You can create an instance name here, if you want to install multiple 
database instances on one SQL Server.
It is recommended to keep the default values. 
Click on "Next>".

8 Service accounts:
Keep the standard parameters and click "Next>".

9 Account Provisioning:
Choose "Mixed mode" and give the password for the SQL Server 
System administrator account. Confirm the password.

10 Click on "Add..." to allow the members of the local administrator 
group to access the SQL Server. Click on "Next>".

11 Click on "Install" to start the installation.
The installation wizard now installs the SQL Server with the given 
parameters.

If you change the name of the server computer after the installation, please 
follow the instructions contained in the following Technet article: 
 technet.microsoft.com/en-US/library/ms143799.aspx

Make sure that most recent service pack is installed for your SQL Server, 
and check regularly, e.g. on the Microsoft Security Website (www.micro-
soft.com/security), if other security-relevant updates for this Microsoft soft-
ware exist; and if so, install them.

5.4.1 SWYXWARE - R
The installation of Sw
Installer file.

How to perform installatio
1 Close all Windows 

2 Mount the ISO ima
In case the setup d
which is located on

3 The SwyxWare Setu
4 Select "Install Swyx

The system checks
installed.
If they are not, you
on the relevant link
Please follow the in
The SwyxWare inst

5 Accept the license 

You can start the confi
line with the following 
"msiexec.exe /i setup.m
See 5.4.4 SwyxServer 

https://technet.microsoft.com/en-US/library/ms143799.aspx
https://www.microsoft.com/security
https://www.microsoft.com/security


Swyx 49

 By clicking on "Install" in the "Start installation" 
lation process starts. During this process the 
ll be copied and the registration database entries 

ion using the Configuration Wizard.
wyxWare, Page 49.

SWYXWARE
he Configuration Wizard starts. Use this Wizard to 
on parameters for the installed components.

izard can also be started again later in an existing 
er to make changes to the SwyxWare configura-

SwyxWare
ms | SwyxWare | SwyxWareConfigurations 
 the Configurations Wizard.
ver
 Server instance on which you want to set up the 

are.
tication (Standard)

of authentication if the user currently logged in 
ve rights on the SQL Server.

ve the activation key that you received from your ser-

yxWare  suspends all SwyxWare services. Even 
ted. It is not possible to telephone during configura-

tion wizard! If the configuration wizard is interrupted, 
pended. If you quit the configuration wizard, all ser-
ain.
memory.
All components listed are installed in the default setting.
If you would prefer not to have a component installed on this 
computer (or later, separately), select "Unavailable" from the drop-
down list. If you would like to install the individual components 
separately, deactivate the other components in the corresponding 
drop-down list.
Memory

With "Memory" you can display the current storage space alloca-
tion of the available disks.

This is how you configure 
Under "Start | Progra
Wizard " you can start
1 Connect to SQL Ser

Enter here the SQL
database for SwyxW
 Windows authen

Select this form 
has administrati
Ware Installation    Installation of SwyxServer

manages the connection of the telephones (SwyxPhone)
 SwyxGate

for the connection to the public telephone network
 SwyxLinkManager

supplies WAN connections (IP) to another SwyxServer or to a SIP 
provider or ENUM

 SwyxMobileExtensionManager
manages the connection of  mobile phones

 SwyxCTI+
allows the control of phone devices and external phones via the 
phone number

 SwyxRemoteConnector
Facilitates connections to SwyxServer outside a local and/or vir-
tual private network

 SwyxUaCSTA
enables the control of certified SIP telephones via SwyxCTI.

 SwyxFax Server
enables transmission and receipt of fax documents.

 SwyxFax Printer Gateway
enables automatic printing of received fax documents.

 Swyx Trace Tool
manages SwyxWare protocol files and enables the transfer of 
these files to the support, see E.5.1 Swyx Trace Tool, Page 423

  Push Notification Service
sends push messages to the mobile apps

The field next to the component selection contains a description of 
the selected component, the installation status and the required 

7 Start installation:
 Click on "Next>".

dialog, the instal
required files wi
will be made.

Complete the installat
See 5.4.2 Configuring S

5.4.2 CONFIGURING 
After the installation t
define the configurati

The Configurations W
installation, e.g. in ord
tion.

For online licensing, ha
vice provider ready.

Please note that the Sw
active calls are interrup
tion with the configura
all services remain sus
vices will be started ag



Swyx 50

 backup copy of your database later, see 7.10 
yxWare Database, Page 116.

s can be restored or backed up here. A database 
another computer cannot be backed up or 
figuration Wizard. Use the mechanisms provided 

is.

er account which should be used to start the 
services (for example ’ippbx’).

unt is required, if
nents are installed on different computers (e.g. a 
y)
Gateway will send printing jobs to a network 

sed call management will be used
uld be selected by using the "Browse" button. 
r the password. The validity of your entries will be 
p program. This check may take several seconds. 

in the entries an error message will appear and 
 procedure.
 not need a domain user account, you can let the 
rds create a local user account.
t will also be added to a locally created group 
ervices’. This group is used exclusively for the 
.

ormation
Wizard gives an overview of the user account 
ted group.

wyxWare for DataCenter )

 using an existing database the update of the data-
e Configurations Wizard automatically updates the 
 older SwyxWare installation. In addition, a backup 
e update of a local database. You can find this 

yxWare program directory under "C:\Program-
For the rest of the installation the Configurations Wizard grants the 
necessary rights (db_datawriter; db_datareader; IpPbxUser) to the 
user account specified here.

4 SwyxServer Database:
 Create... or Update...

Click on "Create..." to create a new local database. 
If an existing database was selected, the database schema can be 
updated here.

 Restore**
You can also use "Restore" here to restore an existing local data-
base, e.g. from an older SwyxWare installation.

If there is an error 
you can repeat the
If SwyxServer does
Configuration Wiza
The service accoun
called ’SwyxWare S
SwyxWare services

6 Service Account Inf
The Configuration 
used, and the crea

7 Licensing (not for S
Ware Installation    Installation of SwyxServer

 SQL Server authentication
Alternatively, select authentication with the name and the associ-
ated password of an SQL Server user.

2 Database installation type:
You can choose whether you
 create a database

This is only possible if an SQL Server is installed locally. The 
standard settings are used in this case and the SwyxWare data-
base schema is installed.
Enter a name for the new SwyxWare database and a user name 
with password. The user account under which the Configurations 
Wizard now accesses the SQL Server needs the rights of an SQL 
Server administrator ('sysadmin') in order to create the SwyxWare 
database.

 use an existing SwyxWare database
Select an existing database from the drop-down list. For this, the 
user account specified in step (1) needs at least the rights of a 
database owner ('db_owner').

3 Select database account
SwyxServer needs only restricted rights for database access. If you 
have selected an existing database, specify here the user name and 
password with which the SwyxServer should access the database.

The Windows user account specified here must have administrator rights 
on the SQLServer instance to create a new database. If an existing database 
is to be updated, administrator rights to this database ('db_owner') are 
required.

 Backup*
You can create a
Backing up the Sw

Only local database
that is installed on 
restored by the Con
by Microsoft for th

5 Service account:
Here you set the us
SwyxWare system 
A domain user acco
 different compo

separate gatewa
 SwyxFax Printer 

printer
 The calendar-ba
The user name sho
You then only ente
checked by the Setu

Please note that when
base is irreversible. Th
existing database of an
copy is made before th
backup copy in the Sw
Data\Swyx\Backup".
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fined a proxy server, a step for re-testing the 
wyx license server appears.
d the programme via Swyx License Server, a step 
yxServer will appear. Click on "Activate".
 failed, a step to re-check the Internet connection 

and/or repeat the activation in Swyx Operator.

ply only to SwyxWare for DataCenter:

as licensing server
em (back end server) is configured as licensing 
Ware for DataCenter license is read in on this sys-
yxWare for DataCenter installations (front end 

this installation to license themselves in turn. The 
 must be activated on this server.

yxWare for DataCenter licensing server
ame of the licensing server. The configured sys-
ts the licensing server regularly to confirm the 
.
ver reporting database (for SwyxWare for 
d servers only)
ver instance on which a reporting database was 
ther the Configurations Wizard should log in 
ent user account or with user name and 
ating an existing reporting database, 
s ('db_owner’) on this database are needed in any 

 (for SwyxWare for DataCenter backend servers 

 created reporting database. The user account 
st be ’db_owner’ in this database.

ing database

license key later via Swyx Control Center, see also the 
cumentation for users, chapter "Editing General Set-
g License Activation Keys".
9 Enter the activation key you received from your service provider.
10 You can also use a proxy server for the connection, which you can 

define in this step or later via Swyx Control Center, see also the Swyx 
Control Center documentation, section "Defining proxy servers".
 Outbound HTTP Proxy

Enter the IP address or DNS name of the proxy server.
 Encryption mandatory

Select the check box if authentication is required to connect to the 
proxy server.
Enter the user name and password for authentication.

set up. Specify whe
there with the curr
password. For upd
administrator right
case.

16 Reporting database
only)
Select a previously
specified in (15) mu

17 Account for report
Ware Installation    Installation of SwyxServer

If you have selected the standard installation in step (5), you can 
choose between the following licensing types:

 Online Licensing
The Swyx license server sends requests to check the licence pres-
ence. For this purpose, there must be a permanent Internet con-
nection between the license server and your SwyxServer, for 
which you can specify a proxy server in one of the following steps 
or later, see step (8). Additionally you have to create an instance 
for your system in the Swyx Operator Portal.

 Use the Licensing via license key, see 3 Licensing via license 
key, Page 27

 Test installation (limited license key) 
Use the Licensing via license key, see  Evaluation 
Installation, Page 27

The following steps only apply to the "Online Licensing" type of 
licensing:

8 Connect SwyxServer to the Swyx License Server
 Call Transfer

Click on the button to test the connection to the Swyx license 
server.

The selected Licensing type, Online Licensing or Licensing via License Key, 
cannot be changed afterwards. If you want to select a different type of 
licensing after a licensing process has been completed, you must uninstall 
and reinstall SwyxWare and the SwyxWare database, see also chapter "Con-
figuration of SwyxServer", section "Uninstalling".

11 When you have de
connection to the S

12 If you have activate
to activation via Sw

13 If the activation has
appears.
Click on "Activate" 

The following steps ap

14 License Server
 Use this system 

The current syst
server. The Swyx
tem. All other Sw
servers) contact 
reporting service

 Connect to a Sw
Enter here the n
tem then contac
license validation

15 Connect to SQL Ser
DataCenter backen
Specify the SQL Ser

You can also enter the 
Swyx Control Center do
tings", section "Enterin
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n:

n list, choose the time zone that is applicable for 
ion of this SwyxServer.
e
your country code. For the United Kingdom, it is 

code here without the preceding '0', for example, 
r '161' for Manchester.
tional calls
rnational calls is entered in this field. In Germany, 

stance calls
he digit(s) which must be dialed in order to make 
all. In Germany, the digit required for long dis-
ays '0'.
s
er that SwyxWare users must first dial in order to 
lls. Default value: ‘0’.

rator account to log in to Swyx Control Center.

rsion 12.10 onwards, a new Messenger with a 
tions is available.
ration steps see the Swyx Control Center 
ction "Connection to Cloud Services".

sic accepts connections from Swyx Messenger on 
n be used by another program and Swyx Messenger 

ange the address port, see 20.3.4 SwyxIt! Installa-
nd Line, Page 333
The following steps apply to all types of licensing:

19 Mail server:
SwyxServer requires an e-mail server to send voice messages, fax 
mails and usage reports (for SwyxWare for DataCenter) .
Enter the name of the mail server to be used for email delivery in the 
field "Name of the SMTP Mail Server".
Every Email which is sent by the SwyxServer contains the Email 
address entered in the field "Voice Box originating address" as the 
sender. Enter here the email address of the SwyxWare 
administrator, for example.

By default, SwyxIt! Clas
port 5000. This port ca
will not work.  
In this case you can ch
tion from the Comma
Ware Installation    Installation of SwyxServer

The reporting service, which regularly records the license data of all 
servers, accesses the reporting database with restricted rights. 
Specify the user name and password for this access.

The following steps only apply to the licensing type "Licensing via 
license key":

18 SwyxWare licenses
If you want to insert license keys, click on "Add License...". Another 
window, "Add SwyxWare License Key" will now open. Indicate 
whether you will enter a limited or a permanent license from your 
license certificate (PDF). The limited license key is sent to you as a 
PDF.
Enter the limited license key or the name of the file containing the 
permanent license key.
Use this step to add all license keys for the options you want to 
install.
If you are licensing a SwyxWare for DataCenter licensing server, you 
need only one license key.
The license key (PDF) supplied is limited to a period of 30 days and 
includes the number of users and channels you have ordered. After 
the key is entered, the corresponding licenses will be shown.
Install SwyxWare with these limited keys and request permanent 
keys after installation. You then insert this permanent license key 
into the SwyxServer configuration at this point by activating the 
option "File with permanent license keys", see 7.4 Pre-Configured 
Users and Groups, Page 80.
If you chose a standard installation, continue with step (19), see 19 
Mail server:, Page 52.

20 SwyxServer locatio
 Time zone

From the selectio
the default locat

 Own country cod
Here you define 
'44’.

 Own area code
Enter your area 
'20' for London o

 Prefix for interna
The code for inte
this code is '00'.

 Prefix for long di
Here you enter t
a long distance c
tance calls is alw

 Public Line Acces
This is the numb
make external ca

21 Create an administ
22  Swyx Messenger

From SwyxWare ve
wide range of func
For further configu
documentation, se
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abase is configured with the parameters entered.
perties
Station ID of SwyxFax Server.

figuration overview
r the SwyxFax- configuration are displayed.

 settings (Not available for SwyxWare for 

Fax configuration takes place. As many fax 
d as licenses are present. The configured Fax 
red on all fax channels, and can be changed later 

f the individual fax channels.

g of the system phone whitelist
ine a Windows task for the automatic daily 
tem phone whitelist. 
e scheduled task" checkbox. A new task 
date" is created in the Windows task schedule 
. I. e. the whitelist is updated immediately. See  
n und aktualisieren, Seite 341.

ions with Swyx Clients should be supported, 
moteConnector. As of V13.20, RemoteConnector 
red in the configuration wizard. The required 

ined in the Swyx Connectivity Setup Tool (SCST), 
ivity Setup Tool, Page 63
tion wizard afterwards with "Finish".

er, SwyxConfigDataStore, SwyxGate, 
Utility Program, Conference Manager) will be 
during the configuration and are ready for 
nfiguration.

he "Create scheduled task" checkbox any exisisting 
 update of the whitelist will be removed.

 of the server computer after the installation, please 
 contained in the following Technet article:  
/en-US/library/ms143799.aspx
Define the user under which the ConferenceManager will later log in 
to the SwyxServer (default name: Conference).
The user "Conference" is always created. For SwyxWare Conference 
rooms and conferences with more than three participants are only 
possible if you install the option pack "SwyxConference".
In a SwyxWare for DataCenter area, conferences become possible 
with the "SwyxAdHocConference" option. 

26 After installation, set up ISDN trunks in the SwyxWare 
Administration. The link to SwyxGate is made via the name of the 
computer on which the service was installed.
See  This is how you create an ISDN Trunk, Page 262.

see 6 Swyx Connect
33 Close the configura
All services (SwyxServ
PhoneManager, Swyx 
started automatically 
operation after the co

If you change the name
follow the instructions
 technet.microsoft.com
Ware Installation    Installation of SwyxServer

23 Active Directory extension
You can integrate the SwyxWare user administration into a Windows 
Active Directory environment.
If the log-in user account doesn't have the according rights, please 
enter under "Register" a user account (name and password) which 
has the authorization to change the Active Directory configuration, 
e.g. a domain administrator account.

24 SwyxPhone Firmware Update

You can automatically update the SwyxPhone software from the FTP 
server at Enreach.
If you would like to set up your own FTP server, you can enter the 
required data in the SwyxWare Administration.

25 Conference:

For the provision of the Swyx Messenger / Swyx Meeting service, user-
related data will be transmitted to and processed by our order processor, 
Voiceworks B.V. (also part of the Enreach Group) on the basis of a corre-
sponding order processing contract. These products require the transmis-
sion of various data such as IP address, login data, chat messages, names of 
communication partners, dial-in numbers (Swyx Meeting), files sent and 
screenshare content (Swyx Meeting) each time they are used. Please note 
your duty to inform your users according to Art. 13/14 GDPR.

This function is not available for SwyxWare for DataCenter.

27 The SwyxWare-dat
28 SwyxFax Server Pro

Enter here the Fax 

29 SwyxFax Server con
The parameters fo

30 Configuring the fax
DataCenter)
The displayed Swyx
channels are create
Station ID is configu
in the properties o

31  Automatic updatin
You should determ
updating of the sys
Activate the "Creat
"PhoneWhitelistUp
and executed once
Whitelist installiere

32 If Internet connect
activate the SwyxRe
is no longer configu
settings can be def

If you do not activate t
tasks for the automatic

https://technet.microsoft.com/en-US/library/ms143799.aspx
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5.4

How

 not to have a component installed on this 
 separately), select "Unavailable" from the drop-

ou would like to install the individual components 
ate the other components in the corresponding 

 can display the current storage space allocation 
ks.

y the desired installation path and port to identify 
network service.
ox if you want the shortcut to be stored on the 
n "Next>".

d the Swyx Management Service component, 
s of the Config Data Store.

lation you can access Swyx Control Center via the 
r via the URL in a web browser. By default, the 

 https://localhost:9443/swyxcontrolcenter, see 
ntrol Center via command line, Page 56.

ment Service later, start SwyxControlCenter.msi 
tion "Change".

ss of the Config Data Store is 127.0.0.1. If the service 
 computer, enter the address of that computer.

wyx Control Centerfrom a computer other than the 
replace "localhost" in the URL with the IP address 
tion computer. 
ol Center with your own SSL certificates, Page 56.
4 Specify the components you want to install:
 Swyx Control Center
SwyxWare Web-Administration
 Swyx Management Service
Provides a REST API that is used by Swyx Control Center.
The field next to the component selection contains a description of 
the selected component, the installation status and the required 
memory.
All components listed are installed in the default setting.

Windows Start menu o
URL for local access is
5.4.5 Installing Swyx Co

If you want to access S
installation computer, 
and port of the installa
See also 5.4.6 Swyx Contr
Ware Installation    Installation of SwyxServer

You will find information on how to install SwyxWare Administration in 
5.5 Installation of the SwyxWare Administration, Page 59.

The Configurations Wizard creates a trace file ConfigWiz-<time in for-
mat yyyy.mmdd-hhmmss>.log. You will find this, like all other trace files, 
in the directory <common_app_data>\Swyx\Traces. Here, <com-
mon_app_data> is the standard application directory of Windows, e.g. 
C:\ProgramData

See also E.5 Traces of the SwyxWare Services, Page 423.

.3 INSTALL SWYX CONTROL CENTER
The installation is carried out by a Microsoft Windows Installer file. Swyx 
Management Service provides a REST API that is used by Swyx Control 
Center.

 to install Swyx Control Center
1 Close all Windows applications.

2 Start SwyxControlCenter.msi.
The installation assistant for Swyx Control Center appears.

3 Accept the license agreement and click on "Next>".

If you want to use SwyxWare with third-party products, you need to install 
the "Swyx Management Service" component.

If you would prefer
computer (or later,
down list.
"Not available". If y
separately, deactiv
drop-down list.
Memory
With "Memory" you
of the available dis

5 If necessary, specif
the corresponding 

6 Activate the checkb
desktop and click o

7 If you have selecte
enter the IP addres

8 Click on "Install".
After successful instal

To install Swyx Manage
again and select the op

By default, the IP addre
is installed on another
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5.4

ms

Ser

/qn

ADD

/l*v
file

INS

ntains the functions valid for ADDLOCAL:

ion
 displays further parameters of the Windows Installer, 
may be able to use.

Explanation

Component name
 options are installed.

, this option MUST be specified, unless you use the param-

 of an AutoAttendant including creation of "Support" and 
ups

rence
lephone conferences (virtual conference rooms)

inter Gateway
tomatic printing of received fax documents

rver
x functionality

 telephony with classic telephony

anager
wyxServers to each other or handles the connection of SIP 

ExtensionManager
obile phones to the telephone system

Manager
lephone terminal devices to the telephone system

 enables the control of certified SIP telephones via 

teConnector
onnections to SwyxServer outside a local and/or virtual 
ork
LOCAL Definition of the functions
You will find the available features and components in the following 
table.

 <Name of the log 
>

Generation of a detailed log file during the installation
A log file (*.log) enables you to detect errors during the installation. 
The directory to which the log file will be written must already exist.

TALLDIR Specification of the installation directory
This option allows you to set the directory in which SwyxServer is to 
be installed.

MobileExtensionMgr SwyxMobile
 Connects m

PhoneMgr SwyxPhone
Connects te

IpPbxUaCSTASrv This service
SwyxCTI.

IpPbxConnectSrv SwyxRemo
Facilitates c
private netw
Ware Installation    Installation of SwyxServer

.4 SWYXSERVER INSTALLATION VIA COMMAND 
LINE
You can also start the installation of SwyxServer by opening it via the 
command line. For this type of installation it is always advisable to cre-
ate a log file (msiexec /l or /l*v for a detailed log). Start the installation 
with the command "msiexec /i". You can control the scope and the pro-
gress of the installation with certain parameters.

You want to install SwyxServer with all available functions, without fur-
ther user inputs ("silent"):

msiexec /qn /i Setup.msi

You can use the following parameters

Parameter Explanation
iexec /i Start of installation

ver.msi Name of installation file
Please check that the name of the MSI installation file is correct.

Silent installation
The installation of SwyxServer does not require any user entries. If 
you don't use this parameter, the installation wizard is started as for 
the normal installation. Each separate step must then be confirmed 
with the "Next" button, and the predefined options can be changed.

The following table co

/help Help funct
This option
which you 

Parameter

Parameter
All All available

IpPbxSrv SwyxServer
eter "All".

AutoAttendant Installation
"Sales" gro

ConferenceMgr SwyxConfe
Manages te

FaxPrinterGateway SwyxFax Pr
Enables au

FaxSrv SwyxFax Se
Provides fa

IpPbxGate SwyxGate
Connects IP

LinkMgr SwyxLinkM
Connects S
providers
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5.4

Trac

IpPb

IpPb

Fea
cMs

Fea

L CENTER WITH YOUR OWN SSL 

tomatically configured during the installation of 
er. You can also use your own certificate.

L certificate for Swyx Control Center
e computer certificates" in the Windows search 
ertificate manager.

- Local Computer | Personal | Certificates.
| All tasks | Import... in the context menu.

Use this parameter to display the installation progress 
bar. No prompts or error messages are displayed. The 
installation cannot be aborted.

Use this parameter to record the installation process in a 
log file.

This option allows you to set the directory in which the 
IIS-Website is to be installed. Standard value: /swyxcon-
trolcenter

This option allows you to set the port for the IIS web site, 
(from 1 to 65535) default value: 9443.

You can use this option to specify whether a desktop 
shortcut is to be stored for the call.
(=0:no, Default value: =1:yes).

Explanation
You can use the following parameters:

Parameter Explanation
msiexec /i Start of installation

SwyxControl-
Center.msi

Name of installation file
Please check that the name of the MSI installation file is 
correct.

bar and open the c

2 Open Certificates 
3 Open Certificates 
Ware Installation    Installation of SwyxServer

.5 INSTALLING SWYX CONTROL CENTER VIA 
COMMAND LINE
You can also start the installation of Swyx Control Center by opening it 
via the command line. Start the installation with the command "msiexec 
/i". You can control the scope and the progress of the installation with 
certain parameters, e. g.:

msiexec /i "SwyxControlCenter.msi" /passive /l*v 
MyLogFile.txt WEBSITEFOLDER= "C:\Program Files\Swyx" 
INSTALLPORT=9443 INSTALLSHORTCUT=1

eTool Swyx Trace Tool
Logs activities of the SwyxWare services

x3pcc With SwyxCTI+, a phone device or an external phone can be 
controlled via its phone number

xMgmt Swyx Management Service
Provides a REST API that is used by the Swyx Control Center to config-
ure SwyxWare.

turePresenceSyn-
Teams

MS Teams user status information
this  service integrates the user status of Microsoft Teams into .

turePNS  Push Notification Service
sends push messages to the mobile apps

Parameter Component name

5.4.6 SWYX CONTRO
CERTIFICATES
SSL certificates are au
the Swyx Control Cent

How to import your own SS
1 Search for "Manag

/passive

/l*v <FileName>.txt

WEBSITEFOLDER

INSTALLPORT

INSTALLSHORTCUT

Parameter
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To 
(de

nt to a text file.
 copied thumbprint does not contain any trace 

erShell as an administrator.
SSL certificate is assigned to port 9443, e.g. with 
and:

how sslcert | Select-String ":9443" -

 is assigned to the target port, check the 
ils:

:

fault: 9443)
You have imported your own SSL certificate.

1 Search for "Manage computer certificates" in the Windows search 
bar and open the certificate manager.

2 Open Certificates - Local Computer | Personal | Certificates.
3 Double-click on the imported certificate.
4 Select the Details tab and click on the Thumbprint field.

8 Make sure that no 
the following comm

netsh http s
Context 0,10

9 If an SSL certificate
corresponding deta

Here is an example
Ware Installation    Installation of SwyxServer

4 Click on Next.
5 Select the certificate file from the directory and click Next.
6 Leave the ""Personal" area as the storage destination and click Next.
7 Click on Finish.
 Your certificate is imported and appears in the Certificates - Local 

computer | Personal | Certificates list.

assign the SSL certificate to the Swyx Control Center port 

5 Copy the thumbpri
6 Make sure that the

characters.
7 Start Windows Pow
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5.4

mment in the file to assist with the input of the 

, which you set at the beginning of the file "Unat-
 how the configuration will be executed - unat-
lp of the graphic configuration wizard:

e SwyxWare configuration using the file 

 "SwyxWare", which is on the DVD under "DVD 
y on your computer.

tended.xml" (also in this directory) with an editor. 
to use an XML editor.

ode within the file, and store the configuration 
r choice. 

applications.

ramework 4.7.2 and
C++ Redistributables (x86 and x64) are installed.

Explanation
The graphic configuration wizard starts automatically 
after the SwyxServer installation has run. Unattended 
configuration is deactivated.

The configuration takes place unattended with the help 
of the stored parameters. The graphic configuration 
wizard is deactivated.

Neither the unattended configuration nor the graphic 
configuration wizard will start. This mode can be used to 
start the configuration with the help of a script.

is executed, the file "Unattended.xml" must be in the 
ile "Setup.msi". This is the only way to ensure a suc-
.7 UNATTENDED CONFIGURATION
In unattended setup, the SwyxWare configuration is run without the 
need for inputs in the configuration wizard.

Instead, the configuration settings are stored in the file "Unat-
tended.xml". You will find this file on the SwyxWare DVD in the "Swyx-
Ware" directory.

ab4d63cc5e49}

3 Set the execution m
parameters of you
Save the changes.

4 Close all Windows 
5 Make sure that
 Microsoft .NET F
 Microsoft Visual 

Before the installation 
same directory as the f
cessful call of the file.
Ware Installation    Installation of SwyxServer

10 You can cancel the assignment of the existing certificate with the 
following command:

netsh http delete sslcert ipport=0.0.0.0:9443

11 Assign your own SSL certificate to port 9443:

netsh http add sslcert ipport=0.0.0.0:9443 
certhash=<Thumbprint> appid="<GUID>"

Parameter Explanation
<Thumbprint> Thumbprint of the certificate, see steps 4,5,6

<GUID> Application GUID, which you can define yourself, or it is 
best to use the following {de6518a4-d341-4528-b5ca-

There is extensive co
parameters.

The "mode" attribute
tended.xml", controls
tended, or with the he

This is how you execute th
"Unattended.xml"

1 Copy the directory
Files | Swyx", locall

2 Open the file "Unat
It is advantageous 

Attribute‚ Mode
off

automatic

manual
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5.5

2 Framework
 Redistributalbes (x86 and x64)
 space

re Administration on a Windows com-

quisites are fulfilled, see  Prerequisites for the 
ration, Page 59.

ge or unpack the SwyxWare DVD zip file.
 will start automatically.

oes not start, double-click on the file autorun.exe, 
 the SwyxWare DVD.
p start page will appear.

econditions are satisfied, click on "Install 
tration".
current system, the 32bit or 64bit variant is 

rt page for SwyxWare Administration will appear.

agreement.

rmation.

ents to be installed, here "SwyxWare 

nistration
nfiguration of SwyxServer. Additional compo-
d here are Call Routing Manager and Graphical 
ich are used for creating scripts.

hether you would like to create a desktop short-

ort
rShell expansion for SwyxWare.
ll support, Page 419.
Start the installation of the SwyxWare Administration after the Swyx-
Ware installation. You can additionally install the SwyxWare Administra-
tion on further computers in the network and administer SwyxWare 
remotely.

Prerequisites for the SwyxWare Administration

The following prerequisites apply for the installation of the SwyxWare 
Administration:

 Operating system: Windows 10, Windows 11, Windows Server 2016, 
Windows Server 2019 or Windows Server 2022.

Administration":
 SwyxWare Admi

Is used for the co
nents you will fin
Script Editor, wh
- Desktop link
Please specify w
cut.

 PowerShell supp
Installs the Powe
See E.1 PowerShe
Ware Installation    Installation of the SwyxWare Administration

is installed. If they are not, you can install them directly from the 
DVD, by clicking on the relevant link. Follow these instructions. You 
will find further information on the unattended setup of Microsoft 
.NET Framework in the Microsoft documentation.

6 Execute the installation of SwyxServer from the command line. See 
5.4.4 SwyxServer installation via command line, Page 55.

7 If you have set the execution mode in the file "Unattended.xml" to 
"automatic", the configuration of SwyxWare then takes place 
automatically after the installation, unattended in background. 
Another command line window opens. When the configuration is 
complete, the window closes automatically.

INSTALLATION OF THE SWYXWARE 
ADMINISTRATION
The administration of a SwyxWare installation is done using a snap in 
module for the Microsoft Management Console, the SwyxWare Admin-
istration.

During the installation, your configured file "Unattended.xml" is copied into 
the SwyxWare installation directory. If you want to start the graphic configu-
ration wizard once again later, you must first set the execution mode within 
the file to "Off", before calling the wizard. Otherwise the call of the graphic 
configuration wizard will remain suppressed, and the unattended configu-
ration will be run once again. 

 Microsoft .NET 4.7.
 Mirosoft Visual C++
 180MB of free disk

How to install the SwyxWa
puter

1 Verify that all prere
SwyxWare Administ

2 Mount the ISO ima
The Setup program
In case the setup d
which is located on
The SwyxWare Setu

3 If the necessary pr
SwyxWare Adminis
Depending on the 
installed.

4 The installation sta
Click on "Next>".

5 Accept the license 
Click on "Next>".

6 Read the latest info
Click on "Next>".

7 Select the compon
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5.6

EEN THE VERSIONS
se back up the database, see 7.10 Backing up the 
 Page 116, and, if necessary, the directories in 

ents are saved (default setting: "C:\Program-
r\Data").

 existing SwyxWare installation, please note espe-
ation in the ReadMe:

/readme/latest.vers ion/web/Swyx/en-US/
rver

n 5 SwyxWare Installation, Page 42, the SwyxWare 
un on a local user account, if no SwyxWare ser-
 other computers and use the local server. Never-
ended to run the services on a domain user 
ame and password of the domain user account 

date.

 can be simply updated by starting the SwyxWare 
r is also running on SwyxGate it is necessary, for 
your ISDN card drivers, to stop the SwyxGate ser-

lete data backup before upgrading SwyxWare.

hts on your Windows Server are mandatory for 

Ware for DataCenter you must update the Reporting 
ate the Frontend Server.
SWYXWARE UPDATE

This chapter describes how to update SwyxWare.

In order to update SwyxWare, you must have installed a released ver-
sion of SwyxWare.

It is  not  possible to upgrade an installation of SwyxWare to a Swyx-
Ware for DataCenter or vice versa.

The server components of SwyxWare should be updated first, then the 
clients.

As already described i
server services may r
vices are operated on
theless it is recomm
account. In this case n
are required for an up

An existing installation
setup. If a SwyxServe
preparing upgrade of 
Ware Installation    SwyxWare Update

- Script execution rule
Sets the script execution rule for Windows PowerShell to "All-
Signed". Only scripts generated by a trustworthy author can be 
executed. This option is necessary for SwyxWare PowerShell sup-
port and must be activated.

 AD Integration
Installs the interface for the SwyxWare Active Directory integra-
tion. See 11.6 Configure users in the Windows user 
administration, Page 204.

You can view the hard disk memory usage here, and specify the 
installation directory for the SwyxWare Administration.

8 Start the installation.
The installation will be performed automatically. The SwyxWare 
Administration is then available to you.

Installation of the Active Directory extension
The component "Active Directory Extension" is a native 64bit module, 
therefore it requires the 64bit version of the SwyxWare Administration.

If Windows Server is installed as domain controller, the associated tools 
(Domain Services tools) are installed by default and links are created 
under "Control Panel | Administrative Tools".

If the Windows Server computer is not installed as domain controller, 
these tools may be installed subsequently.

5.6.1 CHANGES BETW
Before updating, plea
SwyxWare Database,
which the fax docum
Data\Swyx\IpBbxServe

Before you update an
cially the latest inform

help.enreach.com
ReadMe.html#SwyxSe

5.6.2 PREPARATION

Please perform a comp

Local administrator rig
updating the software.

When you update Swyx
Server before you upd

https://help.enreach.com/readme/latest.version/web/Swyx/en-US/ReadMe.html#SwyxServer
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How

5.6

are installation using SwyxWare setup
ge or unpack the SwyxWare DVD zip file.
oes not start, double-click on the file autorun.exe, 
 the SwyxWare DVD.

Server".
structions and click on "SwyxServer".

ions provided by the Installation Wizard.
components to be installed.
stallation of the new software the Configurations 
ed automatically.
tion on the Configuration Wizards, see 5.4.2 
re, Page 49.

tion of the SwyxWare, update the SwyxWare 
nserting the SwyxWare DVD, and starting 
ssary.

 SERVICES
yxWare can also be installed on a computer other 
e.g. in order to distribute the computer work load. 

ents can be installed separately from the Swyx-

tration
figuration of SwyxServer. The SwyxWare Adminis-
ore than once in a network and it is configured 

ent installation program.
 of the SwyxWare Administration, Page 59.

ate a SwyxWare to a SwyxWare for DataCenter.
.4 EXECUTING THE SWYXWARE UPDATE
The update of your SwyxWare installation or the reinstallation of Swyx-
Ware with takeover of the existing database is executed with the help of 
Microsoft Windows Installer.

You may need an update license key for the update. After the update, 
please request a permanent license key again in the SwyxWare Admin-
istration, see 7.5.5 The "Licenses" Tab, Page 86.

With online licensing (Purchasing), the permission for an update is auto-
matically checked.

than the SwyxServer, 
The following compon
Server:

 SwyxWare Adminis
Is used for the con
tration can exist m
using an independ
See 5.5 Installation
Ware Installation    Separated Services

vice and all utilities that access the ISDN card (e.g. Saphir Monitor or D 
channel monitor).

.3 UPDATING THE ISDN CARD DRIVERS
SwyxWare also supplies updated drivers for your ISDN cards.

Please update the ISDN card drivers as described in the following.

 to update the drivers for SX2 cards
1 Start the device manager on the "Hardware" tab under "Start | 

Settings | Control Panel | System".

2 Under "Network adapter" choose the menu item "Update Driver..." 
in the context menu of the SX2 card.
The Hardware Update Wizard is started.

3 Direct the launched wizard to the drivers on the download pages: 
https://www.enreach.de/produkte/support/support-
downloads.html#cat_6
The drivers are then updated. All settings remain unchanged.

4 If further ISDN cards are installed, please repeat steps 1 to 3 for each 
card.

Please also check whether the WAN Miniport driver has also been updated, 
see  Expert configuration - WAN parameters:, Page 467.

How to update your SwyxW
1 Mount the ISO ima

In case the setup d
which is located on

2 Select "Install Swyx
3 Please follow the in
4 Follow the instruct
5 You can select the 

After a successful in
Wizard will be start
For further informa
Configuring SwyxWa

6 Following configura
Administration by i
autorun.exe if nece

5.7 SEPARATED
Individual parts of Sw

It is not possible to upd

https://www.enreach.de/produkte/support/support-downloads.html#cat_6
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ase is supported, i.e. the database can also be 
rate computer.
n be installed on a separate computer. See E.5.1 
ge 423

 OF A SWYXWARE COMPONENT 
NAL COMPUTER

l SwyxWare component, please proceed as in the 
 of SwyxServer, whereby you only select the com-
 l ike to insta l l .  See 5.4 .1  SwyxWare -  Run 

osoft .NET Framework and Microsoft Visual C++ 
 also be installed for a remote SwyxWarecompo-

nd configuration, the corresponding services are 
ter.

 case of a separated installation, the correspond-
arted on this computer. Otherwise, this function-
le.

f the SwyxWare components takes place via the 
tion.

 SwyxServer, Page 75.

d installation, use the same domain user account 
er was also installed.
Ware Administration. For communication, SwyxFax Server uses the 
ISDN cards in SwyxGate, which are also necessary for telephony.
See 24.4 Install SwyxFax Server, Page 357.

Only one SwyxFax Server can be set up on a SwyxServer.

The administration o
SwyxWare Administra

See 7 Configuration of
Ware Installation    Separated Services

 SwyxGate
Represents the connection to the public telephone network. The 
ISDN card must also be installed on this PC.
See 15.6 Installation of separated Gateways (SwyxGate), Page 270.

 SwyxPhone Support
Is for the connection of the telephones to SwyxServer (SwyxPhoneM-
anager). SwyxPhone support can exist more than once in a network.
See 5.7.1 Installation of a SwyxWare component on an additional 
computer, Page 62.

 SwyxRemoteConnectorServer
Facilitates connections to SwyxServer outside a local and/or virtual 
private network. See 26.1 Internet connection via 
RemoteConnector, Page 380.

 SwyxLinkManager
Used for the link-up of a SIP, ENUM or SIP gateway trunk, or the con-
nection to another SwyxServer via a WAN route.
See 5.7.1 Installation of a SwyxWare component on an additional 
computer, Page 62.

 SwyxConferenceManager
This helps to manage conferences and conference rooms. 
SwyxConferenceManager can exist more than once in a network.
See 5.7.1 Installation of a SwyxWare component on an additional 
computer, Page 62.

 SwyxFax Server
Enables fax documents to be sent and received. The licensing and 
administration of SwyxFax Server is handled centrally by the Swyx-

 Database
A separated datab
installed on a sepa
This component ca
Swyx Trace Tool, Pa

5.7.1 INSTALLATION
ON AN ADDITIO
To install an additiona
case of the installation
ponent you would
Setup, Page 48.

Please note that Micr
redistributables must
nent.

After the installation a
started on this compu

Please note that in the
ing service must be st
ality will not be availab

In the case of a reduce
under which SwyxServ
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6 oteConnector for SwyxIt! Certificates are inde-
rver certificate of the other SwyxWare services.

rnal network

wyxServer on the internal network must also use 
hich the TLS server certificate is issued.

d that network traffic from clients on the internal 
h their network's public IP and Internet router, 
 SwyxWare. DNS queries for the IP address of the 
ered in your local network with the internal IP 
rver.

 need to set up a DNS service or server in your 

 DNS, Page 73

onnector certificates (root and server certificate) 
d via SCST. You can generate client certificates manu-
r have them generated automatically for all users.

wyxServer 
dress DNS configuration

External IP address

Internal IP address of the SwyxServer

p Tool can only be started after the SwyxWare instal-
figuration in the SwyxWare configuration wizard has 

base station (Ascom) you have to install the TLS root 
 6.5 Install TLS root certificate on DECT 800 base 
and manages the connection of SwyxWare clients to SwyxServer from 
the  In terne t ,  s ee  26 .1  In ternet  connec t ion  v ia 
RemoteConnector, Page 380

Connections to SwyxRemoteConnector are protected not only with a 
server certificate, but also with user-specific client certificates. This is 
why SwyxRemoteConnector uses its own X.509 root, server and client 

 settings of the RemoteConnector for SwyxIt! have no influence on the 
RemoteConnector for Yealink.

Swyx Connectivity Setu
lation and its initial con
been done.

On the SwyxDECT 800 
certificate yourself, see
station, Page 71
 Connectivity Setup Tool    

SWYX CONNECTIVITY SETUP 
TOOL

SwyxWare is equipped with an automatically generated (SelfSigned) TLS 
certificate by default. The Swyx Connectivity Setup Tool (SCST) allows 
you to equip SwyxWare with an official trusted TLS certificate and 
optionally with a unique public server name (Fully qualified Domain 
Name, FQDN).

The TLS server certificate allows SwyxWare services and clients to 
ensure that you are communicating with the correct server in 
encrypted form. Swyx Control Center and the SwyxConfigDataStore ser-
vice also use this TLS certificate on the provisioning interface for certi-
fied SIP phones, SwyxDECT 800 and the REST interface for client 
connections.

Currently, SCST does not support SwyxWare services installed on a 
machine other than SwyxServer.

RemoteConnector

You can define the settings for the RemoteConnector for SwyxIt! in the 
SCST.

The RemoteConnector for SwyxIt! is a SwyxWare service that enables 

certificates. The Rem
pendent of the TLS se

Split DNS in the inte

The clients reaching S
the unique FQDN for w

It is not recommende
network flow throug
rather than directly to
FDQN must be answ
address of the SwyxSe

For this purpose, you
local network.

See 6.7 Configure Split

You can have RemoteC
generated and installe
ally for desired users o

Client type Target S
Ad

External Clients FQDN

Internal clients FQDN
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S certificate (manual certificate mode)
 your own TLS certificate or one purchased from a 
ate authority (CA), SCST will help you to install it, 
 certificate, Page 67

emoteConnector only
tinue using the SelfSigned certificate, or if you 

 certificate installed, you can also use SCST to set 
nnector parameters.

ctor Configuring, Page 69

TIFICATE FROM LET'S 

icensed online, you have the possibility to get a 
 (FQDN) from the SwyxON DNS service. SCST 
N a TLS server certificate from the Let's Encrypt 
n SwyxWare.

/how-it-works

tion, note that you must be in charge of your own 
lic IP address of your network must be resolved by a 
N.

ealink) support TLS certificates from recognized 
s (CA): https://support.yealink.com/en/portal/doc-

=90ef402d65392bc5 
from the listed certificate authority, no additional TLS 
ed on Yealink devices. 

 not supported by Yealink, you need to install the 
tificate on each SIP phone, see 6.6 Install TLS root 
 SIP phones, Page 72 
The prerequisite for this is that online licensing is used, see 2 Online 
Licensing, Page 20

Certified SIP phones (Yealink) support the TLS certificate from Let's Encrypt 
and do not require additional TLS configuration. 

6.1 USE TLS CER
ENCRYPT
If your SwyxWare is l
unique server name
requests for this FQD
service and installs it i

See also Let's Encrypt
 Connectivity Setup Tool    Use TLS certificate from Let's Encrypt

See Application scenarios of SCST:

Application scenarios of SCST:
You can use SCST for the following purposes:

1) Obtain TLS certificate from Let's Encrypt (automatic certifi-
cate mode)

In this case SCST determines the currently used public IP address of 
SwyxServer and registers an FQDN within the SwyxON DNS service.
SCST requests for this FQDN a TLS server certificate free of charge 
from the service provider Let's Encrypt (letsencypt.org) and 
installs the certificate in the SwyxWare, see 6.1 Use TLS certificate 
from Let's Encrypt, Page 64

If you equip SwyxWare with a trusted TLS certificate, you must ensure that 
SwyxServer and all clients that connect to SwyxWare receive the correct 
date and time. See also service.swyx.net/hc/en/articles/360000014639-
SwyxPhones-need-correct-time-for-connections-to-the-SwyxServer- 

If you are running a Windows domain on your internal network, the date 
and time on the Windows server and clients are already correctly synchro-
nized.

2) Use your own TL
If you prefer to use
commercial certific
see 6.2 Use own TLS

3) Configure SwyxR
If you want to con
already have a TLS
only the RemoteCo

 See 6.3 RemoteConne

When selecting this op
DNS zone and the pub
unique registered FQD

Certified SIP phones (Y
certificate authoritie
Detail?documentCode
If you use a certificate 
configuration is requir

If your TLS certificate is
corresponding root cer
certificate on Certified

https://support.yealink.com/en/portal/docDetail?documentCode=90ef402d65392bc5
https://support.yealink.com/en/portal/docDetail?documentCode=90ef402d65392bc5
https://letsencrypt.org/de/how-it-works
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To 

ge appears Automatic certificate mode.

nd Install".
ke a few minutes.

te is being installed.
 phones will be provisioned again.
tion will then appear:

ge appears RemoteConnector access.

esponding data in the Split DNS configuration.

Explanation
Enter an email address to receive notifications from Let's 
Encrypt.

Click the button to request a TLS certificate from Let's 
Encrypt. If the request was successful, the certificate infor-
mation will appear, see the next table.

Explanation
Name
Certificate name is defined by Let's Encrypt and usually 
contains the FQDN and the creation date for information.

Expiration date
The date on which the validity of the certificate expires. 
The new certificate will be updated automatically by Let's 
Encrypt, you will receive a notification by e-mail.

Installed
Status of the certificate installation in the SwyxWare 
services.
3 Select the option Get name from SwyxON DNS to request a FQDN 
for the public IP address.

4  Click on NEXT.
 The following page appears Get name from SwyxON DNS.

5 If necessary, enter the public IP address of your network if 
SwyxWare has a static public IP address and you do not want to use 
automatic detection.

6 Click on Request.
 At Provided FQDN appears the randomly generated FQDN and 

the detected public IP address.

9 Click on NEXT.
 The following pa

Certificate installa-
tion state
 Connectivity Setup Tool    Use TLS certificate from Let's Encrypt

SCST handles the communication to the SwyxON DNS service and Let's 
Encrypt service and completes the certification in a few steps. 

The TLS certificate is automatically updated by SCST before the expira-
tion date. For this purpose, a scheduled process is registered in Win-
dows that regularly checks in the background whether the TLS 
certificate is about to expire.

FQDN validation

In order for SCST to request the TLS certificate from Let's Encrypt and 
update it regularly, the following requirements must be met:

 The SwyxServer machine must have a working DNS configuration, 
i.e. DNS queries for the FQDN and all its domains must succeed. If 
the DNS configured in Windows does not work, SCST tries to reach 
the following DNS servers: 8.8.8.8, 1.1.1.1, 8.8.4.4.

 The SwyxServer machine and your local network must allow outgo-
ing connections via HTTPS. Connections to Let's Encrypt, registration 
with SwyxON DNS and Swyx online licensing each require the HTTPS 
protocol.

use a TLS certificate from Let's Encrypt
1 Start Swyx Connectivity Setup Tool under "Start | Programs | 

SwyxWare | Swyx Connectivity Setup Tool".

2 Click on NEXT.
 The following page appears Server name.

7 Click on NEXT.
 The following pa

8 Click on "Request a
The request may ta
 The TLS certifica
 The certified SIP

 The following informa

Be sure to use the corr

Name
E-mail address

Request and Install

Name
Certificate
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ge appears Summary with the overview of your 

Explanation
Public IP address
This IP address has been determined by the SwyxON DNS 
service as the public IP address of your network.
Server name
This FQDN was randomly generated by the SwyxON DNS 
service and assigned to the public IP address. Clients must 
use this server name to communicate with the 
SwyxServer.

TLS certificate mode
Automatic: TLS certificate is provided by Let's Encrypt.
TLS certificate valid until
The date on which the validity of the certificate expires. 
The certificate is automatically updated by SCST. You will 
receive a notification from Let's Encrypt via email.
TLS certificate name
Certificate name is defined by Let's Encrypt and usually 
contains the FQDN and the creation date for information. 

Installed
Status of the certificate installation in the SwyxWare 
services.
ally, entering the password assigned here in each case, 
see 11.2.1.3 The "RemoteConnector" Tab, Page 163

Password Authenti-
cation

Enter a password if necessary.

Generate certificates Click the button to have the root and server certificates 
generated.
The corresponding certificate thumbprints then appear. 
 Connectivity Setup Tool    Use TLS certificate from Let's Encrypt

10 Click on NEXT.
 The following page appears RemoteConnector certificate.

Name Explanation
Enable Remote 
access

Enable this option if client connections via Internet to 
SwyxServer should be allowed.

Authentication server 
(FQDN)

The public endpoint (as FQDN) of the company network, 
via which the authentication service can be reached, is 
assigned automatically.
The default port for the authentication service is 9101.
If you use a different standard port and not 9101, it has to 
be explicitly stated in the Client settings.

RemoteConnector 
server (FQDN)

The public endpoint (as FQDN) of the company network, 
via which the RemoteConnector can be reached, is 
automatically assigned.
The default port for the RemoteConnector is 16203.

Name Explanation
Automatic password 
management

Enable this option if you want the root certificate 
password to be generated automatically.

Generate client 
certificates

Enable this option if you want a RemoteConnector client 
certificate to be automatically generated for each user.

Manual password 
management

Enable this option if you want to assign the password for 
the root certificate yourself. 
In this case SwyxWare cannot automatically generate 
client certificates. You must do this for each user individu-

11 Click on NEXT.
 The following pa

configuration.

Name
Server configuration

TLS configuration

Certificate installa-
tion state
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6.2

LS certificate
orresponding .pfx file, which contains the server 
ate key, in a directory on the SwyxServer 

tivity Setup Tool under "Start | Programs | 
onnectivity Setup Tool".

ge appears Server name.

se your own Fully Qualified Domain Name 

ge appears Use your own FQDN.

d FQDN of your network.
ify that the FQDN resolves to the correct IP 

ge appears Manual certificate mode.

 .pfx file from the appropriate directory.
 with which the certificate was protected and 

ormation will appear:

red in the network, the FQDN is resolved to the local 
Server via the DNS service.

Explanation
FQDN
FQDN of your network.
Resolved IP Address
The public IP address associated with the FQDN.
USE OWN TLS CERTIFICATE
You can also install an existing TLS certificate. In this case you must gen-
erate a TLS certificate yourself or purchase it from a certificate author-
ity.

7 Click on NEXT.
 The following pa

8 Click on NEXT.
9 Select the prepared
10 Enter the password

click on OK.
 The following inf
 Connectivity Setup Tool    Use own TLS certificate

12 Click on EXIT to close SCST.

RemoteConnector 
configuration

RemoteConnector access
Enabled: Client connection via Internet to SwyxServer is 
allowed.
Autom. password management
Enabled: The password for the RemoteConnector root 
certificate was automatically generated and is used by 
SwyxWare.
or
Manual password management
Enabled: The password for the RemoteConnector root 
certificate has been set by the administrator and must be 
entered each time when generating a RemoteConnector 
client certificate.
Generate client certificates
Enabled: Client certificates for all users are generated 
automatically.
or
Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

Name Explanation

If necessary, resend a welcome email to the corresponding SwyxWare users 
with the new RemoteConnector credentials.

How to install an existing T
You have placed the c
certificate and the priv
machine.
1 Start Swyx Connec

SwyxWare | Swyx C

2 Click on NEXT.
 The following pa

3 Select the option U
(FQDN).

4  Click on NEXT.
 The following pa

5 Enter the registere
6 Click on Test to ver

address.

If a Split DNS is configu
IP address of the Swyx

Name
Test result
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eConnector certificate.

ary with the overview of your configuration.

Explanation
Enable this option if you want the root certificate 
password to be generated automatically.

Enable this option if you want a RemoteConnector client 
certificate to be automatically generated for each user.

Enable this option if you want to assign the password for 
the root certificate yourself. 
In this case SwyxWare cannot automatically generate 
client certificates. You must do this for each user individu-
ally, entering the password assigned here in each case, 
see 11.2.1.3 The "RemoteConnector" Tab, Page 163

Enter a password if necessary.

Click the button to have the root and server certificates 
generated.
The corresponding certificate thumbprints then appear. 

Explanation
Public IP address
The public IP address of your network.
Server name
The registered FQDN of your network.

TLS certificate mode
Manual: You use your own certificate.
TLS certificate valid until
The date on which the validity of the certificate expires. 
You must update the certificate before the expiration 
date.
TLS certificate name
Certificate designation, consisting among other things of 
the FQDN to which the certificate is assigned. 
(FQDN) via which the authentication service can be reached, is 
assigned automatically.
The default port for the authentication service is 9101.
If you use a different standard port and not 9101, it has to 
be explicitly stated in the Client settings.

RemoteConnector 
server (FQDN)

The public endpoint (as FQDN) of the company network, 
via which the RemoteConnector can be reached, is 
assigned automatically.
The default port for the RemoteConnector is 16203.

TLS configuration
 Connectivity Setup Tool    Use own TLS certificate

11 Click on Install.
The request may take a few minutes.
 The TLS certificate is being installed.
 The certified SIP phones will be provisioned again.
 The following information will then appear:

12 Click on NEXT.
 The following page appears RemoteConnector access.

Name Explanation
Certificate Name

Certificate name as defined when the certificate was 
generated. 

Expiration date
The date until which the certificate is still valid. You must 
re-run SCST and install a new certificate before expiration.

Name Explanation
Certificate installa-
tion state

Installed
The certificate is installed for the listed services.

Name Explanation
Enable Remote 
access

Enable this option if client connections via Internet to 
SwyxServer should be allowed.

Authentication server The public endpoint (as FQDN) of the company network, 

13 Click on NEXT.
 The page Remot

14 Click on NEXT.
 The page Summ

Name
Automatic password 
management

Generate client 
certificates

Manual password 
management

Password Authenti-
cation

Generate certificates

Name
Server configuration



Swyx 69

6.3

and port for the RemoteConnector, 
oteConnector root and server certificates
ignment of client certificates to users,
ent when creating RemoteConnector client cer-

nnector
tivity Setup Tool under "Start | Programs | 
onnectivity Setup Tool".

 only RemoteConnector.
ge appears RemoteConnector access.

ge appears RemoteConnector certificate.

Explanation
Enable this option if client connections via Internet to 
SwyxServer should be allowed.

Enter the public endpoint (as FQDN or IP address) of the 
corporate network through which the authentication 
service can be reached.
The default port for the authentication service is 9101. (If 
you have a TLS certificate installed, this address is fixed).
If you use a different standard port and not 9101, it has to 
be explicitly stated in the Client settings.

Enter the public endpoint (as FQDN or IP address) of the 
company network through which the RemoteConnector 
can be reached. (If you have installed a TLS certificate, this 
address is fixed).
The default port for the RemoteConnector is 16203.

Explanation
Enable this option if you want the root certificate 
password to be generated automatically.

Enable this option if you want a RemoteConnector client 
certificate to be automatically generated for each user.
REMOTECONNECTOR CONFIGURING
The public endpoints must be entered in the connection settings of the 
client, see help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/specify_connection_settings_$

You can set or adjust the following parameters: 
 The public address for the authentication service (only for a Self-

Signed certificate) and the port,

3 Click on NEXT.
 The following pa

Name
Automatic password 
management

Generate client 
certificates
 Connectivity Setup Tool    RemoteConnector Configuring

15 Click on EXIT to close SCST.

Certificate installa-
tion state

Installed
The certificate is installed for the listed services.

RemoteConnector 
configuration

RemoteConnector access
Enabled: Client connection via Internet to SwyxServer is 
allowed.
Autom. password management
Enabled: The password for the RemoteConnector root 
certificate was automatically generated and is used by 
SwyxWare.
or
Manual password management
Enabled: The password for the RemoteConnector root 
certificate has been set by the administrator and must be 
entered each time when generating a RemoteConnector 
client certificate.
Generate client certificates
Enabled: Client certificates for all users are generated 
automatically.
or
Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

Name Explanation

If necessary, resend a welcome email to the corresponding SwyxWare users 
with the new RemoteConnector credentials.

 the public address 
 Generating of Rem
 Generating and ass
 Password managem

tificates.

To configure the RemoteCo
1 Start Swyx Connec

SwyxWare | Swyx C

2 Click on Configure
 The following pa

Name
Enable Remote 
access

Authentication server 
(FQDN)

RemoteConnector 
server (FQDN)

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/specify_connection_settings_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/specify_connection_settings_$
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ertificate is used) 

Installed
The certificate is installed for the listed services.

RemoteConnector access
Enabled: Client connection via Internet to SwyxServer is 
allowed.
Autom. password management
Enabled: The password for the RemoteConnector root 
certificate was automatically generated and is used by 
SwyxWare.
or
Manual password management
Enabled: The password for the RemoteConnector root 
certificate has been set by the administrator and must be 
entered each time when generating a RemoteConnector 
client certificate.
Generate client certificates
Enabled: Client certificates for all users are generated 
automatically.
or
Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

Explanation

Explanation
Type of TLS certificate used:
SelfSigned
A TLS certificate automatically generated by SwyxWare is 
used. 

Allow client connections via Internet to SwyxServer:
Enabled/Disabled

Enabled:
The password for creating client certificates is generated 
automatically. 
or 
must be entered manually by the administrator. 
Manual: You use your own certificate.
or
Automatic: TLS certificate was obtained from Let's Encrypt.
TLS certificate valid until
The date on which the validity of the certificate expires. 
You must update the certificate before the expiration 
date.
TLS certificate name
Certificate designation, consisting among other things of 
the FQDN to which the certificate is assigned. 

RemoteConnector 
access

Autom. password 
management
or
Manual password 
management
 Connectivity Setup Tool    RemoteConnector Configuring

4 Click on NEXT.
 The page Summary appeares with the overview of your configura-

tion.
Table 1 (A TLS certificate from Let's Encrypt or your own is already 
installed)

Manual password 
management

Enable this option if you want to assign the password for 
the root certificate yourself. 
In this case SwyxWare cannot automatically generate 
client certificates. You must do this for each user individu-
ally, entering the password assigned here in each case, 
see 11.2.1.3 The "RemoteConnector" Tab, Page 163

Password Authenti-
cation

Enter a password if necessary.

Generate certificates Click the button to have the root and server certificates 
generated.
The corresponding certificate thumbprints then appear. 

Name Explanation

Name Explanation
Server configuration Public IP address

The public IP address of your network.

Server name
The registered FQDN of your network.

TLS configuration TLS certificate mode

Table 2 (A SelfSigned c

Certificate installa-
tion state

RemoteConnector 
configuration

Name

Name
TLS certificate mode
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6.4

 ROOT CERTIFICATE ON 
SE STATION

ning of SwyxDECT 800 end devices you have to 
oot certificate or the TLS root certificate of Let's 

te during a new provisioning
r own TLS server certificate or a TLS server 
ncrypt via SCST.
t certificate ready, 

rtificate from Let's Encrypt (ISRG Root X1): 
tificates/

ps for provisioning the DECT end devices (as 
apter help.enreach.com/controlcenter/
Swyx/en-EN/index.html#context/help/
ing_$ ). 
 upload the corresponding root certificate, see 
controlcenter/latest.version/web/Swyx/en-US/
t/help/TLS_Rootcertificate_$

se station uses HTTPS provisioning to connect to 

te on already provisioned devices
t certificate ready, 

 certificate from Let's Encrypt (ISRG Root X1): 
.org/certificates/

rtificate, make sure that you upload a valid trusted 
with the following command:

scst.cli.exe unregister

If you do not execute the unregister command, the FQDN remains regis-
tered in SwyxON DNS for some time. However, the DNS record is no longer 
updated when the public IP address changes. Therefore, you should stop 
using the FQDN in any case.

 The DECT 800 ba
SwyxWare.

To install the root certifica
1 Have your own roo
Or
1 download the root

https://letsencrypt
 Connectivity Setup Tool    Reset SCST configuration

5 Click on EXIT to close SCST.

RESET SCST CONFIGURATION
For example, if you need to reset the settings specified by SCST for tech-
nical reasons, you can run the following command in the command line 
interface as an administrator:

scst.cli.exe reset
 All TLS certificates installed by SCST are removed,
 certified SIP phones are re-provisioned and reset to HTTP protocol,
 the scheduled tasks created by SCST which update the Let's Encrypt 

certificate and SwyxON FQDN registration are removed.

Afterwards you can also remove the FQDN registered in SwyxON DNS 

Generate client 
certificates

Generate client certificates for users automatically:
Enabled: Client certificates for all users are generated 
automatically.
or
Deactivated: The administrator must have a client certifi-
cate generated for each desired user.

Name Explanation

If necessary, resend a welcome email to the corresponding  users with the 
new RemoteConnector credentials.

6.5 INSTALL TLS
DECT 800 BA
For a secure provisio
install your own TLS r
Encrypt yourself:

To install the root certifica
You have installed you
certificate from Let's E
1 Have your own roo
Or
1 download a root ce

letsencrypt.org/cer

2 Go through the ste
described in the ch
latest.version/web/
DECT800_provision
In step 6, you must
help.enreach.com/
index.html#contex

If you use your own ce
root certificate.

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/DECT800_provisioning_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/TLS_Rootcertificate_$
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6.6

 

te during a new provisioning
r own TLS server certificate or a TLS server 
ncrypt via SCST.

 certificate in the provisioning network or upload 
 on each corresponding SIP phone.

ponding SIP phones to the productive network. 
re being provisioned.

te on already provisioned devices
l provisioning network to distribute your own TLS 
ll your certified SIP phones, see 
controlcenter/latest.version/web/Swyx/en-EN/
t/help/provisioning_network_$

Menu path
Trusted Certificates | Tab Custom CA | 
Import Trusted Certificates

Trusted Certificates | Tab Custom CA | 
Import Trusted Certificates

hones cannot be performed via multicast due to the 
, you can also distribute the provisioning URL (e.g. 
0/ippbx/client/v1.0/device/provision/) via DHCP 

 server must support HTTPS protocol.

rtificate, make sure that you upload a valid trusted 
or

You can upload the root certificate manually on the Yealink web inter-
face.

The exact parameters you need to use for provisioning your own root certif-
icate can be found in the common.cfg file in the provisioning template for 
your Yealink phone type. To install the root certifica

1 Set up a provisiona
root certificate to a
help.enreach.com/
index.html#contex
 Connectivity Setup Tool    Install TLS root certificate on Certified SIP phones

2 Update SwyxWare .
3 Open the configuration wizard of the base station on the web 

interface.
4 Upload the root certificate at General | Certificates |Trust List | 

Upload upload.

5 Perform the configuration in SCST to install the TLS server certificate.
6 Click on Finish.
 The base station is restarted The DECT 800 base station uses 

HTTPS provisioning to connect to SwyxWare. DECT 800 tele-
phones are provisioned again.

INSTALL TLS ROOT CERTIFICATE ON 
CERTIFIED SIP PHONES
If your TLS certificate is not supported by Yealink, you need to install the 
corresponding root certificate on each SIP phone, see 

You can distribute the root certificate in the provisioning network, see 
help.enreach.com/controlcenter/latest.version/web/Swyx/en-EN/
index.html#context/help/provisioning_network_$

If you use your own certificate, make sure that you upload a valid trusted 
root certificate.

To install the root certifica
You have installed you
certificate from Let's E
1 Distribute the root

the root certificate

2 Connect the corres
 The SIP phones a

Yealink models
T4x

T5x

If the provisioning of p
network infrastructure
https://172.20.1.1:920
option 66.
In this case, your DHCP

If you use your own ce
root certificate.

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/provisioning_network_$
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6.7

To 

ager: Win+R | dnsmgmt.msc

lect the desired server.
u of Forward Lookup Zone select New Zone...
y Zone, Next.
the zone. 

e.net

 parameters and click Next.

u of the DNS zone select New Host (A or AAA...).

ress enter the internal IP address of the 

as added. You can test your configuration. 

tion
d line on a client computer in the local network.

d "nslookup <FQDN of your network>":
qdn_name.net

ddress of the SwyxServer is displayed.
1 Open the Server Manager.

2 Select in the menu Manage | Add Roles and Features.
3 In the step Installation Type select Role-based or feature-based 

installation and click Next.
4 Select the desired destination server and click on Next.
5 As Server Role select DNS Server and click on Next.
6 Click Add Features.
7 Confirm the further steps of the installation with Next (Continue) 

and Install.

2 Enter the comman
E.g.: nslookup my f

 The internal IP a
 Connectivity Setup Tool    Configure Split DNS

2 Connect the corresponding SIP phones to the productive network. 
3 Update SwyxWare .
4 Perform the configuration in SCST to install the TLS server certificate, 

see 6.2 Use own TLS certificate, Page 67 
 The SIP phones will be provisioned again.

CONFIGURE SPLIT DNS
The following describes a DNS configuration using Windows Server 
2019 as an example. 

If not already present, install the DNS service.

Then you can create a new DNS zone with a corresponding host entry: 
FQDN > Internal IP address of the SwyxServer.

install the DNS Manager, if necessary

If you use your own certificate, make sure that you upload a valid trusted 
root certificate.

The DNS zone name must match the FQDN specified in the TLS certificate.

8 Click Close.

To create a new DNS zone
1 Open the DNS man

2 In the server list, se
3 In the context men
4 Click Next, Primar
5 Enter the name of 

Z. E.g. my.fqdn_nam

6 Click Next.
7 Keep the standard
8 Click on Finish.

To create a host entry
1 In the context men

2 Enter under IP add
SwyxServer.

3 Click Add Host.
 The new entry w

To test your DNS configura
1 Open the comman
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6.8

To 

ket>0.0.0.0:9980</ClientListenSocket>

ket>255.12.345.6:80</DestinationSocket>

e Files window, see step (3): Add... | [...] | [Select 

ory: RemoteConnector configuration file and 

ration file is uploaded and used.

efault file cannot be removed. The newly uploaded 
 Global area has a higher priority than System 
VisualContacts or VisualGroups.
8 In the desired area, enter the following in the line 

DestinationSocket(...) for 0.0.0.0 enter the desired destination 
address.

Example: 
You want to access VisualGroups via RemoteConnector using your server 
with the address 255.12.345.6.

  <!-- VisualGroups -->

  </TCPConfig>

    <ClientOS>Windows</ClientOS>
 Connectivity Setup Tool    Access VisualGroups and VisualContacts on a separate server via RemoteConnector

ACCESS VISUALGROUPS AND 
VISUALCONTACTS ON A SEPARATE 
SERVER VIA REMOTECONNECTOR
You have Swyx VisualGroups or Swyx VisualContacts not installed on 
SwyxServer and would like to access the services via RemoteConnector.

 For SwyxWare versions prior to 13.30, the configuration is done via 
registry key. This is described here: https://service.swyx.net/hc/en-
gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-
which-are-installed-on-a-seperate-server-via-Remote-Connector

 For SwyxWare versions from 13.30, the configuration is carried out 
via a configuration file. This is described below.

add a RemoteConnector access via configuration file
1 Open the SwyxWare Administration.

2 Choose your Server and click on Properties....
3 Select Files | Edit....
4 Click on the column heading Category column heading to switch the 

sorting.
5 Under the category RemoteConnector configuration file category, 

select the file CPE_ippbx_cpe_rcconfig file.
6 Select Save as... | [Select save path] | Save.
7 Open the file (with Notepad++) and navigate to the section 

    <ClientListenSoc

    <DestinationSoc

  </TCPConfig>

9 Save the file.
10 Upload the file in th

file].
11 Choose from Categ

confirm with OK.
 The new configu

The previous system d
file is used because the
Default.

https://service.swyx.net/hc/en-gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-which-are-installed-on-a-seperate-server-via-Remote-Connector
https://service.swyx.net/hc/en-gb/articles/360017729619-Access-VisualGroups-and-VisualContacts-which-are-installed-on-a-seperate-server-via-Remote-Connector


Confi 75

7 nks and trunk groups, see  Setting up trunks and 
222 and
 concerning individual connections, see 7.8 Active 

ON ON SWYXWARE 
TION

stalling the SwyxWare Administration, please see 
SwyxWare Administration, Page 59. You can addi-
yxWare Administration on further computers on 

inister SwyxWare remotely, see 5.7 Separated 

in attempts

ssing personal data, observe the respective applica-
n regulations.

e deleted automatically. In order to meet the valid 
ions, it may be necessary to delete the entries manu-

d the corresponding rights for the administration of 
inistration profiles, Page 138.
 Define locations and thus prefixes and time zones, and assign these 
to users or trunk groups, see 8 Locations, Page 118

 Set up routings to determine the connections individual calls can be 
routed by, see 14 Routing, Page 234,

 Define profiles, which define calling rights, determine the usage of 
certain components and assign administration rights, see 9 
Profiles, Page 123

 Display a log of parameter changes for SwyxServer, see 7.7 Change 
log, Page 112,

 manage the Global Phonebook, see 7.6 Global Phonebook, Page 109,

ally.

Note that you also nee
SwyxWare. See 9.3 Adm
guration of SwyxServer    Registration on SwyxWare Administration

CONFIGURATION OF 
SWYXSERVER

Administration of SwyxServer, Configuration of server proper-
ties

The SwyxWare Administration is a so-called Snap In module for the 
Microsoft Management Console (MMC). Therefore, you can use the 
same user interface which you are already familiar with from most of 
the management tools found in Windows Systems, without having to 
become acquainted with a new user interface. Please consult the 
appropriate Windows Online Help for information on using the MMC.

With the help of SwyxWare Administration, you can, for example,

 define global SwyxServer settings, see 7.5 Configuring SwyxServer 
settings, Page 81

 Configure users, see 11 User Configuration, Page 155,
 configure a fax connection, see 11.7 Export User List, Page 207,
 Create and modify groups, see 12 Configuration of Groups, Page 210,
 Define secretariat relationships between users, see 12.3 

Secretariate, Page 219,
 Map internal to external numbers, see 7.5.4 The "Internal Numbers" 

Tab, Page 86

 Add or remove tru
trunk groups, Page 

 Obtain information
Calls, Page 114.

7.1 REGISTRATI
ADMINISTRA
For information on in
5.5 Installation of the 
tionally install the Sw
the network and adm
Services, Page 61.

Complex passwords

Limited number of log-

When saving and proce
ble legal data protectio

Personal data cannot b
data protection regulat
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How SWORDS
d has been forced as a rule in server and/or user 
u'll have to set up a complex password for every 

for SwyxServer must at least meet the following 

sists at least of eight characters.
ists of any characters meeting at least the four 
 categories:
 such as: [A-Z]
 such as: [a-z]

ic characters (special characters), such as: Dot, 
pace, double cross (#), question mark (?), percent 
d (&).

curity" tab, Page 105.

ser password" option is enabled for the user, the last 
 will be taken into account during the change. The 

last three passwords.

word settings, an attempt to re-enter the current 
ord change will be checked by the system and will 

 for complex passwords is enforced by default and 
y any administrator.

such as: ß, ü, ä, è, ô) and non-Latin characters (such 
ial characters and are regarded as letters.
You authenticate yourself with the Windows user account with 
which you have just logged in.

 Login with User Name / Password
You can also log in with a SwyxWare user name and a password. 
The access information can be stored on the computer currently 
being used in the user profile of the Windows user logged in. This 
information will then no longer be queried in further logins.

 Login with authentication token (only in SwyxON)
Administrators at the platform and partner level can log on to 
SwyxWare Administrationa UC Tenant via an authentication token 
for a limited time  

- Numbers [0-9]
- Non-alphanumer
comma, brackets, s
sign (%), ampersan

See also 7.5.18 The "Se

Alphabetic characters (
as: φ, π, β) are no spec
guration of SwyxServer    Registration on SwyxWare Administration

 to log in SwyxWare Administration to
1 Double-click on the appropriate symbol on the Windows Desktop or 

select the Start Menu entry.
The "SwyxWare Login" window will appear.

2 You can choose between
 Login with Windows account (In SwyxWare for DataCenter and 

SwyxON not possible)

7.1.1 COMPLEX PAS
If a complex passwor
configuration, then yo
password change.

Complex passwords 
requirements:

 The passwords con
 The password cons

following character
- upper-case letters
- lower-case letters

If the "Force complex u
passwords of the user
user cannot reuse the 

Regardless of the pass
password during passw
not be permitted.

In SwyxON, the policy
cannot be overridden b
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ord in the field "New Password". If the minimum 
t, you can repeat your entry in the field "Retype 

in, you can also change your complex password 
 you possess the requisite rights for doing so. See 
ation" Tab, Page 160.

ER OF LOG-IN ATTEMPTS
pts to log in to SwyxWare Administration may be 

er of failed login attempts is reached, the follow-
ears: "The user account is locked. Please contact 

 use SwyxWare with a client or another terminal 
istrator has reactivated your account.

Password requirements Accepted
3 password requirements 
fulfilled

Password not accepted

4 password requirements 
fulfilled

Password accepted

5 password requirements 
fulfilled. 

Password accepted. 

he previous password again.

tor account will not be locked.
 At least one upper-case letter
 At least one lower-case letter
 At least one digit
 At least one special character

The bar gets longer, the more password requirements have been met.

The color of the bar changes accordingly. It also indicates, if the pass-
word is being accepted by the system.

ing error message app
your administrator". 

You will be unable to
device until the admin

The system administra
guration of SwyxServer    Registration on SwyxWare Administration

The log-in dialog shows the password status bar while setting a new 
password, which indicates whether it meets requirements and will be 
accepted.

The bar consists of five sections. Each section verifies, if the following 
password requirements have been met:

 At least eight characters

Password 
status bar

Enter your new passw
requirements are me
Password".

Once you are logged 
yourself at any time if
11.2.1.2 The "Authentic

7.1.2 LIMITED NUMB
The number of attem
limited.

If the maximum numb

Password status bar

It is impossible to use t
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7.2

How

manent licenses yet, you will be reminded of this 
porary licenses permanent, see 7.5.5 The 

6.

FACE OF SWYXWARE 
TION

tor or backoffice administrator, you can simplify 
nistration by selecting "View | Standard" in the 
 profiles and the change log are then hidden.

trator rights, you will see the current base settings 
tail pane (9.3 Administration profiles, Page 138). 
ich is visible to a system administrator, is dealt with 
as of the administration cannot be accessed or if 
uring configuration, please contact your administra-
2 Choose "Connect to a SwyxServer...".
3 Indicate whether you would like to connect with SwyxServer on the 

local computer or with SwyxServer in the network. Select a remote 
SwyxServer from the drop-down list.

4 After making your selection, click on "Finish".
The connection to the selected server will now be established. If the 
connection to a SwyxServer was successful, a corresponding entry 
will be created for this server.
The "SwyxWare Login" window will appear.

5 Follow the steps in section 7.1 Registration on SwyxWare 
Administration, Page 75
guration of SwyxServer    Connection to SwyxServer

CONNECTION TO SWYXSERVER
After starting SwyxWare Administration for the first time, the wizard for 
setting up a connection to a SwyxServer automatically opens. Create a 
connection to the SwyxWare set up during the SwyxServer installation 
by proceeding as described below.

 to connect to a SwyxServer
1 Click the "SwyxWare Administration" entry with the right mouse 

button to open the context menu.

The number of failed log-in attempts will be reset after a successful login.

The number of failed log-on attempts is irrelevant, when the administrator 
has established a forced password change, and the user attempts to log-on 
with his/her previous password.

The Windows user accounts that can log in with this user name (and the 
password belonging to this user name) are specified in the User Properties 
see 11.2.1.2 The "Authentication" Tab, Page 160. This is the same login 
data that also uses for logging on.

If you do not have per
here. To make the tem
"Licenses" Tab, Page 8

7.3 USER INTER
ADMINISTRA
As system administra
the view of the admi
menu bar. The feature

Dependent on adminis
for this server in the de
The complete view, wh
below. If individual are
error messages occur d
tor.
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f Call Detail Records
he database, and the memory space already 
rs and system
red in the database reach the maximum size of 
responding message is output to the Event log.
f the Computer

ies under the server entry located on the left side 
inistration window.

User" folder. If you click on this folder, a tabular 
sers will appear in the detail pane.

older called "Groups" in which you will find all of 
 this server.

he "default location" (created during the installa-
ations set up later by the Administrator. You will 
 all the users, trunks and trunk groups belonging 

older includes a list of all available trunk groups. 
folders list all trunks assigned to the respective 

ts all trunks set up for this server.

 between internal and external numbers is dis-
r mappings."

rovides a table view of all routings defined for this 

 all available profiles which can be assigned to an 
nk group in relation to call authorization.

 all profiles which allow a user to use the individ-
Ware. The "Standard" profile is created during 

profiles" folder shows all profiles which allow a 
administration.

 will find fax channels, active and stored docu-
w of the fax transfers.
tion on update options.)
 Serial number
 SwyxWare Variants
 SwyxWare Option Packs
 Server status, number of users and channels
 Reseller information (only SwyxON)
 Logged on administrator (only SwyxON)
 Session expiry (only SwyxON)  
 Configured mail server

"Call Permissions" lists
individual user or a tru

"Feature profiles" lists
ual functions of Swyx
installation.

The "Administration 
user various levels of 

Under "SwyxFax" you
ments, and an overvie
guration of SwyxServer    User interface of SwyxWare Administration

On the right side of the administration window you'll find detailed infor-
mation on SwyxWare installation:  

 Software version (Click on the link "Check for updates" for informa-

 Memory location o
 Memory space in t

being used for use
Before the files sto
the database, a cor

 Operating System o

There are several entr
of the SwyxWare Adm

The first entry is the "
list of all configured u

In this list there is a f
the groups created on

"Locations" contains t
tion) and all other loc
find in the sub-folders
to this location.

The "Trunk Groups" f
Their respective sub-
trunk group.

The "Trunks" folder lis

The list of mappings
played under "Numbe

The "Routing Table" p
server.
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7.3

 displayed on the right-hand side, e.g. the list of 
les, you can export the list and the associated 
 file by selecting the menu item "Export list..." in 
.g. "Administration profiles".

roperties with Drag & Drop.

ve the list of users who use the call permission "Inter-
g a user to the call permission "European destina-
signed this call permission, and his entry under 
ppears.

URED USERS AND GROUPS
rs are created during a standard installation of 

"

 is installed for this user. The groups "Sales" and 
d together with this user. After the installation, a 
igned to the user "Operator".

oAttendant), Page 346.

perator using SwyxIt! Classic, you must assign a 
t or a password to Operator. To do this, open the 
 user "Operator" in the SwyxWare Administration.

entication" Tab, Page 160.

 as Operator using SwyxIt! Classic, the Recording 
sist you in recording the necessary announcements. 
d once again at any time from the menu bar of 
ettings | Recording Wizard...).
If you open the properties of an element in the context menu, you can 
make changes here. For details please refer to the sections relating to 
these elements.

Delete elements

In the context menu of individual elements, e.g. a profile, a location or a 
trunk group, you can delete this element provided it is no longer used.

In order to log in as O
Windows user accoun
administration for the

See 11.2.1.2 The "Auth

The first time you log in
Wizard will start and as
You can start this wizar
SwyxIt! Classic (under S
guration of SwyxServer    Pre-Configured Users and Groups

In the "Phonebook" folder you will find all entries that have been 
entered in the Global Phonebook in addition to the users of this Swyx-
Server.

The "Change log" folder holds information about the changes made in 
the relevant timeframe to the user configuration, feature profile type or 
conference rooms.

"Active connections" shows a list of all connections - both internal and 
external - currently established through this server.

"Relationships" contains an overview of cross-server signaling relation-
ships.

.1 CONTEXT MENU IN THE SWYXWARE 
ADMINISTRATION
By using the Microsoft Management Console (MMC), you can start 
some functions directly in the SwyxWare Administration from the tree 
structure, with the context menu (right mouse button).

Create new elements

New users, groups, rights, profiles, locations, trunks etc. can be created 
in the context menu. The relevant Configurations Wizard starts up and 
the necessary parameters are queried.

Change existing elements

Export lists

If a list of elements is
administration profi
descriptions to a text
the context menu of e

Using Drag & Drop

You can change user p

Example:

On the right you ha
nal calls". If you dra
tions", he is now as
"Internal calls" disa

7.4 PRE-CONFIG
Some groups and use
SwyxServer.

The User "Operator

The script "Operator"
"Support" are installe
number is not yet ass

See 22.5 Operator (Aut
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7.5

Thi

xServer or other services after configuration, you 
 and logins. Current telephone calls can be 
turbance.

SwyxFax
 Administration and log in to the SwyxServer.

ntry with the right mouse button to open the 

.
e the global settings of the SwyxFax Server as 
iguring SwyxFax Server, Page 357.

 and new calls
enu for SwyxServer and select "All Tasks | 

yxServer will be disabled.

isable Calls" to prevent new calls.
n activate the appropriate checkboxes in the 

ties on the "General" tab.
tivated as soon as you exit the properties with 

l all calls on this SwyxServer have been completed 
omputer.
s is how you configure SwyxServer
1 Start the SwyxWare Administration and log in to the SwyxServer.

2 Click the SwyxServer entry with the right mouse button to open the 
context menu.

3 Select "Properties".
You can now configure the global settings of the SwyxServer as 
described below.
guration of SwyxServer    Configuring SwyxServer settings

The User "Conference"

This user is necessary for the integrated "Conference" function. It does 
not represent a single conference room, but is used to manage all con-
ference rooms.

See 11.9.1 Conference Rooms, Page 208.

The Group "Everyone"

The group "Everyone" includes all users, who are set up on this Swyx-
Server. Therefore, as members of this group, all users will be assigned 
the default call handling.

See 22.2 Default call handling, Page 343.

The Groups "Sales" and "Support"

Both of these groups are created together with the user "Operator". 
The call handling for the operator forwards both of these groups. After 
installation, both groups receive the user "Operator" as only member.

See 22.5 Operator (AutoAttendant), Page 346.

CONFIGURING SWYXSERVER 
SETTINGS
Follow these steps in order to change the settings of a specific Swyx-
Server.

In order to restart Swy
can prevent new calls
completed without dis

This is how you configure 
1 Start the SwyxWare

2 Click the SwyxFax e
context menu.

3 Select "Properties"
You can now configur
described in 24.5 Conf

How to prevent new logins
1 Open the context m

Disable Logins".
All new logins to Sw

2 Select "All Tasks | D
3 Alternatively you ca

SwyxServer proper
The settings are ac
"OK".

You can now wait unti
and then restart the c
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7.5  this SwyxServer have been completed and then 
 service, e.g. for maintenance purposes.

ly for SwyxWare for DataCenter and 

enses are entered on one server only, the license 
er installations obtain their licensing from this 

installation, enter here the name of the licensing 

r SIP

ataCenter scenario, the SwyxServer (front end 
he network of a service provider. Such a network 
y a firewall to the Internet. A direct communica-
o the private network behind the firewall is not 
affic goes through a security server. The Swyx-
ate network is addressed from outside (Internet) 
This transfer server has a public IP address and 
nication to the SwyxServer, which only has a pri-
 the network.

yxIt! Classic, wanting to log in as SwyxWare users 
ve to configure the public IP address of the trans-
Server (=SIP registrar/proxy). This transfer server 
nd all other CallControl messages to the Swyx-

h the SIP clients who connect to the SwyxServer 
yxServer needs this public IP address in order to 
ers. For this reason, the SwyxServer must be 

Transfer server
Public IP address

Security server

SwyxServer
Private IP address
On this tab you will find general information about this server. You can 

also disable user logins or prevent new calls, e.g. to stop this server.

Information about SwyxServer

The name of the SwyxServer is shown here. The SwyxServer name can-
not be changed later.

Activate the "Disable login" checkbox if you want to prevent new logins 
to this SwyxServer. Activate "Disable calls" if you want to prevent new 
calls being made via this server. These two functions allow you to wait 

SIP clients such as Sw
via the Internet will ha
fer server as the Swyx
transfers the login a
Server.

In communication wit
via the Internet, the Sw
specify them as send
guration of SwyxServer    Configuring SwyxServer settings

.1 THE "GENERAL" TAB until all calls through
pause the SwyxServer

Licensing server (on
SwyxON)

The corresponding lic
server. All other serv
server. In this server 
server.

Public IP address fo

In a SwyxWare for D
server) is installed in t
is usually protected b
tion from outside int
permitted; all data tr
Server inside the priv
via a transfer server. 
transfers the commu
vate IP address within

SIP Client
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REFERENCES" TAB

e made on this tab for the telephony clients.

r

de for SIP devices
ine the standard login mode for all users, i. e. 
IP terminal device must be authenticated when 
General settings can b

Client-SIP-Paramete

 Standard log-in mo
Here you can def
whether or not a S
logging on.
guration of SwyxServer    Configuring SwyxServer settings

informed of the public IP address via which it can be reached from out-
side.

Enter here the public IP address via which the SwyxServer can be 
reached, if the SwyxServer is in operation behind a firewall and is to be 
accessed from outside. Leave the field blank if no public IP address is 
needed here.

SwyxWare on Systems with Several IP Addresses

In special scenarios it can happen that the computer on which Swyx-
Server is installed uses several IP addresses.

You can read about this in the knowledge base:

https://service.swyx.net/hc/de

In a standard SwyxWare installation, specifying a public IP address for the 
transfer server does not work. It will typically have a mixture of internal cli-
ents (within the company network) and external clients (on the Internet). In 
such a case, access to the SwyxServer must be set up via VPN for the exter-
nal clients.

7.5.2 THE "CLIENT P

https://service.swyx.net/hc/de
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me [username]
ame] is replaced by SwyxIt! Classic with the cur-
er name. The recordings can thus be stored in a 
he domain, e.g \\fileserver\callrecordings\[user-

he path is:

\Recording

n saved locally among the application data of the 
hich SwyxIt! Classic is running. If the user should 

ordings from other computers as well, please cre-
er within the network and configure the path for 
ccordingly.

a different directory for a single user, then define 
properties (11.2.6.3 The "Conversation Recording" 

 only play back recordings if they log in to Swyx-
assic. See also https://help.enreach.com/cpe/lat-
/S wyx/en-US/ index .html#context /he lp/

ving the recordings SwyxIt! Classic uses the Windows 
ich it was started. The login data used by SwyxIt! 

o SwyxServer is not taken into account.
Standard directory for client recordings

Here you will find the standard directory in which the user's voice 
record ing s  sho uld  be  s tore d  (defau l t  se t t ing : 
%APPDATA%\Swyx\Recording). Dummies can be used here:

 Environment variable %APPDATA%
%APPDATA% is defined on the client computer and denotes the 
directory for this user's application data. The following path, e.g., can 
thus be defined:
%APPDATA%\Recordings
guration of SwyxServer    Configuring SwyxServer settings

 Standard log-in mode for SIP devices
Define the standard realm for all users at this SwyxServer.

 STUN server
Specify the STUN server and the associated port for use by the SIP 
devices. See  STUN, Page 274.

Default Skin

Here you specify which skin will be used system-wide by SwyxIt! Classic 
as default (System Standard Skin).

All skin files which are saved in the database for all users are shown in 
the displayed drop-down list "Default skin (SwyxIt! Classic)".

For SIP devices that are already logged in, a change of the login mode only 
takes effect with the next login.

If you define the realm as FQDN, please make sure that the DNS name reso-
lution between SwyxServer and the clients is working correctly and without 
delay. If configured correctly, names and IP addresses can be mutually 
retrieved with the "nslookup" command.

All users who specified the System Standard Skin as the skin in the user con-
figuration (11.2.6.7 The "Skin" Tab, Page 186) will receive this new skin in 
the next login.

 SwyxWare User na
The dummy [usern
rent SwyxWare- us
directory within t
name]\.

In the default setting t

%APPDATA%\Swyx

All recordings are the
user account under w
be able to edit his rec
ate a share for the us
the client recordings a

If you want to specify 
the directory in user 
Tab, Page 182).

SwyxPhone users can
Server with SwyxIt! Cl
es t . vers ion/C l ient
recorded_calls_$.

Please note that for sa
user account under wh
Classic for logging on t

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recorded_calls_$
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7.5

layed file and record a new announcement here. 
djust the volume of the music on hold.

usic on hold file will immediately be used for new 
ich were put on hold while the music on hold file 
ll continue to hear the old music selection.

sic
roperties" page opens.

n hold" tab.
 hold you want from the dropdown list or browse 
ld.

erent music on hold, it will be converted into the 
Bit PCM mono" and stored in the database. The 
e will be set, e.g. that the file is globally available, 
tc.. If you want to change the name or 
ile, please open the "Files" tab (7.5.10 The "Files" 

ecord an announcement or listen to the selected 

ange the volume of the music on hold.
tion by clicking on "OK".

 used for conversion in this procedure may lead to a 
ality of the music on hold under some circumstances. 
 use a professional conversion program instead of 
n in order to create WAV files in the above men-
Define the music on hold or the announcement played during on Hold 
for all users of the SwyxServer. All files that have been stored (globally) 
in the database as music on hold will appear in the drop-down list. See 
7.5.10 The "Files" Tab, Page 93.

These hold music files all have the "16 kHz 16 Bit PCM mono" audio for-
mat. You can switch to another music on hold file by selecting the entry 
you want. You can search the network for other files in any WAV format 
using "Browse" ( ). After you have chosen a WAV file, it will be con-
verted into the above format and then saved in the database.

music on hold.

4 Use the slider to ch
5 Confirm your selec
guration of SwyxServer    Configuring SwyxServer settings

.3 THE "MUSIC ON HOLD" TAB

You can play the disp
The slider is used to a

The newly selected m
calls on hold. Calls wh
was being changed wi

How to change the hold mu
1 The SwyxServer "P

2 Select the "Music o
3 Select the music on

for the music on ho
If you choose a diff
format "16 kHz 16 
attributes of this fil
is write-protected e
description of the f
Tab, Page 93).
Here you can also r

The Window functions
deterioration in the qu
In this case you should
the Windows conversio
tioned format.
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7.5 nce rooms

eful in a SwyxWare for DataCenter scenario. The 
 can limit the number of configurable conference 
ption "Conference Room Limit" and enter how 
reated as maximum on this server.

" TAB
Internal Numbers Range

Specify the internal numbers range for this SwyxServer in these two 
fields. You can choose any range you like. Please enter the same num-
ber of digits in both fields, i.e. '000' to '999', not '0' to '999'.

See 10 Numbers and Number Mappings, Page 141.
guration of SwyxServer    Configuring SwyxServer settings

.4 THE "INTERNAL NUMBERS" TAB Number of confere

This option is only us
system administrator
rooms. Activate the o
many rooms may be c

7.5.5 THE "LICENSES
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 The entry of the permanent license key always 
asis. Permanent license keys can be requested 
dministration. In addition to customer data, the 
 of the computer on which SwyxWare is installed 
m of checksums. The use of checksums ensures 
 acquire knowledge concerning your actual hard-

s data is then sent to Enreach. Based on this data, 
limited key for your SwyxWare installation which 
e installation of SwyxWare on to another system 
f the previously used system) requires that you 
 procedure.

ed to enter a time-limited key (e.g. when licenses 
er time).

er of Licenses" displays the number of users and 
orking with SwyxServer at the moment. This num-
ifferent licenses.

formation, see 3 Licensing via license key, Page 27.

e 20

 SWYXSERVER" TAB

quire a sufficient amount of user licenses for an 
tion Packs need the same number of licenses as the 
 the installation of an Option Pack the minimum 
s is available. 
ve too few users after you have installed an option 
he license for the option pack. You will then have the 
rs. Please contact your dealer in order to receive an 
icient user quantity.

 standby functionality is not available.  
 to assist you in selecting a suitable high-availability 
igh Availability Solution for SwyxWare, Page 452
"Create request" will help you request a permanent license key from 
Enreach. You have the choice of sending the request directly per email 
or to create a file which will then be sent to Enreach in another manner. 
In response to this request you will receive a permanent license key as 
a file, which can be imported with the help of "Add license" in order to 

and

2 Online Licensing, Pag

7.5.6 THE "STANDBY

As of SwyxWare 13, the
 Enreach will be happy
solution, see App. L: H
guration of SwyxServer    Configuring SwyxServer settings

This tab is used to manage the licenses for your SwyxWare products. 
For detailed Information related to the different licenses, click on 
"Details":

In a SwyxWare for DataCenter installation, this tab is not visible if the option 
"Use licensing server" was activated on the "General" tab. If you administer 
the licensing server yourself, you will find only one license here, see 7.4 Pre-
Configured Users and Groups, Page 80.

In SwyxON your function profiles, conference rooms and fax channels 
including the maximum number available appear on this tab, see also h ttps 
://help.enreach.com/swyxon/1. 00/Partner/Swyx/en-US/index.html#con-
text/help/ordering_contingents_$ and h ttps ://help.enreach.com/swyxon/
1.00/Partner/Swyx/en-US/index.html#context/help/ordering_confer-
ence_rooms_$.

validate your license.
takes place on a file b
using the SwyxWare A
hardware information
is recorded in the for
that Enreach does not
ware information. Thi
Enreach derives an un
is then sent to you. Th
(e.g. due to a failure o
repeat the registration

"Add…" can also be us
are purchased at a lat

The field "Total Numb
channels which are w
ber results from the d

For online licensing in

Please make sure to ac
Option Pack. Some Op
installation itself. After
amount of user license
 If you find that you ha
pack, you can remove t
original number of use
option pack with a suff

https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/ordering_contingents_$
https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/ordering_conference_rooms_$
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e manually (active/passive)
ster system and open the server properties.

. " on the "Standby Server" tab.
in which you can specify whether you want to 
iately or only when no more calls are active. 

re, the switch is then made according to the 
e.

e state of the server from the master system, on a 
hover isn't possible.
which is passive (red). On the master system you can switch manually 
between the active and passive system using "Switch over...". Manual 
switchover is not possible on the standby server.

See 23 Standby SwyxServer, Page 353.

It is recommended to use SwyxWare Administration to apply any configura-
tion changes always to the active system.
guration of SwyxServer    Configuring SwyxServer settings

Here, the Administrator can see which SwyxServer is active (green) and 

How to change server stat
1 Connect to the ma

2 Click "Switch over..
A window appears 
switch over immed

3 If you click "OK" he
specified procedur

You can only change th
standby system a switc
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7.5
ssing personal data, observe the respective applica-
n regulations.

on the call are made aware at the beginning of the 
g recorded in accordance with the requirements of 
ns Act. Recording without the express consent of all 
versation is considered unauthorized.

tion directory cannot be deleted automatically. In 
 data protection regulations, it may be necessary to 
lly.

m permanent recording are trunks of type SwyxLink, 
motely, and all SIP Gateway trunks.

etween two users logged in to the same SwyxServer, 

 activated in the properties of a trunk group, other-
s place. See  Record all Trunk Calls, Page 224.

ion pack "SwyxMonitor" has to be installed. before 
ing on a trunk.
As of version 13.27, trunk recordings can be managed by SwyxWare. 
They can be stored in the database, in the file system or in an S3 object 
store. The configuration of the storage location is done via the Swyx 
Control Center. See https://help.enreach.com/controlcenter/latest.ver-
sion/web/Swyx/en-US/index.html#context/DataStorage.

When updating SwyxWare, the previous management of recordings can 
be retained.

Recording must also be
wise no recording take

Please not that the opt
you can activate record
guration of SwyxServer    Configuring SwyxServer settings

.7 THE "TRUNK RECORDING" TAB
When saving and proce
ble legal data protectio

Ensure that all parties 
call that the call is bein
the Telecommunicatio
participants in the con

Records in the destina
order to meet the valid
delete the Files manua

Currently excluded fro
which are managed re

Internal calls, i.e. calls b
are not recorded.

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/DataStorage
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X" TAB

ice Box can be specified on this tab.

 be activated in the user's feature profile.

nnouncement

ncement which is pre-selected for all users is 
ll Voice Box Announcement Files which are made 
 which are stored in the database will appear in 
hese hold music files all have the "16 kHz 16 Bit 
mat. You can search the network for other files in 
The parameters for Vo

"SwyxVoicemail" must

Default Voice Box a

The Voice Box annou
selected in this field. A
globally available and
the drop-down list. T
PCM mono" audio for
guration of SwyxServer    Configuring SwyxServer settings

Trunk Recordings within SwyxWare for DataCenter
A provider that makes trunk recordings for its customers can make 
these available to the customer by using the Microsoft Internet Infor-
mation Server (IIS) or another access via FTP or HTTP (WEBDAV). Access 
to the directory with the recordings of a trunk can then be individually 
granted.

Calls over SwyxLink trunks can only be recorded if they are locally adminis-
tered on this server. Calls via SIP gateway trunk (e. g. SwyxConnect) can not 
be recorded.

7.5.8 THE "VOICE BO



Confi 91

7.5

anent licenses can be sent via this mail server 
" Tab, Page 86).
ck SwyxECR you can e.g. send emails from use of 
t Editor. that only specify at what time a call was 
h number.
ion Pack is installed, then mail server is used to 
 users (24.8 Fax forwarding as Faxmail or printed 
0).
for DataCenter, monthly usage reports are sent 
server, see SwyxON7.5.12 The "Usage Reports" 
 mail server settings are also used for this.

word reset e-mails are delivered to SwyxWare 
l server you have specified.
.9 THE "MAIL SERVER" TAB
The following parameters are used to enable SwyxServer to send email:

after reinstallation)

Microsoft WAV Audio PCM Standard WAV file, not compressed

Microsoft WAV Audio G711 WAV file, G.711 compressed

Microsoft WAV Audio GSM WAV file, GSM compressed
guration of SwyxServer    Configuring SwyxServer settings

any WAV format using "Browse" ( ). After you have chosen a WAV file, 
it will be converted into the above format and then saved in the data-
base.

If the SwyxIt! Classic telephony client is also installed on your adminis-
tration computer, you also have the option of using audio equipment to 

record a Voice Box announcement. When you click on "Record" ( ), 
you will be asked for a file name. Then click on "Start" to begin record-
ing. To stop the recording, click on "Stop" ( ). "Delete" ( ) is used to 
delete the selected file. Please note that you can only delete files which 
you have created.

If the caller enters the DTMF number ‘0’ during the announcement, the 
Voice Box will be interrupted and the call will immediately connect to an 
operator(22.5 Operator (AutoAttendant), Page 346).

Codec used for Recordings

Voice messages are recorded with the Opus codec by default during a 
new installation. The previously selected compression remains in place 
during an update. Alternatively, other built-in compressions can be 
used. The compression to be used can be set for all users andall 
groups, or individually for each user andeach group. The following set-
tings are possible:

Name Explanation
Open standard RFC6716 (.opus) Dynamically adjustable bit rate. Best audio 

quality/storage space ratio (default setting 

 Requests for perm
(7.5.5 The "Licenses

 With the Option Pa
the Graphical Scrip
received from whic

 If the SwyxFax Opt
deliver fax mails to
document, Page 37

 From a SwyxWare 
from the licensing 
Tab, Page 97. These

 Welcome and pass
users via the e-mai
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hoice of originating address, others require that 
same form as the address which already exists for 
domain label (e.g. "@company.com") should be 
 domains managed by the mail server.

e voice message depends on the language setting 
operating system, i.e. a computer with the lan-
 States) will also provide an American date format 
ice messages.

 "Use SSL" if you want to use a secure connection 
 encoding the transferred data.

ntication

ation is supported in line with specification RFC 
ocesses supported here are "LOGIN", "PLAIN", 

x and enter the username and password with 
 authenticate itself on the mail server configured 

mail here which will be sent from SwyxServer to 
ddress via the specified mail server.
Mail Server Configuration

The explicit address of the SMTP mail server you use is entered in this 
field. All recorded voice messages and welcome e-mails are delivered to 
the SwyxWare user via this SMTP server. You can use a symbolic name, 
a DNS name, or a direct IP address in order to identify the SMTP server.

Enter the SMTP port for connecting the mail server.

Enter into the "sender address" field the email sender address for all 
voice messages, which SwyxServer will use to make deliveries to Swyx-
Ware users (e.g. SwyxServer@company.com). This address must be 
chosen in correlation to the SMTP mail server used. Some SMTP mail 
guration of SwyxServer    Configuring SwyxServer settings

servers support any c
the address be in the 
you. In any case, the 
identical to one of the

The date format of th
within the Windows 
guage English (United
(mm/dd/yy) for the vo

Activate the checkbox
to the mail server, i.e.

Enable SMTP authe

Mail server authentic
2554. The specific pr
"CRAM-MD5".

Activate the checkbo
which SwyxServer is to
above.

You can send a test e
the specified sender a
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7.5

r welcome E-mails
eMailTemplate.html" file from the list.

s..." button, and select a memory location.
ith any HTML editor by, for example, changing 

moving or adding configurations or adapting the 

ns, use the variables provided. A list of all the 
d as a comment at the beginning of the template.
n change the default configurations for clients 

ssing personal data, observe the respective applica-
n regulations.

e deleted automatically from the data base. In order 
protection regulations, it may be necessary to delete 
ies manually.

ble val-
es Explanation

nfigured 
stem

User name as preconfigured in the system

nfigured 
stem

The password of the user, as preconfigured in 
the system

nfigured 
stem

SwyxServer-Address within the company 
network

The public endpoint via the authentication 
service is accessible outside the company 
network. 
During installation the necessary files are stored in the database. These 
files include e.g. all ring tones, music on hold, announcements and 
scripts as well as an individually adaptable template for welcome E-
mails, but no fax files.

Here you can see how much storage space these files take up.

You can edit, delete or add files here, e. g. the template for welcome E-
mails. Open the list of files with "Edit..."

password as preco
in the sy

internalurl as preco
in the sy

externalurl
guration of SwyxServer    Configuring SwyxServer settings

.10 THE "FILES" TAB

How to edit the template fo
1 Select the "Welcom

2 Click on the "Save a
3 Edit the template w

the E-mail texts, re
logo.
To add configuratio
variables is provide
If necessary, you ca
directly in the URL:

When saving and proce
ble legal data protectio

Personal data cannot b
to meet the valid data 
the corresponding entr

Configura-
tion

Availa
u

username as preco
in the sy
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, see 7.5.10.1 Add files, Page 95.

utton in the dialog window "Add file to the 

 Welcome email, Page 168.

 files are displayed for you:

ned to an individual user. Only the user himself, 
r SwyxServer, if e.g. it processes Call Routing Man-
access to these files. All files generated with a 

he SwyxWare Administration, such as scripts and 

e file name of the template because otherwise the 
ed by the system.

ou must select the area "Global" and the category 
4 Click on the "Add..." button to save the edited file in the database.

You must replace special characters with the corresponding hexadecimal 
code, e. g. comma='%2C', space='%20', colon='%3A' etc.

The server type and OEM variant configurations are determined automati-
cally by the installation.

You can choose which

 Show all files
 Show user files

User files are assig
an administrator o
ager scripts, have 
SwyxIt! Classic or t
guration of SwyxServer    Configuring SwyxServer settings

 

connection-
mode
(This value is 
not inter-
preted by 
SwyxIt! 
Classic)

Preset to "auto" Connection mode
preset: available network is used automati-
cally

"Standard" Internet

remotecon-
nectormode

Preset to "auto" RemoteConnector use 
preset: is used automatically

"always" RemoteConnector is used always

connection-
type 
(This value is 
not inter-
preted by 
SwyxIt! 
Classic)

preset: "business" Connection type for data transfer 
preset: via VoIP

"private" via cellular network

"request" You are asked before each telephone call 
which connection type is to be used

oem
(This value is 
not inter-
preted by 
SwyxIt! 
Classic)

"swyx" These values are set automatically by the 
installation and must not be changed.

"tcom"

Configura-
tion

Available val-
ues Explanation

For further settings

5 Click on the "OK" b
database".

See also How to send a

You may not change th
file will not be recogniz

When adding the file, y
"Templates".
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7.5.

le, you enter the path and the file name in the 
for the file.

ou specify the name under which it should be 
, and the scope of this file's availability:

ilable to all users who are logged in to this Swyx-

e user to which this file should be assigned. This 
e only to the selected user.
is available to all users.
In SwyxWare versions prior to 6.10, these files were stored in the 
directory Share\Data.

10.1ADD FILES
If you add a new file, you can set the properties of this file. However, 
you can also change these properties later, by editing "Attributes...".

When adding a file y
saved in the database

 Global
This file will be ava
Server.

 System standard
 User

Here you select th
file is then availabl
guration of SwyxServer    Configuring SwyxServer settings

announcements, are saved as private files. An exception is the file 
'Name.wav', which contains the name of the user.

 Show user-specific standard files
During installation these files are stored for a particular user (e. g. 
Operator) as standard files in the database. This user can then use 
these files unchanged. If the files, e. g. an announcement, are subse-
quently changed, then they are saved as user-specific files and are 
not changed again in a later SwyxWare update.

 Show global files
These files (e.g. skins or Call Routing Manager rules) can be used by 
any user. If they are changed by the user, the changed file is saved 
as a user-specific file.
These global files enable e.g. the administrator to create templates 
for all SwyxWare users, which they can then use with personal data. 
For example, a company-wide standardized skin can be stored here, 
which the users can further develop as they wish; or a call routing 
script, which the users can then personalize with their own 
announcement and their number.
Global files with the same name as a system file are given prefer-
ence; for example, a new global announcement with the name 
’Standard_announcement.wav’ replaces the supplied system file of 
the same name.
Global files remain unchanged in a SwyxWare update.

 Show system standard files
These files are stored in the database during the SwyxWare installa-
tion, and may be renewed in an update.
If a file is private, it can only be used by the SwyxServer. Otherwise it 

If you are adding a fi
"File:" field, or search 
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ntain more detailed information about this file.

le does not appear in the selection drop-down lists.
le: The file '20m.wav' (twenty minutes) belongs to the time 
ncement, and does not appear for the selection of a 

me message.

le was created during installation, and is always write-
ted.

Explanation
File Properties

Specify the properties of this file:

Property Explanation
Private  This file is only accessible to the user himself, e.g. in one of his 

scripts.  
Example: Call Routing script with password
guration of SwyxServer    Configuring SwyxServer settings

 Default for user
Here you select the user to which this file should be assigned. This 
file is then available only to the selected user.

This scope is defined when adding the file, and cannot be changed 
afterwards.

Category

Specify the category to which this file belongs. The following categories 
are available:

 Ring tones
 Fax Cover Graphics
 Fax Cover Page
 Fax Header
 Call Routing scripts
 Bitmaps
 Announcements
 Music on Hold
 System announcements
 Sample announcements
 Recording List
 Skins
 DCF Custom Provisioning
 Others

Description

The description can co

Hidden This fi
Examp
annou
welco

System This fi
protec

Property
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7.5 erwise occurs whenever a server is restarted, or if 
the user data.

r-Server Connection), Page 287.

EPORTS" TAB

s" appears only on the licensing server within a 
ter installation.
On this tab you can see all the SwyxServers connected to this Swyx-
Server, and the date of the last synchronization.

Here you have the possibility of manually removing data which e.g. is 
left behind after deletion of a SwyxLink trunk.

You can also start a manual synchronization of the connected Swyx-
Servers here. The data of the local SwyxServers is sent to all connected 
servers, and the connected servers for their part send data to this 
SwyxServer.
guration of SwyxServer    Configuring SwyxServer settings

.11 THE "CONNECTED SWYXWARE SITES" TAB A synchronization oth
changes are made to 

See 17 SwyxLink (Serve

7.5.12  THE "USAGE R

This tab "Usage Report
SwyxWare for DataCen
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 generated monthly reports" contains all monthly 
ady been generated and sent. If a report is sent 

it was last sent is entered in the relevant column. 
 a report was created can be found in the "Start 
 Date" ("to") columns.

icht erneut senden") resends a report that is high-
 to Enreach and to the service provider.

 status of the database in the open billing period, 
mediate report. This report records all data since 
ort up to the last daily data entry. Sending this 
et the reporting, i.e. next monthly report still 
billing period, beginning with the dispatch time of 
y report. This intermediate report is not saved, i.e. 
he list of reports sent.

SwyxServer

..." to obtain an overview of the servers that get 
s licensing server.
the preceding monthl
it does not appear in t

Manage registered 

Click on "SwyxServers
their licenses from thi
guration of SwyxServer    Configuring SwyxServer settings

In SwyxWare for DataCenter, the license is centrally entered on a licens-
ing server only, and all other installed servers reference to this licensing 
server ( Licensing server (only for SwyxWare for DataCenter and 
SwyxON), Page 82). The reporting is then also activated on this licensing 
server. This service arranges for a daily data collection relating to the 
configured users and functions. The data is stored in the reporting 
database. This service also sends a monthly report, which is used for 
charging for the installed user numbers and functions, to the E-mail 
address given here for the service provider and to Enreach.

Enter in the field "Service provider's Email address" ("provider's email 
address) the email address to which the monthly report should be sent.

In the field "Day of month", specify the day of the month on which the 
monthly report should be sent. If you choose '31', the report is always 
sent on the last day of the month.

Report management

If you want to have an overview of the reports that have already been 
sent, or you want to resend reports or send a report with the data of 
the current billing period, click on "Reports...".

If this service is inactive for a lengthy period (a maximum of seven days), the 
license lapses on the licensing server, and consequently for all installed 
SwyxServers.

Reports

The list "Automatically
reports that have alre
again, the date when 
The period for which
Date" ("from") or "End

"Resend report" ("Ber
lighted in this list, both

To obtain the current
you can send an inter
the last monthly rep
report does not res
records the complete 
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single SwyxServer. To do so, highlight the Swyx-
activate, and click on "Deactivate...".

en

ately
r is deactivated after the next daily data entry 

r is deactivated on a specified day after the daily 

ystem is not reversible! Deactivation can only be 
ctivation date. To do this, highlight the relevant 

lick on "Reactivate". The deactivation is fully revoked.
place more than seven days ago. The server is not licensed and may 
not be used.

 Deactivated: 
SwyxServer is deactivated and will not be reflected in the invoice. 
The server is not licensed and may not be used.
If the server is deactivated or the deactivation is limited, the last 
valid invoice date is displayed in the "Deactivate On" column.

The selected serve
data entry.

The deactivation of a s
revoked before the dea
server in this list, and c
guration of SwyxServer    Configuring SwyxServer settings

From here you can find out how long the server has been registered, its 
last registration date, and how long the registration is still valid. You can 
also find out which database on which computer (data source) a Swyx-
Server uses. 

The "State" ("Status") column may contain the following values:

 Not yet Confirmed: 
SwyxServer Is registered, but could not yet be checked by the licens-
ing service. The server is not licensed and may not be used.

 Confirmed: 
SwyxServer Is registered and has successfully been checked by the 
licensing service. The server is active and may be used.

 Expired: 
The last successful SwyxServer check by the licensing service took 

Activate/Deactivate

You can deactivate a 
Server you want to de

You can choose betwe

 Deactivate immedi
The selected serve
(reporting).

 Deactivate on:
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7.5
formation is transmitted via pulses can vary 
communication provider. Each pulse can transmit 
ation: the number of units spent, the price per 
. Not all of this information can be transmitted 
eutsche Telekom delivers only the number of 

 units and the price are transmitted in Switzer-
 only the number of charged units is transmitted, 

values configured here in order to calculate the 

n calculating the charges, the information deliv-
e priority compared to the information specified 

e displayed in the Call Detail Records, on the 
n SwyxPhone.

or the unit charge empty or if you enter the value 
isplayed.

enter and SwyxON, contact your service provider 
After each call unit a call-charge pulse is transmitted from the public 
telephone network (AOC=Advice of Charge). This pulse can be used for 
charging information. On the "Charges" tab you can configure the cur-
rency to be used for displaying the charges and the costs per call unit.
guration of SwyxServer    Configuring SwyxServer settings

Checkbox "Show deactivated"

If you only want active serves to appear in the "Registered SwyxServers" 
list, please deactivate the "Show deactivated" check-box. If active, the 
list also displays servers that have already been deactivated.

.13 THE "CHARGES" TAB
The way in which in
depending on the tele
three types of inform
unit and the currency
(e.g. in most cases, D
spent units, whereas
land). In cases in which
SwyxServer uses the 
charges.

Please note that, whe
ered by the pulse hav
here.

These charges will b
telephony client and o

If you leave the field f
‘0’ no charges will be d

In SwyxWare for DataC
about fees.
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7.5

of the IP addresses in your network, in which the 
 searched for, and the corresponding PhoneMan-
eManager, and confirm this with "OK".

s the PhoneManager should scan for SwyxPhones 

an for the phones will create minimal, yet continuous 
or this reason, the scan is subjected to a time limit.
The connection of the IP telephones to your PhoneManager  is config-
ured here.  When the scan is started, it assigns the IP address of the 
responsible PhoneManager to all addressed telephones within the 
given IP address range.

If you would like to add a new PhoneManager, click on "Add…". A new 
window, "Add/Edit IP Range", will appear.
guration of SwyxServer    Configuring SwyxServer settings

.14 THE "SEARCH SWYXPHONES" TAB

Enter here the range 
SwyxPhone should be
ager or Standby Phon

Enter how many hour
and start the scan.

Please note that the sc
traffic in the network. F
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7.5 ndard settings should be uses for the user. You 
ividual settings for individual users (11.2.6.11 The 
e 191).

er has a SwyxPhone on his desk and a SwyxIt! Classic 
puter, he can check his status by SwyxIt! Classic sig-

ed in when his computer is switched on and SwyxIt! 
 Is SwyxIt! Classic not started, he can still use his Swyx-
e status "logged off" is signalled to internal employees 
he user speaks with SwyxPhone the status "Speaking" 
mployees, for call routing his status remains "logged 

e mentioned specifically for the various  offered 

evice type "Basic Client" if the Swyx Mobile App 
tatus should be signalized.

ng needs to be dependent upon SwyxPhone Lxxx, 
IP device' option here.
Terminal types

Whether the users signal their status (logged in, speaking, is called) 
among each other or not, is defined in the relationships of the users or 
groups. Here you specify, which type of terminal signals the Log-on sta-
tus of the user, if several terminal types are logged in to the same user 
account.
guration of SwyxServer    Configuring SwyxServer settings

.15 THE "LOGIN DEVICE" TAB Define here which sta
can also configure ind
"Login Device" Tab, Pag

Example:

For example, if a us
installed on his com
nal. He is then logg
Classic has started.
Phone. However, th
and call routing. If t
is signalled to the e
off".

Some cases can also b
by Enreach :

 Basic Client
Activate the end d
(Windows Phone) s

 SwyxPhone Lxxx
If the status signali
then activate the 'S
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7.5 file and the directory where SwyxServer will save 
.

rding either according to file size or in terms of 
 file size or number of days (standard: 7 days) is 
ith the same name plus a counter will be created 

g files are only deleted if you select time restric-

n also be saved in a database. To do this, activate 
n Database" and enter the database connection 
e "Test Connection" to test the connection to the 

o maintain a record, activate "No Call Detail 
is set by default.

ion regarding the format of the file saved, please 
tail Records (CDR), Page 393.

hich external numbers are stored in the file. You 
ions:

r
l number is saved in the call detail records.

on of only storing external numbers in part by 
the digits with 'X'. Specify how many digits (from 
eplaced.

pective applicable legal regulations. Please observe 
 change the settings for memory restriction.

mation cannot be deleted from the database. Please 
 applicable legal regulations. Please observe this in 
the database as the memory location. 
SwyxWare allows you to record information concerning connected calls, 
so-called "Call Detail Records", in a text file. Recording is preset as deac-
tivated.

When you activate "Call Details Record in Text File" you will activate the 
recording of this data in a text file.

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

External numbers

Specify the format in w
have the following opt

 Save entire numbe
The entire externa

 Hide digits
You have the opti
replacing some of 
the end) are to be r
guration of SwyxServer    Configuring SwyxServer settings

.16 THE "CALL DETAIL RECORDS" TAB (CDR) Here, you define the 
the Call Detail Records

You can restrict reco
time. If the maximum
exceeded, a new file w
and filled. The existin
tion.

Call details records ca
"Call Detail Records i
sequence. You can us
database.

If you do not wish t
Records". This option 

For detailed informat
refer to App. A: Call De

Please observe the res
this in particular if you

Single connection infor
observe the respective
particular if you select 
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NE FIRMWARE UPDATE" TAB

et the data for an automatic firmware update for 
he FTP server from which the software is going to 
ponding user name and password and the path 
 "Get" provides you with a selection list of all avail-
fine in the drop-down list, which firmware should 
h SwyxPhone.

automatic update, the server will check the firm-
Phone when you log in. If SwyxPhone identifies a 
r than the one defined here, the SwyxPhone user 
On this tab you can s
SwyxPhone, such as t
be loaded, the corres
for the new firmware.
able firmware files. De
be distributed to whic

If you have activated 
ware version of Swyx
software version othe
guration of SwyxServer    Configuring SwyxServer settings

 Replace number with 'XXX'
The entire external number is replaced with 'XXX'. In this case you 
will not be able to see anymore whether the call was, e.g. an interna-
tional or a local call.

Please observe the respective applicable legal regulations. Please observe 
this in particular if you select the database as the memory location, see 8.3 
Private and business calls, Page 119.

It is not possible to hide those numbers only which were dialed using the 
public line access. In this case, apply digit replacement for all calls.

7.5.17 THE "SWYXPHO
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7.5

etermined globally for SwyxServer in this area, 
ngs you choose here will influence the encryption 
unk properties.

n mode to "No encryption" here, the mode in the 
ties is likewise set to "No encryption"; if you select 
y" here, then the setting "Encryption mandatory" 
 both cases, the mode cannot be changed within 
perties. The field is then deactivated.

 

e 337.

orce password rules for better user account pro-
ministrators and users will then have to meet 
ditions when  logging on to SwyxServer.

ion is for all rules to be deactivated.

n be configured:

tion mode requires a restart of all client devices.

d the SIP trunk are exceptions in this context. In the 
cryption mode is taken from the server settings and 
u can configure encryption for SIP trunks in the SIP 
ee  Exceptions, Page 337.

 devices and SIP registrations as well as authentica-
accounts are not affected by these password set-
This tab is used to set the encryption mode and password rules for 
SwyxServer in general.

The default configurat

The following rules ca

Logging on to terminal
tion via Windows user 
tings.
guration of SwyxServer    Configuring SwyxServer settings

will be given the opportunity to update the firmware. See 20.2.4 Auto-
matic Firmware Update for a SwyxPhone Lxxx, Page 330.

.18 THE "SECURITY" TAB

It may happen that the PhoneManager requests an Update of the Swyx-
Phone firmware. The menu of the SwyxPhone points out if the automatic 
updates is not activated.

Encryption settings

Encryption mode is d
which means the setti
settings in user and tr

If you set the encryptio
user and trunk proper
"Encryption mandator
also appears there. In
the user and trunk pro

See 21 Encryption, Pag

Password settings 

In this area, you can f
tection.SwyxWare-Ad
additional security con

A change of the encryp

The SwyxLink trunk an
SwyxLink trunk, the en
cannot be changed. Yo
trunk group settings. S
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er failed login attempts
activated, then the system will lock user account 
termined number of failed login attempts (e.g. 
 incorrectly multiple times). The corresponding 
ivated and will not be able to use terminal devices 

y be used together when the parameter "Number 
ins before deactivation" is set.

essful logins before deactivation.
sed to set the number of attempts a user may use 
. Only values "3" to "20" are used. 

activated, then the user will be shown the corre-
 and an instruction to contact the administrator. 
ber of log-in attempts, Page 77.

is rule will apply for all users and administrators. 
 are the only ones who are not locked.

can activate a user. See 11.4 Activate/deactivate or 
.

g-in attempts will be reset for the corresponding 
ul login. After resetting the SwyxServer services or 

n master and standby server, this number is reset to 

g-on attempts is irrelevant, when the administrator 
d password change, and the user attempts to log-on 
assword.
If the "Force complex user password" option is enabled for the user, the last 
passwords of the user will be taken into account during the change. The 
user cannot reuse the last three passwords.

Regardless of the password settings, an attempt to re-enter the current 
password during password change will be checked by the system and will 
not be permitted.

If a user has been de
sponding notification
See 7.1.2 Limited num

The number of failed lo
has established a force
with his/her previous p
guration of SwyxServer    Configuring SwyxServer settings

 Force complex user passwords:
If this control field is activated, only those user passwords will be 
permitted that are at least eight characters long and meet at least 
three of the following four character classes:
- upper-case letters such as: [A-Z]
- lower-case letters such as: [a-z]
- Numbers [0-9]
- Non-alphanumeric characters (special characters), such as: Dot, 
comma, brackets, space, double cross (#), question mark (?), percent 
sign (%), ampersand (&).

Alphabetic characters (such as: ß, ü, ä, è, ô) and non-Latin characters (such 
as: φ, π, β) are no special characters and are regarded as letters.

In SwyxON, the policy for complex passwords is enforced by default and 
cannot be overridden by any administrator.

When the "force complex password" rule is activated in server configura-
tion and/or user configuration, then the user will be able to continue to use 
the current password until the user decides to change the password or until 
the administrator forces password change.  
You can force users to change their passwords or to use complex pass-
words. See 11.2.1.2 The "Authentication" Tab, Page 160.

 Deactivate user aft
If this checkbox is 
based on a prede
password entered
users will be deact
or clients. 
This option can onl
of unsuccessful log

 Number of unsucc
This entry field is u
to SwyxServer login

Following activation, th
System administrators

Only an administrator 
delete users, Page 202

The number of failed lo
user after one successf
after changing betwee
zero for all users.



Confi 107

7.5

yxServer for Internet connections with your Cli-

ss

ternet connections to the clients is required, acti-

er (FQDN or public IP)

er address and the port into the corresponding 
ients to reach the server via InternetSwyxServer.
You can configure Sw
ents using this tab.

Enable remote acce

If support for direct in
vate the check-box.

Authentication serv

Enter the public serv
fields to allow Swyx cl
guration of SwyxServer    Configuring SwyxServer settings

Log in settings 

The user name in UPN format should be used for logging on to Swyx-
Ware Administration and clients.

In this area, you can configure a UPN-Suffix.

See also 11.2.1.2 The "Authentication" Tab, Page 160.

.19 THE "REMOTECONNECTOR" TAB

The configuration on this tab is supported only for compatibility with the 
older SwyxWare installations. 
Use Swyx Connectivity Setup Tool to define the RemoteConnector settings, 
see 6.3 RemoteConnector Configuring, Page 69
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CODEC FILTER" TAB

 codec filter, you can define how voice is com-
sion. Specify globally here for the SwyxServer 
ld be filtered, and if so, which codecs should be 
With the help of the
pressed for transmis
whether codecs shou
permitted.
guration of SwyxServer    Configuring SwyxServer settings

The registered public address of the authentication service must be 
configured within the respective settings on the Client computers.

See 26.1 Internet connection via RemoteConnector, Page 380.

RemoteConnector Server (FQDN or public IP)

Enter the public server address and the SwyxRemoteConnector server 
port in the respective fields. The standard ports for the SwyxRemote-
Connector are 16203 or 57203.

See 26.1 Internet connection via RemoteConnector, Page 380.

If you use a different standard port and not 9101, it has to be explicitly input 
in the Client settings.

7.5.20 THE "DEFAULT 
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NEBOOK
k lists all SwyxWare users of this SwyxServer as 
yxServers connected to this server via a SwyxLink 
isplay of a user in the Phonebook, the "Show in 

activated in the user's properties, see 11.2.2.1 The 
72.

lobal Phonebook is defined by the administration 
istration profiles, Page 138.

honebook can also be made with SwyxIt! Classic. 
es can be edited that do not pertain to any config-
to change entries is granted by respective admin-
 Administration profiles, Page 138). See also 
/cpe/ la tes t . vers ion/C l ient /Swyx/en-US/

elp/changing_global_phonebook_$.

ers can be entered in the "Global Phonebook" by 
se numbers are then available to all users in the 

pecially in the case of connection of other sub-tel-
ms, these subscribers can be integrated into the 
nner. In this way, all employees are listed in one 

ssing personal data, observe the respective applica-
n regulations.

e deleted automatically. In order to meet the valid 
ions, it may be necessary to delete the entries manu-
ou change or delete entries in the Global 

ction via a SwyxLink trunk, the users of all connected 
 in the Global Phonebook of the SwyxPhones. 
for the voice data in a call is configured as permitted. If it isn't, the call 
will be rejected. An error message will appear.

In a new installation and in an update, "Do not filter codecs" is set as 
default. Thus, all codecs are activated.

ured users. The right 
istrator profiles (9.3
he lp .enreach .com
index.html#context/h

Other (external) numb
the administrator. The
global phonebook. Es
ecommunication syste
phonebook in this ma
Phonebook.
guration of SwyxServer    Global Phonebook

You can also specify the codec filters individually per user within the 
user properties. The parameters specified here for the selected user 
are then discarded. See 11.2.1.10 The "Codec Filter" Tab, Page 171.

The transparent mode (option "Do not filter codec") enables users to 
take part in calls with new codecs which were previously unknown to 
SwyxServer.

In non-transparent mode, SwyxServer checks whether the codec used 

Selection Meaning
Do not filter Codecs When "Do not filter codecs" is selected, all 

media data whatever the codec is transferred 
without change to the destination (transpar-
ent mode). This setting allows foreign Codecs 
unknown to SwyxServer to be used, e.g. 
Video.

G.729 (around 64 kbit/s per call) Voice, high bandwidth. The voice data is 
transmitted in HD audio quality.

G.711a (around 64 kbit/s per call) Voice, high bandwidth. The voice data is 
slightly compressed.G.711µ (around 64 kbit/s per call)

G.729 (around 24 kbit/s per call) Voice, low bandwidth. The voice data is 
heavily compressed.

Fax over IP (T.38, around 20 kbit/
s per call)

Fax. In this case, the special fax protocol T.38 
is used, which takes the set-up of the IP 
network into consideration.

7.6 GLOBAL PHO
The Global Phoneboo
well as all users of Sw
trunk. To enable the d
Phonebook" must be 
"Numbers" Tab, Page 1

The right to edit the G
profiles. See 9.3 Admin

Entries in the Global P
In that case only entri

When saving and proce
ble legal data protectio

Personal data cannot b
data protection regulat
ally, see  This is how y
Phonebook, Page 110 

With an Intersite conne
servers are also visible

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/changing_global_phonebook_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/changing_global_phonebook_$


Confi 110

How

Thi

book" folder.
ntry that you would like to change or delete.

 to delete an entry, select "Delete" in the context 

 to change an entry, select "Properties" in the 

 page opens. 

es here and confirm them with "OK". The fields 
one number" may not remain empty, the descrip-

kbox "Show in Phonebook", if this entry should 
ll users in the phonebook. If the checkbox is not 
nebook entry will only be consulted for name 

is deleted or changed.
for the new entry.
6 Activate the checkbox "Show in Phonebook", if the entry should be 

displayed in the Global Phonebook.
If this function is deactivated, the entry will be used only for name 
resolution.

7 Confirm your entry with "OK".
The new entry will appear in the Global Phonebook.

s is how you change or delete entries in the Global Phonebook
1 Open the SwyxWare Administration and choose the SwyxServer.

Enter your chang
"Name" and "Ph
tion is optional.
Activate the chec
be displayed to a
selected, the pho
resolution.

The selected entry 
guration of SwyxServer    Global Phonebook

Show in Phonebook

Entries in the Global Phonebook which are not to be shown in the 
Phonebook will still be used for the name resolution. If a call is initiated 
from these numbers, the name of the user will be displayed to the 
called party.

Example:

A subscriber A has both a phone in his office (123) and another phone in 
the laboratory (456). The office telephone is now entered in the tele-
phone book (entry: "Subscriber A, 123"), where all employees should call 
if they want to reach A. The laboratory telephone is also entered in the 
telephone book (entry: "Subscriber A (laboratory), 456"), but the entry is 
invisible. If A himself calls another employee from the laboratory, the 
name is accordingly resolved and the employee sees in his display or his 
caller list "Call from subscriber A (laboratory)".

 to enter additional users in the Global Phonebook
1 Open the SwyxWare Administration and choose the SwyxServer.

2 Choose the "Phonebook" folder.
3 Click with the right mouse button on the phonebook.

The context menu will appear.

4 In the context menu, select "Add Phonebook Entry...".
The wizard for "Add Phonebook Entry" will appear.

5 Enter the name, the phone number and, if necessary, a description 

2 Choose the "Phone
3  Right-click on the e
 If you would like

menu.
 If you would like

context menu.. 
The "Properties"
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ND EXPORT OF PHONEBOOKS
onebook or a user list, such as in cases when 
 branch office. Prerequisites for import from a list 
ust each be in a separate line and the fields of an 
ation marks and separated by a semi-colon.

m the SwyxWare Administration, see 11.7 Export 

231123456789";"Description"

999888777";"Description"

 export Phonebook entries to a CSV file in this for-
hich Phonebook entries should be exported.

 the Global Phonebook
e Administration and choose the SwyxServer.

 mouse button on "Phonebook".
port Phonebook…" from the context menu.

for the Phonebook will open.

le:
) from which the Phonebook entries should be 

u will see a preview of the entries.

ok entries to be imported:
ckbox in front of the entries that you do not want 

 via a SwyxLink trunk to the SwyxServer of the branch 
 other server will automatically be visible in the 
his SwyxServer, and vice versa. This means there is 
phonebook. See 17 SwyxLink (Server-Server 
.

Phonebook, ‘+44 456 789012,' is dialed.

All name entries starting with a number or # are forbidden in the per-
sonal phonebook.

The exceptions are names beginning with '##'. This character string always 
leads to a direct call to the user himself or his script and is used, for exam-
ple, to retrieve the voice messages of your own voice box with '##10'. This 
can then also e.g. be put on the correspondingly labeled button in the Swyx-
Phone D510.

The import wizard 

4 Select the source fi
Enter the file (*.CVS
imported.
In the lower field yo
Click on "Next>".

5 Select the Phonebo
Deactivate the che
to import.
Click on "Next>".
guration of SwyxServer    Global Phonebook

Please note that the name of the phonebook entry must be unique 
within SwyxWare. This means that no other user, trunk, trunk group, 
group or external phonebook entry may have the same name. This is 
checked by the administration.

Only the additional Phonebook entries appear in the list of Phonebook 
entries. You cannot change or delete the entries of the users that are 
configured for this SwyxServer. To do so, select the "Properties" page 
for the corresponding user, see11.2.2.1 The "Numbers" Tab, Page 172.

Global abbreviated dialing

In SwyxWare, global speed dial codes (e.g. #01, #02) can be defined for 
use by all users of this SwyxServer. The administrator creates an entry 
for this purpose in the Global Phonebook, with the following format:

Name: #numeric character string, #, *>, number: 
<number>

To name an example, if a speed dial of this kind (such as #11) is dialed 
now on a SwyxPhone, then the SwyxServer will interpret it as a name, 
i.e. the SwyxServer will attempt to find a phone number for the name 
selected and then dials it according to the standard conversion rules 
(trunk-dependent) with or without country code and/or area code.

Example:

There is this entry in the Global Phonebook:

Name: #11, number: +44 456 789012

If a (SwyxPhone) user dials "#11" on his or her phone, then it is inter-
preted as a name, and the number resolved for it out of the Global 

7.6.1 THE IMPORT A
You can import a Ph
needed from another
are that the entries m
entry must be in quot

To create user lists fro
User List, Page 207.

Example:

"Schmidt,Eva";"+44

"Doe,John";"+44231

Furthermore, you can
mat. You can specify w

How to import entries into
1 Open the SwyxWar

2 Click with the right
3 Select the entry "Im

If there is a connection
office, the users of the
Global Phonebook of t
no need to import the 
Connection), Page 287
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 the Global Phonebook
e Administration and choose the SwyxServer.

 mouse button on "Phonebook".
port Phonebook…" from the context menu.

for the Phonebook will open.

ckboxes for the phonebook entries you do not 
icate whether the description of the entries 
ed.
f the wizard, define where the exported file 
tored and whether an existing file with the same 
erwritten or whether the data created should be 
le.
an indicate whether the names of the fields 

 the first row of the file should also be saved.

 an overview of the parameters entered. Confirm 

s will be exported.

 wizard, click on "Finish".
ies are exported according to the selected 

t the Global Phonebook only contains the 
 can obtain the list of SwyxWare users and 
rver by exporting the user list, see  How to export 

ebook do not show the status in the SwyxIt! 

G
e to the configuration of users or trunks, or to the 
e conference rooms, are logged and saved. This 
ys possible to track which administrator made 
Finally, you will get an overview of the parameters entered. Confirm 
this with "Next>".
The selected entries will be imported.

10 To close the import wizard, click on "Finish".

All entries which names are already in use within SwyxWare, will be skipped 
during the import.

Classic.

7.7 CHANGE LO
Changes that are mad
feature profiles or th
means that it is alwa
which changes.
guration of SwyxServer    Change log

6 Delete existing phonebook:
Define whether all existing Phonebook entries should be deleted 
before the import takes place.
Click on "Next>".

7 Add appendix to the entry name:
Indicate whether the names of the imported entries should get an 
appendix, and enter this appendix.

8 Choose the update mode for the Phonebook:
The following options are available if the same entry (including the 
appendix) already exists:
 Update existing entry

Overwrites the phone number and description in an existing 
entry.

 Rename new entry
The new entry is automatically renamed before import takes 
place, e.g. ‘John Doe’ is renamed to ‘John Doe(2)’.

 Skip new entry
Entries to be imported, which already exist in the Phonebook, will 
be skipped.

9 Start import process

In instances like importing entries from another branch office, we 
recommend you include the corresponding site in order to make 
distinguishing among subscribers in the Global Phonebook easier for users 
of telephony clients.

How to export entries from
1 Open the SwyxWar

2 Click with the right
3 Select the entry "Ex

The export wizard 

4 Deactivate the che
wish to export. Ind
should also be add

5 On the next page o
(*.CSV) should be s
name should be ov
appended to this fi
Furthermore, you c
(column names) in

6 Finally, you will get
this with "Next>".
The selected entrie

7 To close the export
The telephone entr
parameters.

Please remember tha
additional entries. You
groups for this SwyxSe
the user list, Page 207.
Entries from the phon
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ange log?
ly be viewed by administrators who have one of 

rator profiles:

tor
trator
tor

trator

 log directory, please use the extended view (View 
xWare Administration.

es

re recorded for each change

 change (Windows user or SwyxWare user)
ject (trunk, user, user group) that is affected by 

r (feature profile, user, voice or fax channel, con-

f applicable)
ailable)
ble)

g
tries in the displayed page (change log of a par-

 in the Change Log
u for the period, click on "Properties".
en:
the reporting period.

At most, the last twelve months (SwyxWare for DataCenter and 
SwyxON: 12 billing periods) are displayed.

The change log cannot be deleted automatically from the database. In order 
to meet the valid data protection regulations, it may be necessary to delete 
the entries manually, see  Delete change log, Page 114.

Search in change lo
You can search for en
ticular period). 

How to search for an entry
1 In the context men

A filter mask will op
guration of SwyxServer    Change log

In a SwyxWare for DataCenter  and SwyxON installation, these changes 
are relevant for customer invoicing.

The changes are stored in the database. In the SwyxWare Administra-
tion, the changes are grouped into periods in the "Change log" direc-
tory.

In SwyxWare for DataCenter  and SwyxON, this period correspond to 

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Who can view the ch
The change log can on
the following administ

 System Administra
 Backoffice Adminis
 Reseller Administra
 Customer Adminis

To display the change
| Extended) in the Swy

Format of the entri

The following details a

 Date of change
 User who made the
 A configuration ob

the change.
 Changed paramete

ference)
 Type of change
 Change property (i
 Original value (if av
 New value (if availa
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 exported. Do this by selecting the entry "Export 
 menu of the relevant period, and specifying a 
 file is saved, according to your specifications, as a 
ted file.

 be removed from the log. 

e desired time frame and select "delete" in the 

alog window will appear recommending to back-
 period. As applicable, select the storage site and 

 by clicking on "OK." 

ab- or comma-separated file based on your speci-
 removed from the change log.

LS
 can see which connections are active at the 

formation can be displayed for every single con-

r

r

lete periods with at least one recording.
Here you can give the name of the trunk or the feature profile.
 Type of change

Select a type from the drop-down list.
 Old Value
 New Value

3 After you click "OK", this display filter is applied to all time periods, 
so that you can have these displayed stepwise by highlighting them 
in turn.

moment.

The following detail in
nection:

 Origination Numbe
 Origination Name
 Called Number
 Called Name
 Destination Numbe
 Destination Name
guration of SwyxServer    Active Calls

2 You have various filter criteria here:
 Administrator

Enter here the name of the administrator who changed the 
parameter.

 Changed parameter

Export change log
The change log can be
list..." in the context
memory location. The
tab- or comma-separa

Delete change log
A finalized period can

To do so, highlight th
context menu.

Prior to deletion, a di
up the corresponding
file name, then confirm

The file is saved as a t
fication. The period is

7.8 ACTIVE CAL
In this directory, you

It is only possible to de
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ns active, then you can interrupt them by select-
ontext menu. Before the connection is discon-
irm a security query.

inistration "Active Calls" context menu, you'll find 
...". This allows a list of the current connections to 
file.

IPS
 can see what relationships exist between users 
ossible to edit the relationships at this point. For 
ation, see 11.2.8 The "Properties…" Dialog: The 
ge 197.

"Group A" signal user "User A_2" about their status. 
ser A_2" signals his status to all users of the group 
Here you can set the time interval (5 to 100 seconds) for the update of 
this information.

If the checkbox is not selected, the display will not be updated automat-
ically. You can update the display using the context menu.
guration of SwyxServer    Relationships

 Status
 Start Time
 Duration
 Charges
 Project
 Start Trunk, (Trunk over which the call comes in)
 Destination Trunk (Trunk over which the call leaves the server)

In the context menu of "Active Calls", choose "Properties".

If there are connectio
ing "Delete" in the c
nected, you must conf

In the SwyxWare Adm
the option "Export list
be exported to a text 

7.9 RELATIONSH
In this directory, you
and groups. It is not p
relationship configur
"Relationships" Tab, Pa

Example:

Users of the group 
Conversely, user "U
"Group A".
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7.1 base during an update
izard automatically updates the existing local 

SwyxWare installation. In addition, a backup copy 
se is made before the update takes place. You will 
in the SwyxWare standard backup directory.

 a different computer, then please back this up 

owledgebase for more advice on database main-

et/hc/de

NG
ed via the Control Panel.

ry extension is installed, remove this before 
e help of the program IpPbxAdExtConfig in the 
 directory.
 Active Directory extension, Page 420.

 Control Panel (Start | Settings | Control Panel).
ftware".

yxWare for DataCenter installation it is not possible 
abase backup before an update by the Configuration 
ator must back up the database himself before an 
up systems of the database server.

 implemented by the SwyxWare service provider in 
after the backup is restored, use the additional parameters "/stop" and 
"/start".

Note that the database server must have writing access on the directory 
used for the backup, and reading access for the recovery of the database.

To uninstall SwyxWare
1 If the Active Directo

uninstalling with th
SwyxWare program
See  Removal of the

2 Open the Windows
3 Double-click on "So
guration of SwyxServer    Backing up the SwyxWare Database

0 BACKING UP THE SWYXWARE 
DATABASE
You can back up the database, or restore a previously backed up data-
base.

You can use the program "IpPbxConfig.exe" to back up the SwyxWare 
database locally and restore it at a later time. You'll find the program in 
the SwyxWare program directory. Backing up the database is done by 
making an entry the command line:

IpPbxConfig.exe /backup [/file "<Backup File>"]
If you call the parameter "/backup" without the parameter "/file", a 
database backup will be generated in the SwyxWare standard backup 
directory. A unique file name is automatically assigned (e.g. "IpPbx-
Backup-2010-10-18-15-56-07.dat"). If you specify a file name without a 
path in the parameter '"/file", the file is likewise written to the above 
directory. When an absolute path is input, the file is stored as specified. 
A file of the same name already present is not overwritten.

To restore the SwyxWare database, enter in the command line

IpPbxConfig.exe /restore /file "<Backup File>"
To stop Swyx services automatically and restart them automatically 

In SwyxON the backup of the database is provided by the service provider.

Backing up the data
The Configurations W
database of an older 
of the existing databa
find this backup copy 

If the database is on
before the update.

Please refer to the Kn
tenance

https://service.swyx.n

7.11 UNINSTALLI
SwyxWare is uninstall

Please note that in a Sw
to do an automatic dat
Wizards. The administr
update, using the back

Deinstallation must be
SwyxON.

https://service.swyx.net/hc/de
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guration of SwyxServer    Uninstalling

4 Select the option "SwyxWare" found under "Change or Remove 
Program".

5 Click on "Remove".
6 Confirm the message asking whether you really want to uninstall 

SwyxWare with "Yes".
The uninstall process will be carried out automatically.

7 Click on "Close" to close the window.
When uninstalling, files that were used in conjunction with 
SwyxWare but weren't copied to the server during installation will 
not be removed.
The database holding the SwyxServer user and configuration data is 
not deleted, regardless of whether this is installed on the same 
computer or on another computer. If necessary, it should be deleted 
manually.

8 Delete database:
 In an environment with SwyxWare for DataCenter, you uninstall 

the database as for the installation according to the information 
from Microsoft.

 To delete the database of a SwyxWare, uninstall the Microsoft 
Data Engine and then delete the files
ippbx.mdf
ippbx_log.ldf
in the directory C:\Programs\Microsoft SQL Server\data. C:\Pro-
grams\Microsoft SQL Server is the MSDE installation directory.
Once you have uninstalled the Microsoft Data Engine, you must 
restart your computer before you can reinstall MSDE and Swyx-
Ware.
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8

8.1

Germany, Austria and Switzerland
he numbers 110 and 112 are reserved for emergency 
led, the following special treatments are applied:

ber suppression is ignored. The outgoing call 
ignaled.
configured a public phone number, a valid phone 
runk used is signaled to ensure that the call is not 
vider. 
 or licensed trunk channel limits are ignored. The 
red.

xternal trunk is configured and available, prefer-
n to the trunk whose assigned location matches 
emergency caller.

CATION
 the location assigned to a new user. In SwyxWare 
 a different icon compared to the other locations. 
ll other new users a different location as default, 
s of the new default location, select the option 
s the default Location" (8.4.1 The "General" 

on
ministration.

ith the right mouse button to open the context 

n..."
ing a location will open.

n 14.00, the numbers 110 and 112 cannot be 
ers.
er has already been assigned to one or more users, 
re no assignments for these numbers in your config-
EMERGENCY CALL DETECTION
In the case of emergency calls, a location determination is always neces-
sary. 
This function can only be performed via your telephony provider (e.g. provi-
sion of number ranges with corresponding area codes). 
Contact your provider to ensure that the caller's location is determined cor-
rectly.

then, in the propertie
"Set this Location a
Tab, Page 120).

How to create a new locati
1 Start SwyxWare Ad

2 Click "Locations" w
menu.

3 Select "Add locatio
The wizard for add
ions    Emergency call detection

LOCATIONS

Location is a user and trunk group property, which groups together 
site-dependent parameters.

A location represents all site-dependent parameters such as codes, pre-
fixes and time zones, but also PBX settings such as the public line 
access prefix.

With the help of these location parameters, dialed numbers are com-
posed into a canonical number during operation. Call permissions and 
routings are then compared with this canonical number within Swyx-
Ware.

Example: 

A subscriber in London (country code 44, area code 20, public line access 
0) dials the sequence of digits "0123456". The dialed number is then 
composed as follows:

The leading zero is interpreted as a public line access, and the sequence 
"123456" is left. As the first digit is no longer 0, the sequence is inter-
preted as a local number. With the location data, this then gives the 
canonical number "+4420123456". The routing records and Calling 
Rights are then checked for this number.

In the SwyxWare Administration you'll find the configured locations in 
the "Location" directory, with their respective associated users, groups 
and trunks under them.

Emergency calls in 
In the DACH countries, t
calls. If 110 or 112 is dia
 Any configured num

number is always s
 If the user has not 

number of the SIP t
rejected by the pro

 Existing configured
call is always delive

 If more than one e
ence is always give
the location of the 

8.2 DEFAULT LO
The default location is
Administration, it has
If you want to assign a

As of SwyxWare versio
assigned to internal us
If an emergency numb
make sure that there a
uration.
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o a number, which is within the number range of 
s not been assigned to a user, this call will be 
umber listed here.  You can enter the number 
from the list of SwyxWare numbers. It can also be 
ected SwyxServer.

e this location is assigned to. The time zone is 
ting time-dependent restrictions, for example for 

. ISDN, Location Germany) is enabled only from 
 user in England now calls at 7:15 p.m. local time a 
y (German local time 8:15 p.m.), the ISDN Trunk 
or this call.

D BUSINESS CALLS
lic line access prefixes can be configured for a 
e a new location, Page 118). This allows you to dis-
iness and private calls. Different routings can be 
d i f ferent  publ ic  l ine  access  pref ixes  (14 

rent public line access prefixes allows you to later 
ds (App. A: Call Detail Records (CDR), Page 393).

ON
xisting locations, e.g. by adding further public line 
ting them.

 location
ministration.
calls is always '0'.
Click on "Next>".

6 Private Branch Exchange related Properties:
Public Line Access
This is the number that SwyxWare users must first dial in order to 
make external calls. Default value: ‘0’.
You are able to enter several Public Line Accesses separated by a 
semicolon, e.g. to differentiate private and business calls using a 
different Public Line Access.
Route undeliverable calls to Internal Number:

8.4 EDIT LOCATI
You can also change e
access prefixes or dele

How to change an existing
1 Start SwyxWare Ad
ions    Private and business calls

4 Location name:
Enter the name of the location and, if applicable, a brief description. 
The name must be unambiguous within SwyxWare.
If you would like the location you are creating to be used as the 
default for all users and trunk groups subsequently set up, activate 
the "Set this Location as the Default Location" checkbox.
Click on "Next>".

5 Codes and prefixes for the location
The following parameters specify how numbers dialed by a user (or 
trunk group) of this location are to be interpreted by SwyxWare.

Example:

A user has the location London (codes 44, 20, prefixes 00, 0, public line 
access prefix 0). This user now dials 0456789. SwyxWare interprets the 
first 0 as the public line access prefix and the number sequence 456789 
as a local number. This results in the canonical number +4420 456789.

Own country code
Here you define your country code. For the United Kingdom, it is '44’.
Own area code
Enter your area code here without the preceding '0', for example, 
'20' for London or '161' for Manchester.
Prefix for international calls
The code for international calls is entered in this field. In Germany, 
this code is '00'.
Prefix for long distance calls
Here you enter the digit(s) which must be dialed in order to make a 
long distance call. In Germany, the digit required for long distance 

If a call is directed t
SwyxServer but ha
forwarded to the n
directly or select it 
a number of a conn
Click on "Next>".

7 Time zone:
Select the time zon
required for evalua
routing.

Example:

A Trunk Group (e. g
6 p.m. to 8 p.m. If a
number in German
Group is disabled f

8.3 PRIVATE AN
Several different pub
location ( How to creat
tinguish between bus
def ined for  these 
Routing, Page 234).

Analyzing calls by diffe
create call detail recor
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8.4

ween the locations

en two locations is always limited. You can limit 
ble connections between the two locations, in 
bandwidth of this connection for other applica-
e too - as in the limiting of calls over a trunk - 
mpressed) and 84 kbit/s (uncompressed) band-
ll.

n must be configured individually for each user; 
n be defined in the SwyxWare Administration, for 
onfigured locally in the client.

f you want to allow only a certain number of calls 
 Enter the maximum number of connections for 

nly direct calls but also all connections to Swyx-
 For instance, if you hold a call and start a second 
nections to the SwyxServer.

itation of the calls to a location

eded for a conference as there are participants, 
urther lines for setting up the conference.

scriber initiates a conference with 

 his location A, 

 are at location B and 

ts from location C, as well as 

nt.

er of lines is needed in each case:

onference functionality, specify the number of calls 
ast 4; for scenarios with more than one location, con-
 numbers apply for a three-way conference. The 
ngly increased for each further participant in a con-
Enter the general information for the location on this tab:

Location Information

The name of the location and, if applicable, a brief description can be 
found here. The name must be unambiguous within SwyxWare.

Activate the checkbox "Set this Location as the Default Location" if you 
want this location to be used as default for all users and trunk groups 
subsequently created.

Example:

At location A a sub

3 participants from

5 participants who

2 further participan

1 external participa

The following numb

ference.
ions    Edit location

2 Open the list of locations.
3 In the context menu for the location, select "Properties".

You can now configure the settings for the location as described 
below.

.1 THE "GENERAL" TAB

Restricting calls bet

The connection betwe
the number of possi
order e.g. to reserve 
tions too. In this cas
between 24 kbit/s (co
width is needed per ca

The voice compressio
for SwyxPhone that ca
SwyxIt! it can only be c

Select this checkbox, i
from/to this location.
this location.

Connections are not o
Server e.g. to a script.
call, you have two con

Conference and lim

As many lines are ne
plus two (maximum) f

If you want to use the c
to this location as at le
figure at least 5. These
number is correspondi
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8.4

eters specify how numbers dialed by a user (or 
cation are to be interpreted by SwyxWare.

tion London (codes 44, 20, prefixes 00, 0, public line 
is user now dials 0456789. SwyxWare interprets the 
 line access prefix and the number sequence 456789 
This results in the canonical number +4420 456789.

ur country code. For the United Kingdom, it is '44’.

de here without the preceding '0', for example, 
161' for Manchester.
nal calls
ational calls is entered in this field. In Germany, 

nce calls
 digit(s) which must be dialed in order to make a 
In Germany, the digit required for long distance 

 USA
bers always consist of 10 digits preceded by the 
SA (1):

 1
e first three digits of the local, ten-digit number
nal calls: 011
nce calls: 1

itzerland
scriber number always consists of an area code 
umber. 
Enter the codes, prefixes and public line access prefixes for the location 

on this tab.

Own country code:
Own area code: Th
Prefix for internatio
Prefix for long dista

Phone Numbers in Sw
In Switzerland, a sub
and a subscriber line n
ions    Edit location

Location A: 6 lines (1 initiator + 3 participants, 2 lines for the conference 
setup)

Location B: 5 Lines 

Location C: 2 Lines

Location of the trunk over which the external call comes in: 1 Line

If all participants in a conference are assigned to the same location, a 
maximum of one line is needed for setting up the conference. This 
means that with 7 participants at location A, the limit must be at least 8 
lines.

.2 THE "CODES AND PREFIXES" TAB

The following param
trunk group) of this lo

Example:

A user has the loca
access prefix 0). Th
first 0 as the public
as a local number. 

Codes and Prefixes

 Own country code
Here you define yo

 Own area code
Enter your area co
'20' for London or '

 Prefix for internatio
The code for intern
this code is '00'.

 Prefix for long dista
Here you enter the
long distance call. 
calls is always '0'.

Phone Numbers in the
In the USA, local num
country code for the U
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E" TAB

r the location on this tab.

ation is assigned to is given here. The time zone is 
ng time-dependent restrictions, for example for 

. ISDN, Location Germany) is enabled only from 
 user in England now calls at 7:15 p.m. local time a 
y (German local time 8:15 p.m.), the ISDN Trunk 
or this call.

ministration.
a number of a connected SwyxServer.

If the number selected here is no longer present, an error message is dis-
played until you have selected another number for the routing of undeliver-
able calls. This can be the case, for example, if the number has been 
deleted, or you have selected the number of a connected server to which 
there is no longer a connection.

routing.

Example:

A Trunk Group (e. g
6 p.m. to 8 p.m. If a
number in German
Group is disabled f

How to delete a location
1 Start SwyxWare Ad
ions    Edit location

Therefore, the following general SwyxServer settings must be made 
within the SwyxWare Administration:

Own country code: 41
Own area code: according to the local public network without the 
preceding zero.
Prefix for international calls: 00
Prefix for long distance calls: 0

In Switzerland you must also note that you must always enter the com-
plete number including the long distance code and the area code for 
outgoing calls, even local calls. SwyxWare will automatically fulfill these 
requirements if the user initiates a call with the canonical number (+41 
...).

Private Branch Exchange related Properties:

 Public Line Access
This is the number that SwyxWare users must first dial in order to 
make external calls. Default value: ‘0’.
You are able to enter several Public Line Accesses separated by a 
semicolon, e.g. to differentiate private and business calls using a dif-
ferent Public Line Access.

 Route undeliverable calls to Internal Number:
If a call is directed to a number which is within the number range of 
SwyxServer but has not been assigned to a user, this call will be for-
warded to the number listed here.  You can enter the number 
directly or select it from the list of SwyxWare numbers. It can also be 

8.4.3 THE "TIME ZON

Enter the time zone fo

The time zone this loc
required for evaluati
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ions    Edit location

2 Open the list of locations.
3 In the context menu for the location, select "Delete".

The location is deleted if it is not referenced by a user or a trunk 
group.

If the location is still in use, you cannot delete it. In this case please 
ensure that the location is assigned neither to a user nor to a trunk 
group by checking the "Location" column in the list of users / trunk 
groups and changing the configuration of the user or trunk group if 
necessary. 

For a better overview you can sort users and trunk groups by location in the 
SwyxWare Administration.
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9

9.1

rmissions are offered in the standard installation 
 in the standard installation., Page 129).

quirements for call permissions, which the stand-
tisfy, the SwyxWare administrator can define his 
customized specifically for the needs of the instal-

miss ions  in  deta i l ,  see  9 .1 .2  Create  Ca l l 

 Routing
ons  are  independent  o f  the  rout ing  (14 
outings define how a call leaves the system, i.e. 

ed depending on the trunk group and the time 
 a property of the SwyxServer.

 user and/or trunk group characteristics. They 
e granted to an incoming call, i.e. if and how a call 

 user
on states what calling rights this user has within 
le, he can have the right to make national calls, 
nes. If a SwyxWare user forwards a call (e.g. with 

d call receives the user's rights.

e installation with two servers, one in Liverpool and 
e two SwyxServers are connected to each other over 
For each user, these rights define 

 where a call may be made to (e.g. local),
 with what public line access (e.g. private or business) and
 via which trunk group this call may go out.

The call permissions are defined using so-called profiles, which are then 
assigned to individual users or trunk groups.

Such a profile can be composed of several individual permissions. But 
each user and each trunk group has only precisely one call permission.

There is a SwyxWar
one in Liverpool. Th
a SwyxLink.
es    Call Permissions

PROFILES

Several User Rights are combined to Profiles

In SwyxWare different Calling Rights or the usage of special features 
can be assigned to a User. A differentiation is made between

 Call Permissions
The permission to make calls e.g. with certain numbers or via dedi-
cated trunks.
See 9.1 Call Permissions, Page 123.

 Feature Profile
A feature profile defines which individual functions are generally 
available to this user.
See 9.2 Function profile, Page 132.

 Administration profile
A user can be assigned an administration profile. This defines what 
rights the user has when he connects to his SwyxServer with the 
help of the SwyxWare Administration.
See 9.3 Administration profiles, Page 138.

CALL PERMISSIONS
Call rights are defined within SwyxWare for users and trunk groups.

Various simple call pe
(9.1.1 Call permissions

If there are special re
ard profiles do not sa
own call permissions, 
lation.

To  def ine  ca l l  per
Permission, Page 129.

Call Permissions and
The  ca l l  perm is s i
Routing, Page 234). R
how it can be forward
conditions. Routes are

Call permissions are
define which rights ar
will be transmitted.

Call permission of a
A user's call permissi
SwyxWare. For examp
but not international o
a script), the forwarde

Example:
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 trunk group
signed to each trunk group. All calls that come in 
rit the call permission of this trunk group.

 call cannot be assigned to any user within the 
 must leave this system (e.g. via another trunk 
rding, it receives the call permission of the trunk 
e into this system.

re installation with two servers, one in Liverpool 
ol. The two SwyxServers are connected to each 
nk.

m the public network via the ISDN trunk group to 
r 020 23456-888. This number is not assigned to 

xWare, but there is forwarding for the number 
88* via a SIP trunk group. In order for this call to 
is SIP trunk group, the corresponding permission 
DN trunk group, which has received the call, i.e. 

een received by the trunk group must have the 
 the system via the SIP trunk:
 call permission of the ISDN trunk group:

Liverpool

Trunk Group
SIP
In its call permission, the trunk group "SwyxLink London-Liverpool" 
allows local calls via ISDN. (This is configured on the Liverpool side!):

Entry in the call permissions of the trunk group 
"SwyxLink London-Liverpool" on the Liverpool side:
Allow call +44151*; Trunk group "ISDN Liverpool"

If the SwyxWare user is called and if a route to the Liverpool local 
public network is set up, then a caller calling in London is routed via 
the SwyxLink trunk to Liverpool and there into the Liverpool local 
public network.

A call comes in fro
the London numbe
a user within Swy
range 020 234567-
be forwarded via th
must exist in the IS
the call that has b
permission to leave

Entry in the

PSTN
es    Call Permissions

The called user in London has the right to telephone via ISDN within 
London (locally), but not nationally: 

Entry in the user's call permission:
Allow call +4420*; Trunk group "ISDN London"

The called user in London also has the right to make calls to Liver-
pool via a SwyxLink trunk "SwyxLink London-Liverpool":

Entry in the user's call permission:
Allow call +44151*; Trunk group "SwyxLinkLondon-
Liverpool"

SwyxLink

London
SwyxWare

Liverpool
SwyxWare

PSTN Local public network
 Liverpool

Call permission of a
A call permission is as
via a trunk group inhe

Thus, if an incoming
SwyxWare system, it
group). For this forwa
group via which it cam

Example 1
There is a SwyxWa
and one in Liverpo
other over a SIP tru

London
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o Liverpool can in principle go via this SwyxLink, a 
t be set up on the server in London to forward all 
a the SwyxLink to Liverpool.
rd in London:
44 151*; Trunk group "SwyxLink London-
Priority 900

SwyxLink

Liverpool (+44151*)

SwyxWare

N
on

ISDN
Liverpool

ork Local public network
Liveprool
Example 2
There is a SwyxWare installation with two SwyxServers, one in Lon-
don and one in Liverpool. The two SwyxServers are connected to 
each other over a SwyxLink.
es    Call Permissions

Allow call +4420 23456-88*; Trunk group "SIP"

PSTN

Call to
+442023456888

SwyxWare

ISDN SIP

forwarded to
+442023456-88*

Liverpool

ISDN Trunk Group Configuration SIP Trunk Group Configuration

In order that calls t
routing record mus
calls to Liverpool vi

Routing reco
Allow call +
Liverpool"; 

London (+4420*)

SwyxWare

ISD
Lond

Local public netw
London
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44 151*; Trunk group "ISDN Liverpool"
n can thus call Liverpool via the SwyxLink, and 

cally via ISDN into the public telephone network.

re installation with two SwyxServers, one in Liver-
ermany. The two SwyxServers are connected to 
wyxLink.

Liverpool

ProfileSwyxLink
He also has the right to make calls to Liverpool via a SwyxLink trunk 
"SwyxLink London-Liverpool":

Entry in the user's call permission:
Allow call +44151*; Trunk group "SwyxLinkLondon-
Liverpool"

In its call permission, the trunk group "SwyxLink London-Liverpool" 
allows local calls via ISDN into the Liverpool local public network. 
(This is configured on the Liverpool side!):

Entry in the call permissions of the trunk group 
"SwyxLink London-Liverpool" on the Liverpool side:

Example 3:
There is a SwyxWa
pool and one in G
each other over a S
es    Call Permissions

A user has the location London (prefix: 020). In the first place he can 
make local calls in London via ISDN: 

Entry in the user's call permission:
Allow call +44,20*; Trunk group "ISDN London"

Allow call +
The user in Londo
there telephone lo

User A

Profile User A

London
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ight at his Liverpool location to telephone inter-

 user's call permission:
; Trunk group "All"
; Trunk group "All"
t to phone Germany (prefix 49) via SwyxLink:
 user's call permission:
49*; Trunk group "SwyxLink DE"

yxLink DE" is configured in such a way that calls 
runk group have the right to initiate national calls 
ublic network:
 call permission for SwyxLink DE in 
Allow call *
But he has the righ

Entry in the
Allow call +

In Germany the "Sw
coming in via this t
via ISDN into the p

Entry in the
Germany:
es    Call Permissions

To be able to make calls to England via this SwyxLink, a routing 
record must be set up on the server in Liverpool to forward all calls 
to Germany (prefix +49) via the SwyxLink to Germany.

Routing record in Liverpool:
Allow call +49*; Trunk group "SwyxLink DE"; Priority 
900

Liverpool (+44151*) DE (+49)

SwyxLink

SwyxWare SwyxWare

Local public network
Liverpool

National network
DE

The user has the r
nally.

Entry in the
Deny call +*
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 call permission of SwyxLink "London-
n Liverpool:
44151*; Trunk group "ISDN Liverpool"
on now calls Liverpool via the SwyxLink "London-Liv-
 be forwarded there into the Liverpool local network 

 the Liverpool side!).

, if a user from Liverpool now calls London via the 
Liverpool", his call can only be forwarded to an inter-

DE (+49)

SwyxLink

Profile SwyxLink 
remotely in Liverpool.

In London there is a call permission for the relevant trunk group, allow-
ing only internal calls:

Entry in the call permission of SwyxLink "London-
Liverpool" in London:
Allow call *; Trunk group "All"
Deny call +*; Trunk group "All"

In Liverpool a profile was set up for the assigned trunk group, allowing 
calls via ISDN into the local network in Liverpool.

Entry in the
Liverpool" i
Allow call +

If a user from Lond
erpool", his call can
(call permission on

On the other hand
SwyxLink "London-
es    Call Permissions

Allow call +49*; Trunk group "ISDN DE"
The user in Liverpool is now able to call Germany via SwyxLink, and 
there to make calls into the entire national telephone network; but 
he cannot call locally in Liverpool.
Such a constellation could e. g. make sense for a support employee, 
who only makes phone calls to Germany.
For private calls, a further permission can be set up with a public line 
access for private calls. e. g.

Entry in the user's call permission:
Allow call +44151*; Trunk group "ISDN Liverpool"; 
Public line access 8 (private)

Call permission for SwyxLink trunk groups

SwyxLink trunk groups represent the connection between two Swyx-
Ware installations. Every SwyxLink trunk is configured on both sides, on 
one side locally and on the other side remotely (16 SIP Links, Page 273).

A call that takes place over this connection inherits the call permission 
of the side on which it leaves this trunk; or, to put it another way, it 
receives the call permission of the trunk group which routes this call 
into SwyxWare.

Example:

There are two SwyxWare installations in London and Liverpool, which are 
connected to a SwyxLink "London-Liverpool".

The SwyxLink "London-Liverpool" is managed locally in London and Liverpool (+44151*)

User A

Profile User A
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9.1

9.1

all permissions in very precisely differentiated 
hem. Various parameters are available for selec-

the call permission positively (allow) or negatively 

rs or URIs
ies in the definition, e.g. for country and local 

r any digits or letters (10.5 Placeholder, Page 147).
odes
s public line access codes, e.g. in order to differ-
ivate and business calls.
oup
trunk group used for the outgoing call, e.g. ISDN 
rmissions can be specified.
e trunk permission, individual users can also be 
nly certain trunks.

orker is permitted only to telephone over the SIP 
nager is also permitted - e.g. if the SIP connection fails 
e ISDN access to the public network.

ll permission
e Administration and choose the SwyxServer.

he SwyxWare administration window, click with 
tton on "Call Permissions" and select the entry 
n..." in the context menu.
Permission" wizard appears.

ion of the call permission
e and a short description for the profile.

ions to call permissions
eral permissions for this profile here.
.2 CREATE CALL PERMISSION
If there are special requirements for call permissions, which the stand-
ard profiles do not satisfy, the SwyxWare administrator can define his 
own call permissions, customized specifically for the needs of the instal-
lation.

permissions during an update to the current version. Only the rights that 
were assigned to the user are considered here, but not the rights that he 
may have received within the scope of a group membership.

2 On the left side of t
the right mouse bu
"Add Call Permissio
The "Add New Call 

3 Name and descript
Enter a unique nam

4 Click on "Next>".
5 Add single permiss

You can specify sev

6 Click on "Add".
es    Call Permissions

nal employee, and not into the Liverpool local network (call permission 
on the Liverpool side!).

.1 CALL PERMISSIONS IN THE STANDARD 
INSTALLATION.
In the standard installation, a few simple call permissions are already 
available:

Call Permission Description
Deny all calls No outgoing calls can be initiated. This configuration can 

make sense for a user (script) who should only be called.

Internal calls Only calls to internal SwyxWare subscribers can be initi-
ated.

Calls into local public 
network

Only local calls, i. e. within the area code, can be made

National destinations Only calls within a country (same country code) can be 
initiated.

European destinations Only calls within Europe can be made, i.e. the country 
code must start with 3 or 4.

No call restrictions There are no call restrictions.

Call permissions that were granted in an earlier SwyxWare version (internal, 
local, national and international) are mapped on to the corresponding call 

You can specify the c
detail when defining t
tion for this purpose:

 Allow or deny call
You can formulate 
(deny).

 Destination numbe
You can use dumm
area codes, or '*' fo

 Public line access c
You can use variou
entiate between pr

 Use of the trunk gr
Depending on the 
or SIP, other call pe
With the help of th
forced to use e.g. o

Example: 

The normal office w
trunk, while the ma
- to phone using th

This is how you define a ca
1 Open the SwyxWar



Profil 130

e a call permission that basically allows local calls via 
t only for a specific public line access (in this case '8'), 

ollowing parameters:

]*

 (private)

is profile independently of the trunk group's location. 
de which was defined for the trunk group's location is 

PERMISSION
and or delete an existing call permission at any 
file is valid at once for all users and trunk groups 
ission.

permission
e Administration and choose the SwyxServer.

e SwyxWare administration window, open the 
files" and double-click on the profile you want to 

" window will appear.

file for gateways, use a dummy e. g. [AC] for the local 
older, Page 147). When a call is forwarded via a 
 code of the relevant gateway is used for the permis-
area code of the user location. This means that a 
ocal calls) can be used at various locations.
ified a second public line access, e. g. "8" (8 Locations, Page 118).

Now you can specify that for capacity reasons, only one particular trunk 
group may be used for private calls, e. g. the SIP trunk group.

8 Then click on "OK".
The new call permission is created and is immediately available.

1 Open the SwyxWar

2 In the left side of th
directory "Right Pro
edit.
The "Properties of…
es    Call Permissions

7 The following window appears:
 Destination:

Activate the option "Allow calls to Called Party number/SIP URI" or 
"Deny calls to Called Party number/SIP URI" . For each entry in the 
profile, you can only either allow calls (positive) or deny them 
(negative).
Specify the call numbers or URIs in the relevant fields. You can use 
dummies here, e.g. in order to define larger ranges (e. g. all calls in 
the Netherlands +31* or all calls to *@company.com).
If you want, define a public line access for this right. If the option is 
not activated, the definition applies to all public line accesses.
Several public line access codes separated by semicolons can be 
entered here.

Example:

All calls to numbers beginning with +44900 (activation of "Allow calls to 
Called Party number/SIP URI" and +44900*) are allowed, but only for pri-
vate purposes. For private calls you have specified a second public line 
access, e. g. "8" (8 Locations, Page 118).

This allows you to recognize all calls to 0900 numbers as private 
numbers in the Call Detail Records (CDR), and analyze them 
accordingly.

 Applicable Trunk group:
You can specify here whether all trunk groups or only one particu-
lar trunk group may be used for the permission defined above.

Example:

All calls for private purposes (activation of "Allow calls to Called Party 
number/SIP URI" and +*) will be allowed. For private calls you have spec-

Example:

If you want to creat
all trunk groups, bu
you configure the f

Allow call +[CC][AC

Trunk group "All"

Public line access 8

You can then use th
In each case, the co
used.

9.1.3 CHANGE CALL 
You can change, exp
time. The changed pro
who use this call perm

This is how you edit a call 

When defining the pro
area code (10.5 Placeh
gateway, the local area
sion, and not the local 
standard profile (e. g. l
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9.1.  THE "RIGHTS" TAB

 of individual permissions covered by this profile. 
e or delete the individual entries here.

 individual profile entry
dd...".

ow appears:

on "Allow calls to Called Party number/SIP URI" or 
lled Party number/SIP URI" . For each entry in the 
nly either allow calls (positive) or deny them 

umbers or URIs in the relevant fields. You can use 
. g. in order to define larger ranges (e. g. all calls 
Default Calling Right

If you want to use this profile as the standard profile for all new users, 
activate the relevant checkbox.

This is how you change an
1 Click on "Edit" or "A

The following wind

 Destination:
Activate the opti
"Deny calls to Ca
profile, you can o
(negative).
Specify the call n
dummies here, e
es    Call Permissions

3.1 PROPERTIES CALL PERMISSION GENERAL TAB

On this tab you will find the name and a brief description of the call per-
mission.

9.1.3.2 CALLING RIGHT -

This tab holds the list
You can add to, chang
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purposes (activation of "Allow calls to Called Party 
d +*) will be allowed. For private calls you have spec-

ic line access, e.g. "8" (see chapter 5, Sites,page98).

cify that for capacity reasons, only one particular 
 be used for private calls, e. g. the SIP trunk 

ed call permission is created and is immediately 

ll permission
e Administration and choose the SwyxServer.

e SwyxWare administration window, open the 
issions" and open the context menu of the right 

 delete.

on is still being used by a user or a trunk group, 
the profile.
n is not in use, it is deleted.

ROFILE
termines which SwyxWare functions a user can 

dard" is pre-configured and includes all licensed 
 for all new created users.

 the administrator selects a feature profile for this 
own list. The feature profile contains the func-
to the user. A different predefined feature profile 
 selected at any time by the administrator. The 

e profiles" cannot be seen, activate the entry 
u bar under "View".
Example:

All calls to numbers beginning with +44900 (activation of "Allow calls to 
Called Party number/SIP URI" and +44900*) are allowed, but only for pri-
vate purposes. For private calls you have specified a second public line 
access, e.g. "8" (see chapter 5, Sites,page98).

This allows you to recognize all calls to 0900 numbers as private num-
bers in the Call Detail Records (CDR), and analyze them accordingly.

 Applicable Trunk group:
You can specify here whether all trunk groups or only one particu-
lar trunk group may be used for the permission defined above.

use. The profile "Stan
options. It will be used

When creating a user,
user from the drop-d
tional range available 
can subsequently be

If the directory "Featur
"Advanced" in the men
es    Function profile

in the Netherlands +31* or all calls to *@company.com).
If you want, define a public line access for this right. If the option is 
not activated, the definition applies to all public line accesses.

Example:

All calls for private 
number/SIP URI" an
ified a second publ

Now you can spe
trunk group may
group.

2 Then click on "OK".
The new or amend
available.

This is how you delete a ca
1 Open the SwyxWar

2 In the left side of th
directory "Call Perm
record you want to

3 Select "Delete".
If this call permissi
you cannot delete 
If the call permissio

9.2 FUNCTION P
The feature profile de
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9.2

ILES IN THE STANDARD 

re profile "Standard" is pre-configured.. This pro-
able functions, depending on the option packs 
 and Option Packs, Page 29).

igned to the users "Conference", and "Operator".

s which provide a different combination of func-
can also specify whether this profile should be 
ofile for all new users.

s are available for selection when creating a fea-

Explanation
The user is able to log in, to make phone calls and to 
forward calls.
This functionality is the basis for all other functions.

Control a SwyxPhone or a SwyxIt! with CTI SwyxIt! 
(SwyxWare component)

The user can use SwyxFax, either directly as a printer or 
the SwyxFax Client.
Requirement: 
SwyxFax license or SwyxProfessional option

The user can use a voice box, i.e. the user has an answer-
ing machine that can record voice messages and forward 
them to the user as an e-mail. The user can check these 
messages by remote enquiry, and also remotely config-
ure his announcements and Call Forwarding Uncondi-
tional.
(Integral part of the SwyxWare)

The user can record calls spontaneously, i.e. during a call 
with SwyxIt!, the conversation or parts of it can be 
recorded spontaneously.
Requirement: 
SwyxRecord or SwyxProfessional option
.1 FEATURE PROFILES FOR ONLINE LICENSING
See 2 Online Licensing, Page 20

SwyxRecord
es    Function profile

change takes place as soon as the administrator confirms the user's 
properties with "OK".

 

It is possible here to grant the user rights to use advanced SwyxWare 
functionalities. To change the feature profile, select another profile 
from the selection list or create a new feature profile.

9.2.2 FEATURE PROF
INSTALLATION
In SwyxWare the featu
file contains all avail
installed (3.0.5 Options

This profile is also ass

You can create profile
tions for a user. You 
used as the default pr

The following function
ture profile:

Functions
SwyxBasicFunctional-
ity

SwyxCTI

SwyxFax

SwyxVoicemail
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d in SwyxWare.

t contain the SwyxECR feature, so that a script (which 
 the administrator for this user with use of the Graph-
an also be used by this user. To prevent this user from 
 himself, Graphical Script Editor is deactivated, see 
rties…" Dialog: The "Rights" Tab, Page 198.

ILES IN SWYXWARE FOR 
ND SWYXON

ied with a few simple feature profiles in the stand-
xWare for DataCenter and SwyxON. The feature 

d by the provider or the reseller. Each feature pro-
d in the invoice.

The user can use Swyx VisualGroups.
Requirement: 
Licensed option Swyx VisualGroups Standard or 
Enhanced

This option offers the possibility to use extended 
SwyxWare functionalities, such as CTI, integration of the 
global phone book and various system phone functions, 
with certified third-party SIP phones. The scope of 
functions depends on the provider and telephone model.

With CTI SwyxIt!, a third person device or an external 
phone can be controlled via its phone number. 
Requirement: Licensed option SwyxCTI+

Explanation

e functions is defined in the user properties, and is 
cal to the feature profile.
Swyx Connector for 
Notes

The user can use SwyxIt! with Lotus/IBM/HCL Notes. 
Requirement: 
Swyx Option Pack for IBM Notes

Swyx VisualContacts The user can use Swyx VisualContacts. 
Requirement: 
Licensed option Swyx VisualContacts

Swyx Connector for 
DATEV

The user can use Swyx Connector for DATEV.
Requirement: 
Licensed option Swyx Connector for DATEV

9.2.3 FEATURE PROF
DATACENTER A
You are already suppl
ard installation of Swy
profiles are predefine
file is individually liste
es    Function profile

SwyxBCR Basic Call Routing
The user can use the Call Routing Manager (create scripts 
and run them).
Requirement: 
SwyxBCR*- or SwyxProfessional option

SwyxECR Extended call routing
With the help use of the Graphical Script Editor., the user 
can define a complex set of rules and represent it graphi-
cally.
Requirement: 
SwyxECR or SwyxProfessional option

SwyxAdHocConfer-
ence

The user (SwyxIt! and SwyxPhone) can initiate confer-
ences spontaneously.
Requirement: 
SwyxConference license resp. SwyxProfessional option

SystemPhone The user can use a system phone as a terminal in 
addition to SwyxIt!. In this context, a system phone is a 
device which is not listed in the SwyxPhone Whitelist and 
therefore requires a SwyxPhone license. 
Requirement: 
SwyxPhone License

SwyxMonitor A user with the corresponding authorization can intrude 
on calls of this user.
Requirement:  
SwyxMonitor Option

Functions Explanation

SwyxBCR is include

Example 1:

A user's profile mus
was created e.g. by
ical Script Editor.) c
changing the script
11.2.10 The "Prope

Swyx VisualGroups

Feature Pack for Certi-
fied SIP phones

SwyxCTI+

Functions

The usage of SwyxWar
not immediately identi
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ndard' has the same scope as feature profile 'Stand-
ion'. The standard price is calculated for feature pro-
 the feature profile 'Standard Special Promotion' is at 
 provider can now differentiate in the invoice between 
ly identical profiles, and charge the customer different 

a customer (customer administrator) can deacti-
 included in a feature profile for a specific user. If 
ded in this profile, it cannot be activated by the 

or.

'Standard' includes Call Routing Manager and Swyx-
re profile 'Minimal' includes neither of these functions. 
 administrator assigns the "Standard" profile to the 
 use SwyxFax . Because of this, the customer adminis-
he Call Routing Manager checkbox in the field "Func-
and Features overview" on the "Rights" tab. Now the 
ax, but not edit redirection rules himself with Call 
ules created by the administrator with the Call Rout-

This profile contains all available functions:
 SwyxBasicFunctionality
 SwyxCTI
 SwyxFax
 SwyxVoicemail
 SwyxRecord
 SwyxBCR (Basic Call Routing)
 SwyxECR (Extended Call Routing)
 SwyxAdHocConference*
 SystemPhone
 SwyxMonitor
 Swyx Connector for Notes
 Swyx VisualContacts
 Swyx Connector for DATEV
 Swyx VisualContacts Standard/Enhanced
 SwyxCTI+

Description
 SwyxAdHocConference
 SwyxVoicemail customer administrat

Example:

The feature profile 
Fax, while the featu
Now, the customer
user, so he/she can
trator deactivates t
tional Permissions 
user can use SwyxF
Routing Manager. R
es    Function profile

Feature profiles normally differ in their functional range. On the other 
hand, such feature profiles may also differ only in the price to be calcu-
lated later.

SwyxWare for DataCenter

Feature Profile Description
Deactivated
(Deactivated)

User with this profile cannot log in and therefore they 
are not able to make phone calls. Their Call Forwarding 
is also not activated.
So it is possible to save the configuration for users, 
which are absent for a long time. These users will be 
reported separately.

Plain
(Plain)

This profile only includes the basic functions, i.e. users 
with this profile are only allowed to place calls.
 SwyxBasicFunctionality

Minimal This profile contains the basic functions for a telephony 
user:
 SwyxBasicFunctionality
 System Phone
 SwyxVoicemail

Standard This profile contains the functions for a SwyxWare user:
 SwyxBasicFunctionality
 SwyxFax
 SwyxCTI
 System Phone
 SwyxBCR (Basic Call Routing)

Example:

Feature profile 'Sta
ard Special Promot
file 'Standard', while
a reduced rate. The
these two technical
rates.

The administrator of 
vate functions that are
a function is not inclu

Advanced
(Advanced)

Feature Profile
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URE PROFILE

ature profile
ure Profiles" and choose the entry "Add feature 

ting a feature profile will appear.

e profile
e new feature profile, and if necessary a 

is profile should be used as the standard profile 

This profile contains the functions for a SwyxWare user:
 SwyxBasicFunctionality
 SwyxCTI
 SwyxCTI+
 SwyxBCR (Basic Call Routing)
 SwyxAdHocConference
 SwyxVoicemail

This profile contains the functions for a SwyxWare user:
 SwyxBasicFunctionality
 SwyxCTI
 SwyxCTI+
 SwyxFax
 SwyxBCR (Basic Call Routing)
 SwyxECR (Extended Call Routing)
 SwyxAdHocConference
 SwyxVoicemail

Description

 to edit the defined function profiles in online licens-
o create your own function profiles. For more infor-
 your provider.
(Deactivated) are not able to make phone calls. Their Call Forwarding 
is also not activated.
The usage report records the total number of users 
ordered, even if these users are allocated the function 
profile "Deactivated".

1 Right-click on "Feat
profile...".
The wizard for crea

2 Name of the featur
Enter a name for th
description.
Specify whether th
for all new users.
Click on "Next>".

3 Available Functions
es    Function profile

ing Manager can be activated for this user, however. The feature profile 
'Standard' is entered in Reporting and charged by the provider.

Example, 'Use use of the Graphical Script Editor.':

The 'Standard' profile does not include use of the Graphical Script Edi-
tor., the 'Advanced' profile does contain the use of the Graphical Script 
Editor..

If the administrator chooses the 'Standard' profile for User A, he cannot 
permit him use of the Graphical Script Editor., since it is not included in 
the profile. If he assigns User B the 'Advanced' profile, the administrator 
can make use of the Graphical Script Editor. available for User B, by acti-
vating use of the Graphical Script Editor. in the administration. This 
allows User B to create or edit scripts with use of the Graphical Script 
Editor.. If Graphical Script Editor is not activated in the administration 
(e.g. if the user only has a SwyxPhone), scripts created e.g. by the admin-
istrator may still run for this user. This is not possible for User A.

The profile "Advanced" will be assigned to new users. If you want to 
assign automatically a different profile to new users, e.g. the profile 
"Minimal", you have to configure this in the properties of the profile 
"Minimal".

The profile "No Features" is assigned to the preconfigured users "Con-
ference" ; the profile "Advanced" to the user "Operator".

SwyxON

Feature Profile Description
Deactivated User with this profile cannot log in and therefore they 

9.2.4 MODIFY A FEAT

This is how you create a fe

Feature Profile M

Feature Profile L

Feature Profile

You are not authorized
ing and in SwyxON or t
mation, please contact
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9.2.

ser limit" if only a specified number of users may 
 case, specify the maximum number of users who 
is profile.

E - THE "FEATURES" TAB

list of all available functions. You can activate and 
unctions for this profile here.

ure profile
ture profiles.
On this tab you will find the name and a brief description of the feature 
profile.

Default Feature Profile

If you want to use this profile as the standard profile for all new users, 
activate the relevant checkbox.

This tab contains the 
deactivate individual f

This is how you edit a feat
1 Open the list of fea
es    Function profile

Activate the functions for the profile.
Click "Finish".
The new feature profile is created and is immediately available.

4.1 FEATURE PROFILE - TAB "GENERAL"

User limit

Activate the option "U
use this profile. In this
are allowed to have th

9.2.4.2 FEATURE PROFIL
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Thi

9.3

ups in the Administration tree view and therefore 
hem.

 "Not administrator" is assigned to a user on crea-
ange this, open the user properties and assign a 
o  the user  (11.2 .1 .1  The "Administrat ion" 

lied with a few simple administration profiles in 
on.

Description
These administrators have unrestricted access to 
SwyxWare. 

These administrators have all the necessary rights for 
configuring SwyxServer. Above all, these administrators 
can create or alter feature profiles.

This administrator can undertake all configurations for 
users and groups. You can assign the numbers and 
administrator profiles and configure group parameters. 
The exceptions here are the trunks and trunk groups, 
and the feature profiles.

This administrator is able to change user properties as 
well as create or delete users. These rights are typically 
needed by an administrator who is not meant to change 
the system configuration.

This administrator can see the current call status in the 
administration, e.g. whether any calls are currently 
made.

Users with this right can edit the global phone book, e. g. 
add or change important phone numbers for the whole 
company.

This profile is the default profile for a new user. There-
with the user can log in via Swyx Control Center as user 
and change his own parameters. 
ADMINISTRATION PROFILES
In addition to the administrator with all rights, there is the option of set-
ting up additional administrators whose rights are restricted to certain 
applications.

Only those parts of the administration for which the user has the 
appropriate rights are displayed. For example, a user administrator will 

Phonebook Operator
(Phonebook Operator)

No Administrator
(No Administrator)
es    Administration profiles

2 Right-click on the feature profile you want to edit, or select 
"Properties" in the context menu.
In each case, the "Properties of..." window will appear.
On the "General" tab you can change the name and description of 
the profile. You can also specify whether this profile should be used 
as the standard profile for all new users. If you activate this 
checkbox, this option is unset for the previous standard profile.

3 Switch to the "Features" tab to change the functions allowed for this 
profile.

s is how you delete a feature profile
1 Please ensure that this feature profile is not assigned to a user.

2  To do this, highlight in SwyxWare Administration the profile you 
want to delete. 
If there are any users left using this profile (on the right side of the 
administration), please assign a new profile to these users.

3 Switch to the "Features" tab to change the functions allowed for this 
profile.

4 If this profile is no longer assigned to any users, click with the right 
mouse button on the profile in the tree structure, and select 
"Delete" in the context menu.
When you confirm the query with "Yes", the profile is deleted.

If you want to assign a different profile to several users, you can also high-
light these in the list in Administration and use Drag & Drop to move them 
to the new profile.

not see any trunk gro
cannot administrate t

As default, the profile
tion. If you want to ch
di f ferent  prof i le  t
Tab, Page 159).

You are already supp
the standard installati

Administration profile
System Administrator

Backoffice Administra-
tor

User Administrator
(User Administrator)

User Operator
(User Operator)

Call Status Operator
(Call Status Operator)
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9.3

n on provider and partner administrators in 
reach.com/swyxon/1.00/Partner/Swyx/en-US/
elp/admin_profiles_$.

istrators are entered by the provider or reseller 
the customer the opportunity to administrate his 
self.

options arise:

SwyxWare 
for 
DataCenter

This administrator profile differs from the 
"Reseller Administrator" profile in the 
following aspects:
 - no permission for configuring CDRs
 - restricted permission for configuring 

trunk recordings
 - restricted permission for configuring 

trunk group profiles
 - permission for configuring trunk num-

ber signalling

Solution Description

SwyxON These administrators manage their UC 
tenant as well as the objects created on it, 
including trunk groups and trunks.

SwyxON These administrators manage their UC 
tenant as well as the objects created on it, 
excluding trunk groups and trunks.

SwyxWare 
for 
DataCenter

This administrator has the maximum 
possible rights for a customer. He can 
undertake all necessary configurations for 
his front end server. The only exceptions 
here are the trunks and trunk groups, and 
the feature profiles.

Solution Description
The only exception is the configuration of 
users and groups.

Reseller Administrator SwyxWare 
for 
DataCenter

This administrator profile is provided 
specifically for resellers. It allows 
complete configuration of a SwyxServer. 
The only exception is the configuration of 
trunks and trunk groups.

Administrator

UC Tenant Administra-
tor

Customer Administra-
tor
 (Customer Administra-
tor)
es    Administration profiles

.1 ADMINISTRATORS IN SWYXWARE FOR 
DATACENTER AND SWYXON
In SwyxWare for DataCenter and SwyxON, a general distinction is made 
between the provider and reseller or partner level on the one hand as 
well as the customer's won administrators on the other hand.

Providers and Resellers/Partners
These administrators configure SwyxWare for DataCenter or SwyxON 
for all customers. The following specific administration levels arise:

Administration pro-
file Solution Description

System Administrator SwyxWare 
for 
DataCenter

These administrators have unrestricted 
access to SwyxWare for DataCenter. The 
target group is the administrators of the 
provider or the reseller. Local administra-
tors of the Windows Server always have 
the rights of a SwyxWare for DataCenter 
administrator. Further Windows user 
accounts can be added. These adminis-
trators also have the right to assign 
administration profiles to other users.

Backoffice Administra-
tor

SwyxWare 
for 
DataCenter

These administrators have all the neces-
sary rights for configuring SwyxWare for 
DataCenter. Above all, these administra-
tors can create or alter feature profiles. 

For more informatio
SwyxON see help.en
index.html#context/h

Customers
Customer level admin
or partner, providing 
telephone system him

The following specific 

Reseller Administra-
tor Limited

Administration pro-
file

Advanced UC Tenant 

Administration pro-
file

https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/admin_profiles_$
https://help.enreach.com/swyxon/1.00/Partner/Swyx/en-US/#context/help/admin_profiles_$
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SwyxWare 
for 
DataCenter

All profiles:
System Administrator
Backoffice Administrator
Reseller Administrator*
Customer Administrator
User Administrator
User Operator
Call Status Operator
Phonebook Operator

SwyxWare 
for 
DataCenter

No profile, since this administrator cannot 
change any users or groups

SwyxWare 
for 
DataCenter

Reseller Administrator
Reseller Administrator Limited
Customer Administrator
User Administrator
User Operator
Call Status Operator
Phonebook Operator

SwyxWare 
for 
DataCenter

Customer Administrator
User Administrator
User Operator
Call Status Operator
Phonebook Operator

SwyxWare 
for 
DataCenter

User Administrator
User Operator
Call Status Operator
Phonebook Operator

SwyxWare 
for 
DataCenter

No profile, since this administrator cannot 
change any users or groups

SwyxON No profile, since this administrator cannot 
change any users or groups

Solution Assignable profiles
Advanced UC Tenant 
Administrator

SwyxON Advanced UC Tenant Administrator
UC Tenant Administrator
Phonebook Operator

UC Tenant Administra-
tor

SwyxON UC Tenant Administrator
Phonebook Operator

User Operator
Call Status Operator
Phonebook Operator
No Administrator

Phonebook Operator
No Administrator
es    Administration profiles

Granting of rights
Dependent on his own position within the rights hierarchy, an adminis-
trator can assign administration rights himself. Please see the following 
table for details:

User Administrator
 (User Administrator)

SwyxWare 
for 
DataCenter

This administrator can change all proper-
ties of users and groups. These rights are 
typically needed by an administrator who 
is not meant to change the system config-
uration.

Call Status Operator
 (Call Status Operator)

SwyxWare 
for 
DataCenter

This administrator can see the current call 
status in the administration, e.g. whether 
any calls are currently made. This option 
is of interest to an administrator who e.g. 
wants to suspend the computer, and can 
thus find out whether calls are still in 
progress.

Phonebook Operator 
(Phonebook Operator: 
Editing the global 
phonebook)

 SwyxWare 
for Data-
Center

 SwyxON

With this right, you can only edit the 
global phonebook, e. g. add or change 
important phone numbers for the whole 
company.

Own administrator 
profile Solution Assignable profiles

Administration pro-
file Solution Description

System Administrator

Backoffice Administra-
tor

Reseller Administrator

Customer Administra-
tor

User Administrator

Own administrator 
profile
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10

10.

ribed in detail below and illustrated with exam-

BERS

 is the user's numbers on which he can be called 
r users at the same location or from other net-

 internal number is freely definable and need not 
nd to the extension of the external number, 
st common way of assigning internal numbers. 
al number that differs from the user's extension: 
20 5666 227 -> Internal number 5227). This inter-
st of any number of digits up to a maximum of 10 
y be ensured that the format of the internal num-
 with other numbers or codes used in the system. 
al number cannot begin with "0" if this is defined 
ss for this location. It is also possible for a user to 
n one internal number. It is not permissible for a 
r to begin with another user's internal number. 

nal number 12345, User2 may not be given the inter-
ut 1235 is permitted.

ternal numbers enables a common number plan 
ed SwyxWare locations.

112 are reserved for emergency calls in Germany, 
d. 
n 14.00, the numbers 110 and 112 cannot be 
ers.
re no assignments for these phone numbers in your 
Examples of number mappings

Placeholder

Further examples of number replacement

1 NUMBER TYPES
SwyxWare supports three different number types:

 Internal numbers

be assigned more tha
user's internal numbe

Example: 

User1 has the inter
nal number 1234, b

Number plan

The introduction of in
to be used in network

Example: 
ers and Number Mappings    Number Types

NUMBERS AND NUMBER 
MAPPINGS

A flexible number concept, which supports distributed loca-
tions

The number mapping explained in this chapter describes the mapping 
of internal numbers for a user to external call numbers. Number map-
ping should not be confused with the number replacement which can 
be defined on a trunk group. Number replacement specifies how num-
bers (number ranges) can be replaced by other numbers/ranges ( Spe-
cial number replacement:, Page 226).

In this context, please note the following definitions: Forwardings are 
in relation to a trunk group and establish whether a call via this trunk 
group can fundamentally leave the SwyxWare installation (14 
Routing, Page 234). The call permission for a user or a trunk group 
defines whether a call has the right to be made via this trunk group (9 
Profiles, Page 123).

Number Types

Number concept

Mapping of numbers

 External numbers
 SIP-URIs

These terms are desc
ples.

10.1.1 INTERNAL NUM

Tthe internal number
internally, i.e. by othe
worked locations. The
necessarily correspo
though this is the mo
(Example of an intern
External number +44 
nal number can consi
digits. It should merel
bers does not conflict
For example, an intern
for the public line acce

The numbers 110 and 
Austria and Switzerlan
As of SwyxWare versio
assigned to internal us
Make sure that there a
configuration.
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10.

Ware locations, this opens up the possibility of 
rnal numbers at different locations, via which 
h him.

g at a SwyxWare location in Germany can have, in 
rnal number at the German location, a further exter-
nterconnected SwyxWare location in England. If a call 
glish number, this call is forwarded to the relevant 
ted SwyxWare in Germany. For an outgoing call from 
rnal subscriber in England, the call can be forwarded 
stallation in England into their connected public tele-

he subscriber concerned, so that the user's external 
ignaled to the called subscriber in England. Such a 
s a company (in addition to saving money by using 
local gateways in the interconnected SwyxWare loca-
uch better outward impression thanks to the "local 
t different locations.

e called internally, i.e. within the SwyxWare instal-
d to assign him an external number. In this case 

directly reached on his internal number by other 
Ware installation (including other networked loca-
eached from the public telephone network or the 

nal numbers

mbers are always given in the canonical format:

de><area code><number>
777100

bers (numbers on the ISDN or analog connection). 
r public numbers, which need to be mapped to a 

external numbers is that of the SIP URI (Uniform 
hese numbers (usual in Internet telephony) have 
Several external numbers for one user

It is also possible here to assign more than one external number to a 
user (10.3 Mapping of numbers, Page 144). Especially in installations 

You can also assign an external number to a user that contains less or more 
digits than the defined numbers range. In this case, overlaps during the call 
transfer may occur. 
If two users have been assigned the external numbers +44 4777 28 and +44 
4777 288 for example, any external calls for one of the two users are only 
signalized to the first user. Any longer number will not be decoded by the 
system, as soon as a dialed number corresponds to an assigned number.

+<country co
Example: +44 20 4

These are public num
SIP providers also offe
country or a location.

10.1.3 SIP-URIS
A special form of the 
Resource Identifier). T
ers and Number Mappings    Number Types

A company at a Liverpool location gives all employees a three-digit inter-
nal number beginning with "2" (e.g. 201, 202, 203...). The internal num-
bers of the company's networked SwyxWare location in Dortmund begin 
with "3" (e.g. 301, 302, 303, ...). When the numbers are assigned in this 
way and the forwarding tables are configured accordingly, it is possible 
for all employees to reach all other employees, even in other locations, 
using the internal numbers.

1.2 EXTERNAL NUMBERS
A user's external number defines the number on which he can be 
reached from an external phone. This external number must come 
from the public number range, which is supplied by the relevant tele-
phone service provider. This number range must have been assigned to 
the SwyxServer through the number configuration of its associated 
trunks.

These are usually number ranges which are supplied via the Swyx-
Server's analog or ISDN connection to the public telephone network by 
the relevant service provider (e.g. Deutsche Telekom, Arcor, etc), but 
also by a VoIP telephony provider. It is often a contiguous number 
range, such as from +44 20 1234 100 to +44 20 1234 199, which differs 
only in the last part of the number.

Each of the numbers from this range can be assigned to exactly one 
user, so that he can be called on the assigned number by external sub-
scribers.

with networked Swyx
assigning a user exte
external calls can reac

Example: 

Thus, a user workin
addition to his exte
nal number at an i
comes in on this En
user on the connec
the user to an exte
via the SwyxWare in
phone network to t
English number is s
configuration allow
the corresponding 
tions) to create a m
presence" of staff a

If a user should only b
lation, there is no nee
the user can only be 
users within the Swyx
tions); he cannot be r
Internet.

Format of the exter

In general, external nu
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try code and area code, as well as the public line 
source of a call (user or trunk) and each destina-
runk) can then be related to a location and thus to 
e composition of the number (e.g. country code, 
 line access).

118.

r concept
e shows that every SwyxWare user can have sev-
s in different public networks. Each public num-
 exactly one user.

Number
323
Tom is identified internally by his internal number

4430555 55666-323
Tom's "London" external number
44151 89 00 -99
Tom's "Liverpool" external number
For outgoing calls, both numbers are signaled as CallerID, 
depending on which trunk is in use.

222
Uwe is identified internally by his internal number

4430555 55666-222
Uwe's "London" external number
sip:uwe.jones@company.de
sip:uwe.jones@company.com
sip:jones@company.com
Uwe's further external SIP addresses

410
Jane is identified internally by her internal number

4430555 55666-410
Jane's "London" external number
44151 2 00 -99
Jane's German office
These users can then be reached by external subscribers via the SIP 
URI. Just as for the external numbers, one user can also be assigned 
several SIP URIs, under which the user can be reached from the outside 
world.

2 NUMBER CONCEPT
Every user is assigned a public number.

Conversely, each user and each trunk group is assigned one location as 
a property. The location property also defines information relating to 

Jane internal

exter-
nal
ers and Number Mappings    Number concept

a format like an email address. They contain a user-specific component 
(user ID) and a general component (realm) that may, for example, be 
the same throughout a company. A "number" of this type will always 
start with ’sip:’ and comprises:

sip:<user-ID>@<realm>
Example: sip:tom.jones@company.com

The user-specific part here can consist of 

 a canonical number, often also without +, e. g. +442012345@com-
pany.com or 442012345@company.com,

 a national number e. g. 02012345@company.com
 or, as offered by some Internet telephony service providers, a char-

acter string (e. g. jones@company.com).

In the configuration of such SIP URIs, they are always prefixed with 
"SIP:".

SIP URI as number

A SIP URI, whether in canonical or character string form, serves in Inter-
net telephony as the unique reference for a user, just like an external 
number in the public telephone network.

SwyxWare therefore allows a mapping of these SIP URIs to SwyxWare 
users in the same way as canonical numbers can be mapped. The SIP 
URIs are thus entered like the public numbers in the SwyxServer in the 
number/URI configuration of a trunk, and assigned to the correspond-
ing users.

the number, e.g., coun
access number. Each 
tion of a call (user or t
information about th
local area code, public

See 8 Locations, Page 

Example of a numbe
The following exampl
eral different number
ber can be assigned to

User
Tom internal

exter-
nal

Uwe internal

exter-
nal
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.g. local calls only) which determines whether a 
arded via the trunk in Munich (TG2), the trunk in 
nk in Dortmund (TG3).

 are forwarded via the SwyxLink trunk TG4 to Eng-
re according to the prevailing routing there.

 (+1*) and Switzerland (+41*) are forwarded via 
6.

, which are in the domain of a SIP provider (here 
arded via the SIP trunk group TG5. 

34.

F NUMBERS
 establishes the logical link between internal num-
) and external numbers. This ensures that a call 
e and directed to the external number of a user 

 user's internal number and will thereby reach the 

n be mapped to users or groups as soon as these 
to public numbers can also be configured directly 
s" Tab, Page 172 or for groups 12.2.2 The "Proper-
bers" Tab, Page 213).

 number can be mapped to more than one exter-
e user can be reached on several external num-
er 10.1.2 External numbers, Page 142).

mbers are defined for one user, each of these 
 also be mapped to different external numbers.

e properties on his SwyxPhone or SwyxIt!, he has 
nfigure the lines with the different internal/exter-
bles him to signal different external numbers to 

e of line for outgoing calls.

eys" Tab, Page 185.

n internal and external numbers are listed in 
irectory "Number Mappings". Administrators can 
numbers that cannot be routed within SwyxWare are forwarded to the 
outside world according to the routing records (WL) that were specified 
on the trunk groups.

Routing

Outgoing calls from SwyxWare are forwarded via the ISDN trunk group 
TG3 in London into the public network.

Calls to Germany (+49*) are also forwarded via the ISDN trunk group 
TG1 in Berlin into the public network. The calls going directly to Munich 
(+4989*) use the ISDN trunk group TG2. It is the priority or the call per-

bers (see example und

If several internal nu
internal numbers can

If the user defines lin
the opportunity to co
nal numbers. This ena
the caller by the choic

See 11.2.6.6 The"Line k

All mappings betwee
administration in the d
ers and Number Mappings    Mapping of numbers

The following image shows the installed trunk groups (TG1-6) and the 
associated routings (WL) in diagram form.

Fig. 10-1: Configuration example for a number plan, trunk groups (TG) and routing (WL)

To call another SwyxWare user, only the internal number can be dialed, 
even if these users are based at different locations. Calls to external 

SwyxWare
Tom

internal 323
external +44 20 55666-323

  +44 151 6623-14
 

John
internal 222

external +44 20 55666-222
sip: uwe.jones@company.de

sip: uwe.jones@company.com
 

Marie
internal 410

external +44 20 55666-410
+49 89 34501-12

TG1 (ISDN)
+44 151 643 2119

TG2 (ISDN)
+44 151 6623-XX

 
TG3 (ISDN)

+44 20 55666-XXX

TG4 (SwyxLink)
+49 89 34501-XX

TG6 (SIP)
sip:*@company.de

sip:*@company.com

TG5 (ENUM)
sip: jones@company.com

WL
sip:*@freecall.com

WL
+1*;+41*

WL
+49*

WL
+*

WL
+44161*

WL
+44*

mission of the user (e
call to Munich is forw
Berlin (TG1) or the tru

Calls going to England
land, and handled the

Calls going to the USA
the SIP trunk group TG

Calls directed to URLs
freecall.com), are forw

See 14 Routing, Page 2

10.3 MAPPING O
The number mapping
bers (and thus users
coming in from outsid
will be mapped to the
user.

An internal number ca
are created. Mapping 
(11.2.2.1 The "Number
ties…" Dialog The "Num

In general an internal
nal number, so that th
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How

ess a list of currently configured trunks and 
ranges/URIs.
rom a range of numbers, highlight the 
y and enter the number directly in the "Mapped 

ld.
o assign a public number, select "None" from the 

e number cannot be dialed directly from outside 
ssed via an internal connection).

 user
the list to whom the new internal number or 
e mapping you have just configured, is to be 

 mapped to the selected user.

ping
e Administration and choose the SwyxServer.

e SwyxWare administration window, open the 
 Mapping". You can now edit an existing mapping. 
ing and select "Edit..." from the context menu. 
ow appears: "Edit number mapping".

ternal number for a user or the mapping to a 

ew number mapping is set up for the user.

F NUMBER MAPPINGS
t flexibility for incorporating inter-location scenar-
ping. The following examples will show just how 
Enter a new internal number or a numbers range.
Select "Next Unused..." to have the system assign a new number 
automatically. Select "Check" to ascertain whether the number 
entered has already been assigned.
Activate the "Show in Phonebook" option if you want the numbers 
mapped here to appear in the global phonebook.
Click on "Next>".

5 Map the internal number to a public number:
Enter the public number or the first number in a range in canonical 
format, which is to be mapped to this internal number.

Click "Finish". The n

10.4 EXAMPLES O
SwyxWare offers grea
ios into number map
very flexible it is.
ers and Number Mappings    Examples of number mappings

use this list to see immediately the mappings between internal num-
bers and public numbers, the user or group to which these numbers 
belong and the trunk to which these numbers have been mapped.

One or a number of public numbers or SIP-URIs can be mapped to each 
internal number. In this context, it does not matter how many digits the 
internal number contains.

Example:

A public range of extension numbers 000-499 has been assigned to you. 

For example, you can issue four-digit internal numbers from 0000-9999. 
However, a maximum of 500 numbers can be reached directly from the 
outside.

 to create a new number mapping
1 Open the SwyxWare Administration and choose the SwyxServer.

2 In the context menu for the "Number Mappings" directory, select 
"Add Number Mapping..." or "Add Range for Number Mapping".

3 The wizard for "Add Internal Number" or "Map Numbers Range" will 
appear.

4 Internal number:

A warning occurs, when the dialed number is longer or shorter than a num-
ber of the numbers range defined in the trunk. If, for example, the numbers 
range is +441234777 000-999 and you assign the number +44123477755 to 
a user.

Click "Select" to acc
mapped numbers 
To map a number f
corresponding entr
public number" fie
If you do not wish t
list.
Please note that th
(it can only be acce
Then click on "OK".

6 Select the assigned
Select a user from 
range, as well as th
assigned.
Click "Finish". 

7 The new number is

How to edit a number map
1 Open the SwyxWar

2 In the left side of th
directory "Number
Highlight the mapp
The following wind

3 You can edit the in
public number.
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mber 222. The London number ’+44 20 1234-222’ 
o him. He also receives the URI "jones@com-

ers dialing from anywhere in the company can 
 time via his internal number (222).

Number Mapping

Munich

Local public 
network 

s:
4-323 
3-14

Gateway London

Gateway Munich
Call via

+49896623-14
will be assigned t
pany.com".
Other internal call
contact him at any
ers and Number Mappings    Examples of number mappings

SwyxWare With Three Locations
There are three company locations: London (+4420), Manchester 
(+44161) and Germany (+49). A SwyxServer with ISDN access is installed 
in London; at the other locations, there is a separate gateway with ISDN 
connection to the public network. Furthermore, the headquarters in 
London is connected to a SIP provider. This means that there are four 
trunk groups (3*ISDN + 1*SIP) each with one trunk.

User A
has the internal number 323. Two numbers are assigned to this user. 
One is a London number (+44 20 1234-323) and the other is a Manches-
ter number (+44 161 6623-14). This user can therefore always be con-
tacted via his Manchester number, even when he is in London.

If the subscriber is in Dortmund but calls a number in Munich, his 
call can be routed via the gateway (trunk) in Munich and thus his 
number in Munich (49 89 6623-14) is signaled to the caller.
Other internal callers dialing from anywhere in the company can 
contact him at any time via his internal number (323).

User B
has the internal nu

User A
Internal: 323

Number
 +49231123

+4989662

London



Numb 147

ER
 used when mapping numbers or SIP-URIs to a 
These placeholders can also be used in the Rout-
g Rights.

EHOLDERS
ers can be used in many places within SwyxWare, 
appings, number replacements and so on.

placeholders are available:

r C:
0 

ay Configuration England

Gateway UK:
Call via

+4434501-12

PSTN
UK

England
User C
has the internal number 410. Both a London number '+44 20 4777-
410' and a German number '+49 34501-12' have been assigned to 
this user. This means that he can be contacted via a London number 
and a German number.
Other internal callers dialing from anywhere in the company can 
contact him at any time via his internal number (410).
If the user calls a number in Germany from London, his call can be 
forwarded via the gateway (trunk) in Germany and, therefore, his 
number in Germany (+49 34501-12) indicated to the caller.

user, group or trunk. 
ing Table or the Callin

10.5.1 GENERAL PLAC
The general placehold
in routings, number m

The following general 
ers and Number Mappings    Placeholder

Number Mapping

User B
Internal: 222

URIs:
tom.jones@outlook.com

SIP Trunk London

Phone number
+492311234-222

Gateway London

10.5 PLACEHOLD
Placeholders can be

London

User C
Internal: 410

Numbers of Use
+492314777-41

+4434501-12

Gatew

Number Assignment
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umbers in Germany (+49) in Cologne (221)
ublic numbers
umbers

EHOLDERS
h the  Ca l l ing  R ig hts  ( 9 .1 .2  Create  Ca l l 
) and number replacement ( Special number 

26), further special placeholders are provided. 
re replaced with the location parameters of the 
s possible e.g. to create a call permission that can 
y of the location.

e a call permission that basically allows local calls via 
t only for a specific public line access (in this case '8'), 

ollowing parameters:

[CC][AC]*
"All"
access 8 (private)
is call permission independently of the trunk group's 
se, the codes which were defined for the trunk 
e used.

IN THE CALL PERMISSION
laceholders are provided for the call permission:

f num-
er Explanation

umber Indicates the country code.
Example: +[cc]* in a call permission indicates 
authorization for national calls (i.e., calls within 
the same country). This means that this call 
permission can also be used for  
cross-national locations.
Examples of general placeholders
*@company.com All SIP-URIs mapped to the ’company.com’ realm.
*.jones@company.*Configured as call authorization or forwarding: All 

persons named Jones who, for example, have the 
realm ’company.de’ or ’company.com’

+44* All numbers within the United Kingdom (+44)

Example: +49456555
In the United Kingdom, + is replaced with '00', 
i. e., ’0049456555’ is the number dialed. Placeholder Type o

b
[cc] Public n
ers and Number Mappings    Placeholder

Placeholder Type of num-
ber Explanation

* Phone number * replaces any number of characters to the right. 
In the case of a telephone number * can only be 
places at the end of the sequence.
Example: +4420*
indicates all numbers in London (country code 
44, area code 20).

* URI The placeholder * replaces any number 
of digits.

A general distinction is made between the 
following applications:
 Call Permissions and Routing

sip:{*}[a-Z, 0-9]@[a-Z, 0-9]{*}
Example: 
sip:*.development@company.com
indicates all URIs referencing the realm 'com-
pany.com' whose user IDs end with '.develop-
ment'.

 number replacement
sip:[a-Z, 0-9]{*}@{*}[a-Z, 0-9]
Example:
sip:*@*.com stands for all URIs in English 
Realms. For further examples, please refer to 
Examples of general placeholders, page 148.

+ Phone number Indicates the inter-location code for interna-
tional calls.

+49221* All n
+* All p
* All n

10.5.2 SPECIAL PLAC
In  co nne ct ion  w i t
Permission, Page 129
replacement:, Page 2
These placeholders a
user or trunk. It is thu
be used independentl

Example:

If you want to creat
all trunk groups, bu
you configure the f

Allow call +
Trunk group 
Public line 

You can then use th
location. In each ca
group's location ar

10.5.2.1PLACEHOLDERS 
The following special p
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10.5

 number replacement
ts examples of possible uses of placeholders in 

r International call prefix
Example: 00

r Public Line Access Prefix
Example: 0

r Public Line Access of Superior Telecommunica-
tion System (Foreign Public Line Access)
Example: 9

r Call by Call Prefix
Example: 01013

Has no function and can be used to improve 
display.

The realm that was configured.
Example: company.net

Display of the key * (keypad), since * is already 
in use as a placeholder.

f num-
er Explanation
indicates authorization for local calls (i.e., calls 
within the same city). This means that this call 
permission can also be used for inter-location 
calls.

[ext] Number Extension
Example: 225

[sn] Number Phone number (subscriber number)
Example: 4777

[ldcp] Number Long distance call prefix
Example: 0
ers and Number Mappings    Placeholder

The value of this placeholder is then taken from the configuration of the 
trunk group or the user (13.1.8 The "Location" Tab, Page 232).

.2.2PLACEHOLDERS FOR NUMBER REPLACEMENT
The following special placeholders are provided for number replace-
ment:

[ac] Public number Indicates the area code.
Example: +[cc][ac]* in a call permission 
indicates authorization for local calls (i.e., calls 
within the same city). This means that this call 
permission can also be used  
for inter-location calls.

Placeholder Type of num-
ber Explanation

Placeholder Type of num-
ber Explanation

[cc] Public number Indicates the country code.
Example: +[cc]* in a call permission indicates 
authorization for national calls (i.e., calls within 
the same country). This means that this call 
permission can also be used for cross-national 
locations.

[ac] Public number Indicates the area code.
Example: +[cc][ac]* in a call permission 

Further examples of
The following table lis
number replacement.

[icp] Numbe

[plap] Numbe

[fplap] Numbe

[cbcp] Numbe

[empty] -

[pbxrealm] URI

[*] -

Placeholder Type o
b
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ONFIGURATION DATA
ard configuration of number conversion, typical 
are supplied in the two configuration files:

files.config
nfig

ATPROFILES.CONFIG
 the definition of the various number types.

 formats are available for selection:

800283015 All numbers beginning with ‘+4415' 
are replaced with '+44800283015'.

800283015* Any numbers starting with '+4415' 
will be replaced by numbers begin-
ning with ‘+44800283015’, i.e. 
+44151234567 will be replaced by 
+448002830151234567.

Replacement Explanation
match in this example, and is not 
further replaced.

sip:231*@*.company.c
om 

sip:231@*.outlook.com Here, everything between the string 
"sip:231" and the @ is ignored.
Everything between the @ and the 
string ".company.com" is inserted 
between the @ and the string 
".outlook.com".

+4415 +44800283015 The number '+4915' is replaced by 
'+49800283015' 
ers and Number Mappings    Supplied Configuration Data

Original Replacement Explanation
sip:231*@*.company.c
om

sip:123*@*.lanphone.c
om

The placeholders are identified by 
their position in relation to @: 
 before the @

Beginning at the @, all characters 
to the left are replaced.
Here: Everything to the left of the 
@ up to the string "sip:231" is 
inserted between the string 
"sip:123" and the @.

 after the @
Beginning at the @, all characters 
to the right are replaced.
Here: Everything to the right of 
the @ up to the string "com-
pany.com" is inserted between 
the @ and the string "lan-
phone.com".

ATTENTION: It is not possible to 
insert more than one * before or 
after the @.

sip:231*@*.company.c
om

123* If no @is present, the placeholder is 
classified as "before the @".
Here: Everything to the left of the @ 
up to the string "sip:231" is inserted 
between the string "sip:123" and 
the @.
The placeholder after the @ has no 

10.6 SUPPLIED C
To simplify the stand
installation scenarios 

 NumberFormatPro
 ProviderProfiles.co

10.6.1 NUMBERFORM
In this file you will find

The following number

+4415* +44

+4415* +44

Original
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er is as an internal subscriber typically dials, i.e. at the 
iated location, taking into account the public line access 

rnal number
onical number
ition, for canonical numbers a 0 is removed which is incor-
inserted when dialing from Outlook.
mits and interprets the number as a user of a telecommu-
n system does. For a connection to a subsystem, "Dial as a 

ser" should be applied for incoming calls for the called 
number, and for outgoing calls for the caller number.
etting is made automatically if you select the format "Inter-
es".

cation:
rnally for any user
 also on a sub-telecommunication system

e called party number for incoming calls
e calling party number for outgoing calls

ple:
 0 23147770 
nverted into +442314770
blic Line Access><Number>
77555
44777555
onical number also possible
2314777555

Explanation
ers and Number Mappings    Supplied Configuration Data

Format Explanation
CLIP no screen-
ing

Formats the numbers with ISDN type and plan information to the 
public line

Application:
When the function "CLIP no screening" is used on an ISDN trunk 
for the calling party number for outgoing calls.
In this case the calling party number is defined by the server and 
signaled to the public line. This number is not checked for 
correctness (i.e. belonging to this connection) by the public line 
(no screening). This makes it possible, for example, to signal the 
caller's original number externally for forwarded calls.
The function must be set up separately with the telephone 
service provider. 

Example:
National numbers:

<Area code><Number> 
Type = "National"
Example: 3478, 5060). 

 International numbers:
<Country code><Area code><Number> 
Type = "International"
Example: 3478, 5060).

Dial as a PBX 
user

Numb
assoc
code:
or inte
or can
In add
rectly 
Trans
nicatio
PBX u
party 
This s
nal Lin

Appli
 inte
 but

for 
 - th
 -th

Exam
  +44

is co
 <Pu

047
002

 Can
+44

Format
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umber is formatted according to use at Italian exchange 
ctions, with ISDN type and plan information.

cation:
trunks to Italian connections for the calling party number

ple:
incoming calls, depending on the signaled number type, 
signaled number is prefixed with the country code or the 
l area code, in order to produce the canonical format. 
outgoing calls, the public line access number of the supe-
 telephone system and the call-by-call prefix digits are 
ed. 
call-by-call numbers are added to emergency call numbers. 

umber is formatted according to use at Dutch exchange 
ctions, with ISDN type and plan information.

cation:
 party number for incoming and outgoing calls at Dutch 

nge connections

xample:

nly used for the calling party number. Outgoing 
umbers are converted normally according to type.

he emergency number 112 is converted from canon-
al format to 112. 
rmat corresponds to the canonical number format, but 

ut leading +.

ation: 
 party number or called party number for certain SIP 
ers
tgoing calls, the numbers are signaled in canonical format 

ut the preceding +.
coming calls, the canonical format is formed depending on 
naled number type, adding a + and the country code and 
ode to the signaled number as necessary. 

ple:
try code><Area code><Number>
777555

Explanation
numbers (*) are replaced by the fixed number of the analog 
connection (475594).

Applic
Calling
provid
For ou
witho
For in
the sig
area c

Exam
<Coun
44204
ers and Number Mappings    Supplied Configuration Data

Extension 
(Extension)

For this number format, it is assumed that all dialed numbers are 
meant as an extension.
They are correspondingly interpreted and generated, i.e. 
numbers of incoming calls remain unchanged. Outgoing 
numbers are prefixed by the public line access number of the 
superior telephone system. 
Numbers not coming from the trunk's extension range are not 
converted.

Application:
ISDN trunk for the called party number for incoming calls to a 
direct dialing-in ISDN line.

Example:
Extensions
555

Fixed 
Subscriber

For incoming calls, sets the number configured for this trunk. The 
analog connection does not supply a number, as the number is 
defined by the called line. In order that a called party number 
(inbound) is detectable for SwyxWare, the call is parameterized 
with the fixed line number.

Application:
This format should be set for an analog trunk.

Example:
The number on the analog connection is 475594. The destina-
tion number "Fixed Subscriber" is then configured in the profile 
"Standard analog lines" for the incoming call. In the number 
replacement on the analog trunk, all incoming destination 

Format Explanation
ISDN Italy The n

conne

Appli
ISDN 

Exam
 For 

the 
loca

 For 
rior
add

No 

ISDN Nether-
lands CLIP

The n
conne

Appli
Calling
excha

E

O
n

T
ic

Canonical with-
out plus

This fo
witho

Format
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r specific numbers

ibility of including connections at different loca-
quires a separate consideration of special num-
ergency numbers.

g of the numbers is defined in the file Pro-
umberFormatProfiles.config.

sponds to the format that you typically dial on the 
nge connections of the respective country, but taking into 
nt your own local area code. This means that if your own 
longs to the local public network (020), the dialed number 
 appear as 4777 555.

ation
lling party number and called party number for most ISDN 
ctions without direct dialing-in.
incoming calls, the public line access number of the supe-
 telephone system and the long-distance call prefix are fil-
d out.
versely, for outgoing calls the public line access number of 
superior telephone system and the long-distance call pre-
re added. 

ple:
ber>
55

not describe a format, but rather the fact that numbers 
n untouched by the general replacement, so that they can 
ered with the specific number configuration.

cation:
tion of individual replacement rules based on the server's 
al number format.

rmat sets the type and plan fields within the ISDN trans-
n protocol in a generic way.

ation
eldom used, and then only on ISDN connections

Explanation
telephone system and the long-distance call prefix are filtered 
out. 

Example:
<Area code><Number>
0204777555

Special handling fo

In particular, the poss
tions in SwyxWare re
bers and especially em

This special handlin
gramme\SwyxWare\N

Applic
Very s
ers and Number Mappings    Supplied Configuration Data

Canonical with 
plus

Canonical number format.
Emergency numbers are unchanged in the canonical format: e.g. 
112.

Application:
Calling party number or called party number for certain SIP 
providers.
The emergency numbers of known countries are correctly 
converted, e. g. +44 20 112 to 112.
Incoming phone numbers are expected in canonical format.

Example:
+<Country code><Area code><Number>
+442314777555

National Corresponds to the format that you typically dial on the 
exchange connections of the respective country, but without 
taking into account your own local area code. This means that 
even if your own line belongs to the local public network (020), 
the dialed number must appear as 020 4777 555.

Application:
Called party number and calling party number for most SIP 
providers and ISDN connections.
For outgoing calls, the emergency numbers of known countries 
are correctly converted, e.g. +44 20 112 to 112.
For the normal outgoing calls, the public line access number of 
the superior telephone system and the long-distance call prefix 
are added.
For incoming calls, the public line access number of the superior 

Format Explanation
Subscriber Corre

excha
accou
line be
should

Applic
For ca
conne
 For 

rior
tere

 Con
the 
fix a

Exam
<Num
47775

Transparent Does 
remai
be alt

Appli
Defini
intern

Type and Plan This fo
missio

Format
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How

10.

er Subscriber
r: Extension

rk usually delivers the numbers in the following 

l area code><Subscriber number><Extension>

cumstances, it could also be e.g.:

bscriber number><Extension>

 (+44 20 4777 225) calls a public line (e. g. 024 
 ISDN trunk, the following interpretation arises:
g call. The caller number (225) is interpreted by 
tension and is signaled to the ISDN line as such. 
ion number is recognized as a subscriber number 
rk (a subscriber, 024 3456 5555) and is passed in 

ination to the public network.
 3456 555) calls from the public network and his 
 recognized, then the called number (destination 
ted as an extension, and forwarded to the inter-
 the extension number 225.
These profiles define how SwyxWare interprets numbers for incoming 
calls and converts them into SwyxWare-internal formats, and how 
SwyxWare-internal numbers are transferred out for outgoing calls.

Example:

You select the profile "Standard DDI" for an ISDN trunk group. This is a 
profile for a direct dialing-in line to ISDN with the assignment:

 Outgoing call
Calling party number Extension
Destination number: Subscriber
ers and Number Mappings    Supplied Configuration Data

If you want to support special codes which are not listed in this file, you 
can configure these manually for the respective trunk group.

 to define the special handling for a number
1 Open the property page for the trunk group you want to use for 

dialing the special telephone codes.

2 Select the "Profile" tab, and click on "Configure...".
Number replacement configuration opens up.

3 Beside the field "Outbound Called Party Number", click on "Add...".
A window will open: "Add Number Replacement".

4 For every special telephone code you want, add the following rule:
 Original number: +<Country code><Area code><Special  number>
 Replacement: 

Special telephone code 
Example: Directory assistance (no. 11833 in London)

Original number +442011833
Replacement 11833

Please inform Enreach if there is a missing special telephone code, so 
that we can consider this code in future versions.

6.2 PROVIDERPROFILE.CONFIG
The profiles for the trunk groups are specified in this file. When creating 
a trunk group, you can choose depending on the trunk type from vari-
ous preconfigured profiles (13.1.2 The "Profile" Tab, Page 225).

 Incoming call
Calling party numb
Destination numbe

The telephone netwo
format:

<Country code><Loca

Depending on local cir

<Local area code><Su

 If a SwyxWare user
3456 555) over this
This is an outgoin
SwyxWare as an ex
The dialed destinat
of the public netwo
this form as a dest

 If a subscriber (024
number type is not
number) is interpre
nal subscriber with
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11

11.

r-specific files in the database
 fax numbers, and fax forwardings.
CTI + (defines, whether CTI+ is configured for the 

a user’s settings

r

e email

 mouse button on the "User" directory located in 
 left.

.
new user:
the new user and, if applicable, a brief 

 user:
r the user from the dropdown list. The location 
ecific parameters such as country and area code, 
 access prefix(es) and the time zone, see also 8 
.

f the new user:
umber for this user here.
You can view the most important settings for all configured users in the 
tabular detail view of the user folder:

 Name
 Name and an additional description text
 Number(s), internal and public
 E-mail address
 Forwardings (Unconditional, Busy and No Reply)
 SIP User ID
 Logon status and terminal devices used
 Assigned user accounts

description.
Click on "Next>".

4 Location of the new
Select a location fo
determines site-sp
prefixes, public line
Locations, Page 118
Click on "Next>".

5 Internal numbers o
Enter the internal n
Configuration    Configuring a new User

USER CONFIGURATION

How are users created and configured?

This chapter explains how to set up users, how to set up the Voice Box 
and remote access and how to set up conference rooms.

Users can be set up, and also removed, via the SwyxWare Administra-
tion (11.1 Configuring a new User, Page 155) as well as in Windows user 
admin is t ra t ion  ( 11 .6  Conf igure  users  in  the  Windows  user 
administration, Page 204).

1 CONFIGURING A NEW  USER

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Personal data cannot be deleted automatically from the data base. In order 
to meet the valid data protection regulations, it may be necessary to delete 
the corresponding entries manually.

 Total size of all use
 Internal and public
 CTI+ numbers and 

user)

How to check / change 

How to deactivate a use

How to send a Welcom

How to create a new user
1 Click with the right

the window on the

2 Select "Add User…"
3 Name and type of 

Enter the name of 
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r public number here.
r is to be taken from a numbers range, double-

l number in the "Mapped Public Number:" field 

als with which the user will log in to SwyxServer. 
etermine which configuration dialogs must be 

tries relating to the terminal equipment will later 
icate the user on the SwyxServer. You have 
tions:

nd SwyxFax Client
 procedure. You can choose between the Win-
nt, a user name or UPN and password or config-

is shorter than the numbers range of the trunk/s, a 
ated. If the numbers range is defined as +441234777 
urs, if you e. g. assign the number +44123477755 to 
rnal numbers, Page 142.
Click on "Next>".

7 Terminals:
Choose the termin
This selection will d
completed. The en
be used to authent
several different op
 SwyxIt! Classic a

Define the logon
dows user accou
Configuration    Configuring a new User

Use "Verify" to immediately check whether this number has already 
been assigned.
Clicking on "Next unused" will automatically assign the next unused 
internal number to the user. You can also enter a number, e. g. 210, 
in order to leave the number range below untouched. Clicking on 
"Next unused" will then assign the next unused internal number. 
"Check" lets you check whether an entered internal number is 
already present.
Activate the checkbox "Show in Phonebook" if this number is to be 
listed in the Global Phonebook. Name resolution is always 
performed, regardless of whether the user is entered in the Global 
Phonebook.
Click on "Next>".

6 Internal number mapping:
If the internal number is to be reachable from the public telephone 
network, it must be mapped to an external number. You can enter 
this public number directly in the field or click "Select...".
The "Choose public number" window will appear.

The numbers 110 and 112 are reserved for emergency calls in Germany, 
Austria and Switzerland. 
As of SwyxWare version 14.00, the numbers 110 and 112 cannot be 
assigned to internal users.
Make sure that there are no assignments for these phone numbers in your 
configuration.

Select the SIP URI o
If the public numbe
click on that range.
Assign the externa
and click "OK".

If the number entered 
warning signal is gener
000-999, a warning occ
a user. See 10.1.2 Exte
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n send the user via this address welcome emails 
n data and configurations, see  Welcome E-

 

n
t authenticate when logging on to SwyxServer. 
entication types are available:
ith Windows user account
ntication via identity provider
ith user name and password

uthentication" Tab, Page 160
nue without password" option if the user should 
 independently via the link in the welcome email 
e password, see  Reset password:, Page 162.

d restrictions are grouped together in a profile.
sions, Page 123.
sions profile for the user from the selection list.

 determines which functions are available to this 

ofile, Page 132.

 to the new user:
n of applying a configured user's properties to the 
reating. These properties include group 
tionships and call forwardings, and also most of 

pecial Voice Box e-mail address has no influence on 
ress that was created for the integration in MS Office.

ord when creating the user, the welcome email for 
n a password.  
e the set password to the user by other means.
Click on "Next>".

8 E-mail address:
The user must be assigned a unique e-mail address for SwyxWare 
integration in Microsoft Office (SwyxIt! Classic function "Office 
Communication AddIn"). The e-mail address indicated must be the 
primary SMTP e-mail address set up for the user on the company's 
e-mail server (e.g. Microsoft Exchange Server).
This e-mail address is also the default setting for delivering voice 
messages. The e-mail address of the Voice Box can be configured by 
the user or in the SwyxWareadministration in the "Redirects" dialog, 
see 11.2.5.4 Standard Voice Box" tab, Page 178.

Select a call permis
Click on "Next>".

11 Feature Profile:
The feature profile
user in principle.
See 9.2 Function pr

12 Transfer properties
You have the optio
new user you are c
memberships, rela
Configuration    Configuring a new User

ure both: See 11.2.1.2 The "Authentication" Tab, Page 160.
Windows User Account
Here, it is necessary that the computer of the SwyxIt! Classic user 
and SwyxServer are within the same domain. For installations 
within one company, this is usually the case. You can enter the 
user account in the form "<Domain> \ <Account Name>". 
"Browse…" allows you to select a user from the domain.
Username and Password
When logging on SwyxServer the user enters his user name or 
UPN and password. He can save both in his local SwyxIt! Classic.

 SIP Devices
Enter the following user information. Specify whether the authen-
tication mode is chosen according to the server standard settings, 
or whether authentication should always or never take place. If 
authentication is required, enter here the necessary data for 
authentication, such as the user name and the password. These 
do not need to be identical to the SwyxWare user name and pass-
word that you may have configured for logon with a SwyxIt! Clas-
sic.
You can make special adaptations for SIP devices from another 
manufacturer after creating the user, in his Properties.
See 11.2.1.4 The "SIP Registration" Tab, Page 164.

 SwyxPhone Lxxx
Assign the user a PIN, with which he logs in to the SwyxServer. 
This PIN must contain between 1 and 16 digits.
See 11.2.1.6 The Tab "SwyxPhone Lxxx", Page 166.

 Simple user for Call Routing
This user is not allowed to log in with a terminal.

Additionally you ca
with his registratio
mail, Page 168.

Click on "Next >". 

9 Client authenticatio
A client's user mus
The following auth
 Authentication w
 Federated authe
 Authentication w
See 11.2.1.2 The "A
Activate the "Conti
set their password
or email to reset th

10 Call Permissions:
Call permissions an
See 9.1 Call Permis

A configuration of the s
the existing e-mail add

If you have set a passw
the user will not contai
You must communicat
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11.

r

ser’s settings
e user list with the right mouse button.

u, select "Properties".
 change all user settings in the configuration 
ppears. 

RATOR PROPERTIES FOR 

 specify the configuration of the user, such as for 
 devices, call intrusion and mailbox.

ur changes, click on "OK". 
2 USER CONFIGURATION
Existing users can be changed, for example they can be assigned new 
rights or new terminals.

Create a dummy user, which is configured as you wish and provided with a 
deactivated account, to be used as a template.

In this dialog you can
example possible end

3 After completing yo
Configuration    User configuration

the settings for SwyxIt! Classic and the rules for the Call Routing 
Manager.
Select the option "Create new user account and apply the properties 
of an existing user", in order make use of this option. Then choose 
the user whose properties you would like to apply from the selection 
list. Alternatively, you can use the appropriate option to create an 
empty user account (with or without sample files for the Call Routing 
Manager) and manually configure the above-mentioned properties 
later.
Activate the "Open properties after finish" checkbox if the user 
properties shall be opened after the creation process.
Activate the "Send welcome E-mail" checkbox if you wish to send the 
user an E-mail with his registration data and configurations. You can 
also send the Welcome email after setting up the user at any time, 
e. g. due to configuration changes, see  Welcome E-mail, Page 168.

13 Complete the set up of a new user by clicking on "Finish".
A new user is created. The "Waiting for user creation" dialog window 
will appear. Then, possibly the newly created user’s properties are 
displayed.

14 If you do not need the newly created user’s properties, click on 
"Cancel". 
The user is created and appears in the user list.

If you do not enable the "New users must change their password the first 
time they perform a login" option, the user will not receive a pre-configured 
password in their welcome email.

How to deactivate a use

How to check / change a u
1 Click an entry in th

2 In the context men
You can check and
dialog which now a

11.2.1 THE "ADMINIST
USERDIALOG
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ATION" TAB

he SwyxWare user is defined in the field "Name". 
d for a variety of displays on the SwyxIt! Classic 
xWare Administration. Furthermore, this name 

y within SwyxIt! Classic to call this SwyxWare user.

ser name must be unique within SwyxWare. This 
 user, SwyxGate, SwyxLink, group or external 
 have this name. This is checked by the SwyxWare 
The display name of t
This name will be use
interface and the Swy
can be entered directl

Please note that the u
means that no other
Phonebook entry may
Administration.
Configuration    User configuration

You will be returned to the tabular overview.

4 If you have changed the settings of a user who is logged in, select the 
shortcut menu once again by clicking with the right mouse button.

5 Click on "Logoff".
SwyxIt! Classic is thereby prompted to import the new configuration 
data from the SwyxServer.

The user properties can be configured on the "Preferences", "Relation-
ships", "Secretariat", "Rights" and "Terminals" tabs. Relationships will be 
explained in detail in the following chapter on the subject of "Groups", 
see 12 Configuration of Groups, Page 210. You will find information on 
the secretariate configuration in the chapter titled "Secretariate", 
see12.3 Secretariate, Page 219. The preferences are set with the help of 
the dialogs described below.

The dialogs described below can also be called by clicking on the user 
with the right mouse button and then selecting the dialog you want 
under "Special Properties", or by clicking on the appropriate symbols in 
the toolbar located in the upper margin of the window.

This step will disconnect all of this user’s telephone calls currently in pro-
gress.

11.2.1.1THE "ADMINISTR

User Information
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e profile he can e. g. create or change users or 

 profiles, Page 138.

count in the Windows user administration (Active 
signed to this user. Click on "Set..." to select a user 
w opens up, in which you can search for the user 

rs in the Windows user administration, Page 204.

ATION" TAB
Each SwyxWare user is assigned a location. This location determines 
the country and area code, prefixes, public line access prefix(es) and 
the time zone.

See 8 Locations, Page 118.

Administration profile

Each user is assigned an administrator profile (default: Not administra-
tor). The administrator profile defines what rights this user has when he 
connects to a SwyxServer with the help of the SwyxWare Administra-
Configuration    User configuration

In the "e-mail address" field, the e-mail address must be entered that is 
set up on the company's e-mail server (e.g. MS Exchange Server) for the 
corresponding user as the primary SMTP e-mail address.

Configuring an e-mail address in this field enables integration of the 
SwyxWare status information and telephony function in Microsoft 
Of f i ce  ( "Of f i ce  Communicat ion  AddIn" ) .  See  a lso  ht tps : / /
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/
office_communication_$.

More detailed information on the user can be entered in the "Descrip-
tion" field. However, the contents of the field are not analyzed in any 
way by SwyxWare.

The "User is enabled" checkbox can be used to temporarily exclude 
users from SwyxWare without directly having to delete them. The user 
will then be rejected the next time he or she attempts to log in.

Location

In the user list, check that all entries in the "e-mail address" column are cor-
rect, thereby guaranteeing integration in MS Office.

Status signalization between various SwyxWare sites requires additional 
configuration. See 17 SwyxLink (Server-Server Connection), Page 287.

tion. Depending on th
edit phonebooks.

See 9.3 Administration

AD Account Name

Enter here the user ac
Directory), which is as
account. A new windo
and verify the entries.

See 11.6 Configure use

11.2.1.2THE "AUTHENTIC

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/office_communication_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/office_communication_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/office_communication_$
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tion via identity provider 
ses identity provider services, you can use feder-
instead of Windows authentication (federated 
Auth 2.0 and OpenID Connect) .

trolcenter/latest.version/web/Swyx/en-US/#con-
ings.IdentityProvider.Configuration

ser name and password
ser name and password with which a user can log 
istration and the clients.

 correspond to the UPN format (User Principal 
me +"@" + UPN suffix. You can use the domain 
e UPN suffix.

s@company.com

uffix in the server properties, see 7.5.18 The "Secu-

 to create a SIP user ID.

e and SIP User ID; SIP password, Page 165.

word:

you can force or deactivate the use of complex 
ral rule for SwyxServer in server configuration (
e 105)

ity provider configuration, federated authentication 
 on SwyxServer instead of authentication via the Win-

rovider configurations to use Windows authentica-

e V 11.25 do not use UPN. 
to log in via UPN, enter the appropriate UPN for each 
Server need to be within the same domain.

For the telephony clients within SwyxWare for DataCenter andSwyxON, who 
are typically not in a domain with the SwyxServer, this authentication is 
then not possible.

The user name is used

See also  SIP User Nam

Force complex pass

As an administrator, 
passwords as a gene
Password settings, Pag

user.
Configuration    User configuration

A client's user must authenticate when logging on to SwyxServer. The 
following authentication types are available:

Authentication with Windows user account

Federated authentication via identity provider

Authentication with user name and password

You can specify for each user which of the three authentication types 
they are allowed to use.

Authentication with Windows user account
Each SwyxWare user can be assigned one or more Windows 
(domain)user accounts. The SwyxWare user must be logged in using 
one of these Windows user accounts to be able to use SwyxIt! Classic to 
place calls. You can add a Windows user by clicking on "Add…" and then 
making a selection from the list displayed. You can remove a Windows 
user account from the list by highlighting it and then clicking on 
"Remove".

When logging in, the user is offered two authentication types, even if one or 
all of them are not permitted for the user:  
 - Windows account- or Composite authentication 
 - Name/password authentication 
Make sure that the user can authenticate using at least one of these 
options.

When a user logs in using a Windows user account, the user and Swyx-

Federated authentica
If your organization u
ated authentication 
authentication with O

help.enreach.com/con
text/help/GeneralSett

Authentication with u
If necessary, enter a u
in to SwyxWare Admin

The user name must
Name): User login na
name or an alias as th

Example: john.jone

You can set the UPN s
rity" tab, Page 105.

If you activate an ident
is offered for selection
dows user account.  
Deactivate all identity p
tion again.

Users configured befor
To enable these users 

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/GeneralSettings.IdentityProvider.Configuration
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r
on the "Forgot password" button in the login win-
sic to create a new password.
ted via the SCC URL to the special Swyx Control 
here he has to reset his password, see 
controlcenter/latest.version/web/Swyx/en-US/
wordReset_$

 resetting user passwords are the following set-
nd the SwyxWare user:

.5.9 The "Mail Server" Tab, Page 91
he user, see 11.2.1.1 The "Administration" 

yx Control Center: SCC-URL, see  
controlcenter/latest.version/web/Swyx/en-US/
eralSettings-System-Login
reset his password, help.enreach.com/controlcenter/latest.version/
web/Swyx/en-US/#context/help/PasswordReset_$

The SCC URL for resetting the password is only valid for 24 hours or until the 
user has changed their password. 
If the user has not yet changed their password after the validity period has 
expired, reset the user's password to send a new email with the URL or 
send the generated SCC URL with the user token directly to the user, see 
help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/
#context/help/Users-Edit-Authentication
Configuration    User configuration

This rule can be configured individually for each user.

You can select among the following three options in the "force complex 
password" option field:

 Use server default settings (<current setting>): ("Yes" or "No")
The general settings on the SwyxServer apply for the user. This 
option is set by default.

 Force complex password: "Yes"
Regardless of the SwyxServer configuration, the user must set up a 
complex password.
The corresponding dialog window with brief instructions is shown to 
the user when changing the password.

 Force complex password: "No"
Regardless of the SwyxServer configuration, the user must set up a 
simple password.

Reset password:

The password reset service in Swyx Control Center allows you to reset 
your own password or the password of a user:

 By the administrator
An administrator can reset a user's password by clicking on the 
"Reset password" button. 
The user's password is deleted and the user can no longer log in to 
SwyxServer.  The user's existing login session is automatically termi-
nated within one hour. The user receives an e-mail with the URL to 
the special Swyx Control Center dialog (SCC-URL) where he has to 

 Initiated by the use
The user can click 
dow of SwyxIt! Clas
The user is redirec
Center dialog w
help.enreach.com/
#context/help/Pass

The prerequisites for
tings for SwyxServer a

1 E-mail server, see 7
2. E-mail address of t

Tab, Page 159
3. Configuration in Sw

help.enreach.com/
#context/help/Gen

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/Users-Edit-Authentication
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/PasswordReset_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/PasswordReset_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/PasswordReset_$
https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/#context/help/GeneralSettings-System-Login
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11.2

 tab areas is active, depending on the mode 
 management.

de via Swyx Connectivity Setup Tool.

nagement of server certificates is performed 
yxWare. ("Use automatically generated certifi-

erated certificate"

ed certificate"

enerated certificate"
e master and server certificates are generated by 
 in the SwyxWare database.

ou can also have SwyxWare generate the client 
it to the user. 

matically transferred to the user's computer on 
 after assignment.

erated certificate" mode is supported only for com-
r SwyxWare installations and is no longer recom-

during the connection between client and server, 
ervices are running, the valid client certificate may be 
erminal device. Re-assign the client certificate to the 
 one.

he client certificate, if necessary, have the password 
rotected the root certificate during the SwyxWare-

rd for the generation of the Client certificate is not 
Connector, a user outside the local (LAN) or virtual private network 
(VPN) can log in to SwyxServer.

See also 26.1 Internet connection via RemoteConnector, Page 380.

During a new installation or update to SwyxWare V. 13.20 you can have cli-
ent certificates created automatically for all users, see 6 Swyx Connectivity 
Setup Tool, Page 63

The certificate is auto
the company network

For the generation of t
ready with which you p
configuration.

In SwyxON, the passwo
required.
Configuration    User configuration

.1.3THE "REMOTECONNECTOR" TAB

This tab is used to generate the digital SwyxRemoteConnector client 
certificate for the user, or to assign an existing one. Via SwyxRemote-

Only one of the two
selected for certificate

Select the desired mo

 Generation and ma
automatically by Sw
cate")

"Use automatically gen

"Use manually generat

"Use automatically g
In automatic mode, th
SwyxWare and stored

On the current tab, y
certificate and assign 

The "Use manually gen
patibility with the olde
mended. 

If a "404" error occurs 
although all required s
missing on the user's t
user or generate a new
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How the client certificate
nistration, open "Administration Properties for 
 the "RemoteConnector" tab.

anually generated certificate", enter the client 
print in the "thumbprint" field.
 with "OK".
 "Administrator properties for users..." is closed. 
e is assigned to the user.

RATION" TAB

 for authenticating SIP terminals from another 
user are defined on this tab.
"Use manually generated certificate"
In manual mode, the root certificate, server certificate(s) and client cer-
tificates have to be generated by you and stored in the Windows certifi-
cate storage on the corresponding computers.

In the "RemoteConnector" tab, you have to enter the thumbprint of the 
client certificate that you generated for the user and imported to the 
Windows certificate storage on the user's computer.

The parameters used
manufacturer for the 
Configuration    User configuration

 to assign an automatically generated certificate to a user
1 Click on the "New" button.

A dialog window will appear with the entry field: "Root certificate 
password".

2 Enter the password and confirm with"OK."
The "RemoteConnector" tab will appear in foreground.

3 Click on the "OK" button on the bottom of the tab.
The dialog window "Administrator properties for users..." is closed.
The certificate is generated.

4 Open the administrator properties and select the 
"RemoteConnector" tab.
The certificate's digital thumbprint is entered in the "thumbprint" 
field.

As soon as the user SwyxWarelogs on, or when the certificate is 
generated, the certificate is already logged on via RemoteConnector 
using an older, existing client certificate, the certificate is transferred to 
his computer and stored in the Windows certificate store under 
"Certificates - Current User | My Certificates | Certificates".

In order to replace the certificate for the user, repeat steps (1) to (4).

The client certificate stored only applies for the computer and the Windows 
user account under which is it stored in the Windows certificate storage.

To enter the fingerprint of 
1 In SwyxWare-Admi

Users..." and select

2 In the area "Use m
certificate's thumb

3 Confirm your entry
The dialog window
The client certificat

11.2.1.4THE "SIP REGIST
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ystem phone

ces as system phone" to authorize SwyxCTI+ with 
ee 25.2.1 Configure a CTI pairing to the number of 
e 378.

llation, global files such as ring tones, announce-
 for all users. In addition, further files can be cre-
is user. For example, the user can record his own 
nerate his own scripts. These user-specific files 

dministrator here.

 the list of files specifically for this user.
It can happen that SIP clients (e.g. the native SIP client on a mobile device) 
require confirmation from the user for a passive transfer that occurs, for 
example, as part of scripts (voice box, remote inquiry). Since the user in this 
situation does not look at the device display, being on the phone at the 
time, this prompt is not picked up, and the connection is terminated after a 
short time because no confirmation is forthcoming.

In the SwyxWare insta
ments etc. are created
ated specifically for th
announcements or ge
can be edited by the a

With "Edit..." you open
Configuration    User configuration

Activate the checkbox "Allow logon via SIP" if the user is generally 
allowed to log in to SwyxServer using a SIP device.

SIP Authentication method

Define whether the user should always or never be required to authen-
ticate him- or herself, or required to do so in accordance with the 
default server settings.

SIP User Name and SIP User ID; SIP password

The data entered here are for internally logging the SIP terminal on to 
SwyxServer, i. e. the Administrator can freely choose a username and 
password here. As default, the SwyxWare user name is entered and 
used here as SIP user name and as SIP user ID. If a SIP terminal from 
another manufacturer needs other settings here, e. g. different ID and 
user name, you can change these defaults here. The user's password is 
used as password for the SIP authentication. This password is config-
ured on the "Authentication" tab. A separate SIP password different 
from the SwyxWare password can also be assigned here.

See  Authentication with user name and password, Page 161.

The logon data of the SIP provider is given directly in the configuration 
of the SIP trunk; the data entered here is used for internally logging the 
SIP terminal on to SwyxServer.

For information on how to set the SIP user ID, SIP user name and pass-
word in the SIP terminal, please see the documentation for the particu-
lar terminal.

Use SIP devices as s

Activate "Use SIP devi
a third party device. S
an external phone, Pag

11.2.1.5THE "FILES" TAB
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HONE LXXX"

xPhone Lxxx is defined.

honein onSwyxServer, the user will be prompted 
N if the login is not automatic. SwyxServer Can 
d on the PIN. This means that the specific button 
 user (e. g. speed dials or function keys) will be 
yxPhone the user logs on to, and the user can be 
is SwyxPhone under his or her own phone num-

 to assign the same PIN more than once. You can 
er or create a PIN automatically. When you close 

ed will be checked to ensure it is unique.
Here the log in of Swy

If the user logs SwyxP
to enter his or her PI
identify the user base
configuration of this
transferred to any Sw
reached instantly at th
bers. It is not possible
enter a PIN for this us
the tab, the PIN enter
Configuration    User configuration

Here you can add or remove files, or save them under another name. 
The total size of all files created for this user is given.

With "Attributes...", the properties of the files can be changed, so that 
these user-specific files (e.g. a new announcement within a script) can 
also be made usable for other users.

With "Add...", the administrator can make further files, such as 
announcements and ring tones, available for the user.

See  File Properties, Page 96.

11.2.1.6THE TAB "SWYXP

SwyxPhone Lxxx
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SION" TAB

yxMonitor is installed, a SwyxWare user (Supervi-
 an existing call of another SwyxWare user (Call 
 is that the Agent is speaking via SwyxIt! Classic 

 Supervisor can use any terminal.

ernal numbers may intrude into this Agent's calls. 
oup numbers and several numbers separated by 
ission to intrude relates to all this Agent's num-

/cpe/ la tes t . vers ion/C l ient /Swyx/en-US/
elp/call_intrusion_$.
this case to use Codecs in the order G.729/G.711a/G.711µ. The 
codec G.722 is never used.

 Prefer low bandwidth
To spare bandwidth, the voice data is compressed. An attempt is 
made in this case to use Codecs in the order G.729/G.711a/G.711µ. 
The codec G.722 is never used.

 Use lowest bandwidth
In order to use the lowest bandwidth, the voice data is always com-
pressed. The Codec G.729 is used.
See 26.2.1 Small Office - Connection, Page 383.

Agent). A prerequisite
(not in CTI mode). The

Specify here which int
You can enter both gr
semicolon. The perm
bers.

See also . 

he lp .enreach .com
index.html#context/h
Configuration    User configuration

Activate the checkbox "Automatic logon enabled" in order to log the 
user on without entering the PIN. In this case, after the has been Swyx-
Phone restarted this user is permanently logged in to this SwyxPhone. 
The MAC address must be configured so that SwyxServer can assign 
SwyxPhone to the appropriate user on automatic logon. If you do not 
enter any information here, the SwyxServer will note the MAC address 
of the SwyxPhone when the user logs in for the first time. If a user 
would like to exchange his/her telephone for another one, you must 
delete the entry field for the MAC address so that the MAC address of 
the new telephone can be applied.

All phones of the SwyxPhone family request entry of a PIN in the display 
and can therefore easily be logged in by the user.

Activate the appropriate checkbox if SwyxPhone is always to compress 
voice data.

Speech Codec

With the help of the Codec you can specify how SwyxPhone Lxxx should 
compress the voice for transmission. The following options are availa-
ble:

 Highest voice quality
If possible, the voice data is transferred in HD audio quality. An 
attempt is made in this case to use Codecs in the order G.722/
G.711a/G.711µ/G.729.

 Prefer voice quality
Voice data is only compressed if necessary. An attempt is made in 

11.2.1.7THE "CALL INTRU

If the Option Pack Sw
sor) can intrude into

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_intrusion_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_intrusion_$
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11.2
il with his registration data and most important 

yxIt! Classic, Swyx Desktop for macOS, , Swyx 
tions are transferred automatically by the user 
ding URL in the welcome e-mail and thus being 
his client.

tions are linked with the template for the Wel-
bles. When sending, the variables are then auto-
 the configurations. A list of all the variables is 

nt at the beginning of the template.

or Swyx clients are not SwyxWare Administration-
e, but are preset by values in the template for the 
 automatically set by the installation, see How to 

elcome E-mails, Page 93.

g options for sending Welcome emails:

l
l incorporates the most important configurations 
r for registration and telephoning.
ually
from which the welcome E-mails are generated 
 mail. To add or change configurations, see  How 
 for welcome E-mails, Page 93.

ail
or welcome E-mails as required.

welcome E-mail" button.
il is sent to the E-mail address which you have 
user when setting up or editing.

e "New users must change their password the first 
in" option, the user will not receive a pre-configured 

ome email.
Specify here whether the general server settings are used for the com-
pression of voice messages or whether you select a user-specific com-
pression.

Calendar Access

Enter the Mailbox alias, the name, or the email address which is 
assigned to this user on the Microsoft Exchange server or the Lotus/
IBM/HCL Domino Server. The necessary information (i. e. the user’s cal-
endar) for calendar-based Call Management will then be called from 
this server. Click "Verify" to check whether your entries are correct.

Edit the template 
before sending the
to edit the template

How to send a Welcome em
1 Edit the template f

2 Click on the "Send 
The welcome E-ma
configured for the 
Configuration    User configuration

.1.8THE "ADVANCED" TAB

User codec for voice messages

Welcome E-mail

Send the user an Ema
configurations.

On Swyx clients (Sw
Mobile) the configura
calling the correspon
forwarded directly to 

Most of the configura
come emails via varia
matically replaced by
provided as a comme

Some configurations f
defined in the templat
welcome e-mail or are
edit the template for w

You have the followin

 Use standard emai
The standard emai
needed by the use

 Adapt email individ

If you do not enable th
time they perform a log
password in their welc
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N" TAB

ify the mode of encryption. The following encryp-
le:

s selected, the voice data is not encrypted. 
d

 preferred" is selected, the voice data is only 
ll partner has configured either "Encryption pre-
ion mandatory". If this is not the case, the voice 
ed, but phoning is still possible. 
This is where you spec
tion modes are availab

 No encryption
If "No encryption" i

 Encryption preferre
When "Encryption
encrypted if the ca
ferred" or "Encrypt
data is not encrypt
Configuration    User configuration

You can also, for example, use the SwyxWare PowerShell module to 
send Standard and individual welcome emails to selected user groups, 
see E.1 PowerShell support, Page 419.

Settings which have already been determined before accessing the configu-
ration URL in Swyx Mobile apps are overwritten with the settings in the URL. 
Settings which are not in the URL are maintained in Swyx Mobile apps.

Uses of the Swyx Mobile apps can also skip the automatic configuration and 
therefore maintain the settings already determined in the app.

Users of Swyx Mobile apps can use the URLs you send them several times, 
e. g. to restore configurations.

11.2.1.9THE "ENCRYPTIO

Encryption mode
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SwyxServers via a SwyxLink
n" tab, Page 302.
 of VoIP services of e.g. service providers

be configured within the trunk properties.

 encryption mode in the user properties.
 Administration and log in to the SwyxServer.

 with the right mouse button to open the 

.
ion" Tab.
tion mode", choose from:

rred
atory

evice from another manufacturer, enter the key 
ou must then set this in the device as well (e. g. 
).
See 21.1 Encryption within SwyxWare, Page 337.

However, in a few cases the key must be specified manually:

If the user uses a SIP phone (with MIKEY support) from another manu-
facturer, there is no automatic distribution of a key from SwyxServer to 
the device. It must therefore be entered manually in this case. The key 
must then be stored in the device as well, e.g. via the phone's web inter-
face.

Other exceptions, which may e.g. require manual input of the key, are: 
Configuration    User configuration

 Encryption mandatory
When "Encryption mandatory" is selected, voice data encryption is 
obligatory. This means that either encryption always occurs or the 
call is aborted with the reason "Incompatible encryption settings". 
This can be the case, for example, when the call partner has config-
ured the mode "No encryption".

See 21 Encryption, Page 337.

Key (PreSharedKey)

To ensure secure communication by SRTP, a common key (PreShared-
Key) must be defined between SwyxServer and the relevant compo-
nent.

For all components which use the SwyxWare database (e.g. SwyxIt! Clas-
sic, PhoneMgr, ConferenceMgr, LinkMgr, Gateway), this key is automati-
cally generated by SwyxServer and distributed to the relevant 
component, once again encrypted.

If the encryption mode was set to "No encryption" within the server proper-
ties, the mode is likewise set to "No encryption" here; if "Encryption manda-
tory" was configured there, then the setting "Encryption mandatory" also 
appears here. In both cases, the mode cannot be changed. The field is then 
deactivated.

The key created automatically generated by SwyxServer serves as an exam-
ple only. For security reasons, it is highly recommended to manually replace 
it by an individually selected key.

 Connection of two 
See  The "Encryptio

 SIP link for the use

However, these must 

This is how you specify the
1 Start the SwyxWare

2 Click the user entry
shortcut menu.

3 Select "Properties"
4 Select the "Encrypt
5 In the field "Encryp
 No encryption
 Encryption prefe
 Encryption mand

6 If the user uses a d
in the "Key" field. Y
via a web interface

7 Click on "OK".
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11.2 o. This option can only be activated when the 
 server setting" is deactivated.
decs that should be permitted
ify the compression type for this user's calls. The 
e selected when the option "Use server standard 
ted.
4 kbit/s per call)
64 kbit/s per call)
64 kbit/s per call)
4 kbit/s per call)
, around 20 kbit/s per call)

ith a Codec which is not permitted for this user, 
 error message follows.

t Codec Filter" Tab, Page 108.

x connections
ion is set up, the T.38 protocol is negotiated 
ices involved. Certain variants of this negotiation 
d by some IP adapters. Use the following filter 
mpatibility with such devices.

 from initial invite

nnot correctly interpret an initial connection 
s T.38 as well as voice Codecs. 

yxServer removes T.38 from the initial connection 
es first set up a voice connection and then switch 
8 because of the fax tone (CED tone, 2100Hz).

te by sender

ice switches to T.38 after detecting the fax tone 
lternatively, the switch to T.38 can be carried out 
vice. Some IP adapters don't support switching by 
nection.

You can choose from:

 Use server standard setting (default setting)
If you want to use for this user the settings that were globally config-
ured in the server properties, activate this option.

 Do not filter Codecs
When "Do not filter Codecs" is selected, all media data whatever the 
Codec is forwarded for this user to the destination (transparent 
mode). This setting allows foreign Codecs unknown to SwyxServer to 

If this option is set, Sw
request. The fax devic
to the fax protocol T.3

Prohibit T.38 reinvi

The receiving fax dev
(CED tone, 2100Hz). A
by the sending fax de
the sender.
Configuration    User configuration

.1.10THE "CODEC FILTER" TAB

Here you can specify which compression type (Codecs) you want to per-
mit for this user's calls, and filter out T.38 in the setting up of a fax con-

be used, e.g. Vide
option "use default

 Selection of the Co
Here you can spec
Codecs can only b
setting" is deactiva
 G.722 (around 6
 G.711a (around 
 G.711µ (around 
 G.729 (around 2
 Fax over IP (T.38

If voice data is used w
the call is aborted. An

See 7.5.20 The "Defaul

Behavior in case of fa
When a fax connect
between the two dev
may not be supporte
options to establish co

Remove T.38 codec

Some IP adapters ca
request which include
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11.

TAB

r the user are assigned here. It can be specified 
appears in the phonebook. The mapping of a pub-
's internal number is also configured here.

ries you can indicate whether or not the number 
he SwyxWare Global Phonebook. You can delete 
highlighting them and then clicking "Remove". If 
 more numbers, click "Add". If you would like to 

ber range to this user, click "Add range...". A Wiz-
y additional number mapping between the inter-

ber.
Internal number

For each of these ent
should be shown in t
individual entries by 
you would like to add
assign an entire num
ard will help to specif
nal and the public num
Configuration    User configuration

If this option is set, SwyxServer suppresses a switch to T.38 by the 
sender.

2.2 DIALOGUE "PHONE NUMBERS..."
All numbers that should be assigned to a user are specified here.

 Numbers for voice connections (telephone or computer client)
 Alternative Numbers
 SwyxFax Numbers

The "Numbers" Tab

The "Alternative Numbers" Tab

The "SwyxFax Numbers" Tab

If the receiving side involves a combined phone/fax device (fax switch), a fax 
data transmission is impossible when the option "Prohibit T.38 reinvite by 
sender" is activated.

The option "Use server standard setting" is activated as default in a new 
installation of SwyxWare, or in an update. The selection of the Codec filters, 
as of the options of the area "Action on fax receipt", is accordingly deacti-
vated. The options cannot be selected.

11.2.2.1THE "NUMBERS" 

The voice numbers fo
whether this number 
lic number to the user
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11.2

rnative number. See 11.2.6.6 The"Line keys" 

an allow every SwyxWare user to signal the opera-
04666100) externally, by adding this number as an 
 to the group "Everyone". This allows every user to 
ber on the line button as outgoing number.

ment of the alternative number, highlight it and 

 Number, which the SwyxWare user should signal 
 on "Add". 

is specified within the user configuration as the num-
lls, then outgoing calls that should go via this num-
se another number/URI for incoming and outgoing 
Alternative numbers can be specified here, which the SwyxWare user 
signals to the call partner on outgoing calls.

Which alternative number the user finally signals is defined on a line in 
the SwyxIt! Classic/SwyxPhone. Alternative numbers are marked there 
Configuration    User configuration

Number mappings

In this section you will see a list of the public numbers or SIP URIs 
directly assigned to this SwyxWare user.

You can delete individual entries by highlighting them and then clicking 
"Remove". If you would like to add more numbers, click "Add". A Wizard 
will help to specify additional number mapping between the internal 
and the public number.

.2.2THE "ALTERNATIVE NUMBERS" TAB

by the addition Alte
Tab, Page 185.

Example:

The administrator c
tor's number (+442
alternative number
configure this num

To remove the assign
click on "Remove".

To add an Alternative
on outgoing calls, click

If the deleted number 
ber/URI for outgoing ca
ber are discarded. So u
calls.
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UMBERS" TAB

he user are assigned here. The mapping of a pub-
's internal number is also configured here.

 used to specify how the fax documents reach the 
l with attachment (PDF and/or TIFF), in the Swyx-
s a printout to a printer. Several different recipi-
ed here.

ual entries by highlighting them and then clicking 
ld like to add more numbers, click "Add". If you 

an entire number range to this user, click "Add 
ill help to specify additional number mapping 
nd the public number.
Next, configure the number/URI for outgoing calls for the SwyxWare user 
on a specific line button. See 11.2.6.6 The"Line keys" Tab, Page 185.

recipient: as a Faxmai
Fax Client inbox, or a
ents may also be defin

Internal numbers

You can delete individ
"Remove". If you wou
would like to assign 
range...". A Wizard w
between the internal a
Configuration    User configuration

Available for selection are all numbers which are assigned within Swyx-
Ware and are not allocated to this user. Highlight the alternative num-
ber you want, and click "Use". Close the tab with "OK" to save the 
changes you have made.

11.2.2.3THE "SWYXFAX N

The fax numbers for t
lic number to the user

"Fax Forwardings..." is



User 175

 whether the recipient of the forwarded fax docu-
ient logged in under the current user, an e-mail 
ou can choose from several options:

ments will appear in the interface in the SwyxFax 
ured user after they are forwarded.
chment
he e-mail address, e.g. CarolJones.company.com. 
 documents are received by the addressee as an 
 the fax is attached to the e-mail in the defined 

r PDF). If "TIFF and PDF" is selected, the e-mail will 
ents.

one or more installed printers in the selection list. 
inter takes place via the SwyxFax Printer Gateway 
ter Gateway, Page 373).

ng for one fax extension number only per e-mail, 
 from the SwyxFax Server management after it is 
ail server.

define the link to a number, with which the user 
l phone. With the option "Also deliver calls to this 
 Classic is not running or CTI is switched off" you 
 calls are forwarded to the external phone inde-
t! Classic, even if the computer of the user is shut 
ated.

iate license for the use of SwyxCTI+. See 25.2.1 
 to the number of an external phone, Page 378.
ensure that incoming
pendently from SwyxI
down or CTI is deactiv

You need an appropr
Configure a CTI pairing
Configuration    User configuration

Number mappings

In this section you will see a list of the public numbers or SIP URIs 
directly assigned to this SwyxWare user.

You can delete individual entries by highlighting them and then clicking 
"Remove". If you would like to add more numbers, click "Add". A Wizard 
will help to specify additional number mapping between the internal 
and the public number.

Transfer

Here you can indicate
ment is a SwyxFax Cl
address or a printer. Y

 SwyxFax Client
Incoming fax docu
Client of the config

 E-mail with fax atta
In this case, enter t
The forwarded fax
e-mail. In this case
format (TIFF and/o
include two attachm

  Printing
In this case, select 
Forwarding to a pr
(24.11 SwyxFax Prin

If you define forwardi
the fax will be deleted
transferred to the e-m

11.2.2.4THE "CTI+" TAB
On the CTI+ tab, you 
can control an externa
number when SwyxIt!
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11.

TING MANAGER…" DIALOG
ager will open here, together with the selected 

anager and Graphical Script Editor, Page 342.

WARDING..." DIALOG
dialog specifies both the forwardings (uncondi-
sy) for a user, and also the standard Voice Box, 
iry and the configuration for the mobile extension 

s created using use of the Graphical Script Editor. 
r SwyxServer. Otherwise the Call Routing Manager 

ts set of rules.
settings and the configuration for the various SwyxPhone types. This 
tab is identical to the tab of the same name in the "Ringing and Phone 
Properties..." dialog which opens if you click "Client...".

See 11The "Client…" Dialog, Page 180.

The "Speed Dials" Tab

The"Line keys" Tab

Tab "SwyxPhone"

The "Shortcuts" Tab
Configuration    User configuration

2.3 THE "BUTTONS…" DIALOG
In this dialog you can specifically define the button assignment, e.g. 
speed dials and shortcuts, line buttons and hotkeys, as well as the list 

The "Lists" Tab

The "Keyboard" Tab

11.2.4 THE "CALL ROU
The Call Routing Man
user’s Rule Book.

See 22.1 Call Routing M

11.2.5 THE "CALL FOR
The "Forwardings..." 
tional, no reply, if bu
standard remote inqu
(parallel calls).

Please note that script
must be signed for you
cannot apply them in i
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11.2

andling, Page 343.

ARDING BUSY" TAB

y

he Call Forwarding to be performed if the line is 
 Call Forwarding to your Standard Voice Box, to 

er or user.

ned any rules or redirections a default call handling 
You can specify a default or temporary destination for forwarding of all 
calls for this user. Options here include Call Forwarding to another 
number or to Standard Voice Box. If the number field remains empty, 
no Call Forwarding is performed.

In addition, you can specify whether Call Forwarding Unconditional is to 
be activated as soon as the tab is closed.

Call Forwarding Bus

Here you can define t
busy. You can choose
another phone numb
Configuration    User configuration

.5.1THE "CALL FORWARDING UNCONDITIONAL" TAB

The properties for unconditional forwarding can be defined in this 
page. These settings are immediately effective when the "Redirection" 
button on the user interface is activated.

See 22.2 Default call h

11.2.5.2THE "CALL FORW

If the user has not defi
will be activated.
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11.2

 option "Forward calls after 60 seconds", and the 
ill be activated. 

 in, any calls are directly forwarded to the Stand-
ult. 

andling, Page 343.

E BOX" TAB

ned any rules or redirections a default call handling 
Call Forwarding No Reply

On this page you can set up Call Forwarding after a period of your 
choice if the line is idle or the user is absent. Options here include Call 
Forwarding to another number or to Standard Voice Box.
Configuration    User configuration

See 22.2 Default call handling, Page 343.

.5.3THE "CALL FORWARDING NO REPLY" TAB

If the user has not defined any rules or redirections a default call handling 
will be activated.

For all new users, the
checkbox "Standard" w

If a user is not logged
ard Voice Box by defa

See 22.2 Default call h

11.2.5.4STANDARD VOIC

If the user has not defi
will be activated.
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 REMOTE INQUIRY"

s you to listen to your voice messages and to 
g Unconditional from any telephone line. When a 
 her own SwyxWare number, he or she identifies 
are with a PIN; only then can he or she listen to, 
 voice messages and afterwards all existing voice 
him/herself to SwyxW
repeat, or delete new
messages.
Configuration    User configuration

Here you can indicate whether a welcome announcement is to be 
played when a call is forwarded to the Standard Voice Box. You can also 
specify this text here.

Furthermore you can specify whether voice message  is to be recorded 
at all. In addition, you can set the maximum length of the voice mes-
sage in seconds and enter the email address to which the recorded 
voice message should be sent.

Define here whether the user may start a remote inquiry during the 
standard Voice Box using the * key.

In general, a differentiation is made between the Standard and a spe-
cial voice message. A special voice message is created within the Call 
Routing Manager for a special application. The standard voice message 
configured here is the message that is applied as default voice message 
in all rules.

See also https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/
index.html#context/help/default_voicemail_$

11.2.5.5TAB "STANDARD

Remote Inquiry allow
change Call Forwardin
user is called at his or

https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/default_voicemail_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/default_voicemail_$
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11.2 ral external terminals, separate the numbers by a 

ernal numbers. If you want to route parallel calls 
se create a group (parallel) to do this.

 DIALOG
the properties of the Telephony Client together.

AB
In the event of an incoming call, not only internal terminals but also 
external terminals, such as for example the user's mobile phone, can 
ring simultaneously. The call is then handled via the terminal that first 
accepts the call.

If calls to this user are to be forwarded simultaneously to external ter-
minals too, activate the checkbox "Enable Parallel Calls for this user".

Enter the external numbers to which the call is additionally to be deliv-
ered, in canonical format (e. g. +442044455566). If you would like to 
Configuration    User configuration

.5.6THE "MOBILE EXTENSIONS" TAB

Parallel calls can be set up on this page.

Parallel Calls

deliver the call to seve
semi-colon.

Please enter only ext
to internal Users, plea

11.2.6 THE "CLIENT…"
This dialog groups all 

11.2.6.1THE "GENERAL" T
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ab in the dialog "Button Configuration for User...".

ssing personal data, observe the respective applica-
n regulations.

e deleted automatically. In order to meet the valid 
ions, it may be necessary to delete the entries manu-
When saving and proce
ble legal data protectio

Personal data cannot b
data protection regulat
ally. 
Configuration    User configuration

Call

In this section, you can switch the Hide Number and Disable Second 
Call options for the selected user on or off. 

 This requires that you have two calls. If the call you have initiated is 
active, you can connect the two callers to one another by simply placing 
the handset on hook. Here, you can activate the "Transfer on Hookon" 
function. If you did not initiate the active call (i.e. you received the call), 
the connection will be terminated by hook on. The second call will 
remain on hold.

Example:

Subscriber A is called by C. Then subscriber A begins a second call on 
another line to subscriber B (e. g. for an Inquiry Call). If A goes on hook, 
subscribers B and C are then connected to one another.

SwyxIt! Classic Window

In the lower section, you can define the settings for the general behav-
ior of SwyxIt! Classic. For example, you can define the behavior of the 
window during or after a call and application sharing.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/#context/help/office_communication_$.

You must place the handset of the device on hook. If you click on the SwyxIt! 
Classic interface to end the connection, the two lines will not be connected 
to one another.

11.2.6.2THE "LISTS" TAB

You will also find this t

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
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TION RECORDING" TAB

 allowed to record conversations
sations of this user are to be recorded.

irectory for saving recorded conversations. If you 
ttings", the files will be saved to the directory set 
er settings. (7.5.2 The "Client Preferences" 
atively you can also enter a different directory 
 whether all conver

Store files to

Here you can set the d
select "User server se
in the default serv
Tab, Page 83). Altern
here.
Configuration    User configuration

Caller List, Redial List

Here you can set the maximum number of entries to be included in 
both the Caller List and the Redial List. The Call Journal comprises all the 
entries of the Caller List and of the Redial list. The maximum of list 
entries is 90 entries each. In the case of the Redial List, you can also 
indicate whether the selected entry should be dialled immediately.

Automatic Redial

You can set the interval (0 to 3600 seconds) between two call attempts 
for automatic redial.

Furthermore, you can set whether or not Automatic Redial is to be used 
instantly when redialing is activated on the SwyxIt! Classic user inter-
face.

Please note that the dialing process will be repeated until the selected 
line is free, rather than until a connection to this line is created.

11.2.6.3THE "CONVERSA

Here you can define

 whether the user is
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e recording of the conversation, only the phone 
on partner is recorded. An inquiry call made dur-
 be recorded by recording it to a separate file.

onversation was specified by the Administrator, 
conversations will be saved to the same file.

S" TAB

ab in the dialog "Button Configuration for User...".

 Dials can be defined here. Furthermore, you can 
el and, if you want, a picture to each Speed Dial. 

 linked contacts to a speed dial button. Contact 
applications (e.g. Swyx VisualContacts, Microsoft 
the number "0012345678" was recorded on February 17, 2005 at 
15:58:44.

The recorded conversations can be viewed and played by the user in 
the Recording List. This list only contains the recorded conversations 
associated with the personal extensions of the corresponding user. If a 
group call is picked up, the conversation is associated with the same 
personal number as the one used for outgoing calls from this line.

If a user has the permission to record conversations him/herself, he or 
she will be able to delete recordings in this list – otherwise only the sys-
tem administrator can delete recorded conversations.

You will also find this t

The number of Speed
assign a number, a lab

Users may also assign
data from connected 
Configuration    User configuration

If you select a different directory, please note that the user needs write 
permission for that directory. In order to listen to the list of recorded 
conversations the user also needs read access to this directory.

The file name for the recorded conversations is composed as follows:

 <Direction of the call>#
A differentiation is made between outgoing calls (OUT) and incoming 
calls (IN).

 <Number of the user>#
This is the extension called (IN) or the extension from which the call 
was started (OUT).

 <Name of the conversation partner>#
The name can only be given if the number has been assigned a 
name.

 <Number of the conversation partner>#
Will be displayed if one exists. Please note that the public line access 
will also be saved.

 <Date of the call>#
Date in the format <yyyymmdd>

 <Time of the call>
Start time of the call using the format hhmmss

Example:

The name

Out#123#Schulz, Eva#0012345678#20050217#155844.wav

means that an outgoing call from the number "123" to Eva Schulz with 

If the user initiated th
call to one conversati
ing a conversation can

If the recording of a c
several simultaneous 

11.2.6.4THE "SPEED DIAL
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S" TAB

ab in the dialog "Button Configuration for User...".

tcuts can be defined in this page. You can also 
you want and a corresponding working folder to 
much like a Windows default shortcut.

ons, you can assign a name and a bitmap to the 
ear on the user interface of the telephony client 

f speed dials and shortcuts.
hortcuts of individual users can be exported and/
any defined shortcut, 

As with all other butt
button. Both will app
SwyxIt! Classic.

Export and import o
The speed dials and s
or imported.
Configuration    User configuration

Outlook, IBM NotesIBM Notes) are being retrieved, when the user 
opens the context menu of the speed dial or the contact card.

The link to the connected application can be deactivated via the  
button. The speed dial button label and number remain saved on the 
speed dial button.

In addition you can define

 whether the selection of the Speed Dial results in immediate dialing
 whether the display will be deleted when the Speed Dial is selected 

and 
 whether the Speed Dial can be used for an intercom connection.

You can also configure a DTMF suffix on a speed dial. To do this, extend 
the number with an "x" and then add the corresponding DTMF digits. If 
you want to create a pause during the second dialing, please enter a 
colon (,) fore each two seconds.

Example:

You would like to dial the number "020 4777555"; when the connection is 
created, you would like to transmit the numbers "123" per DTMF. You 
want to dial the digits 898 after ten seconds. Assign the number "020 
4777555x123,,,,,898" to the Speed Dial.

See also  Export and import of speed dials and shortcuts., Page 184.

The intercom connection can only be used if the user who is making the call 
is signaled the status of the user called.

11.2.6.5THE "SHORTCUT

You will also find this t

The number of Shor
assign any command 
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TAB

ab in the dialog "Button Configuration for User...".

uttons can be defined in this page. You can also 
fined line.

eters then apply respectively for the selected line. 
lled numbers are dialled over the standard line 
ed the user does not specify any other line in 
applies both to SwyxIt! Classic and to SwyxPhone. 
as standard, then as before the last used line is 
set a label for each de

The remaining param
All spontaneously dia
(default line), provid
advance. This setting 
If no line is specified 
selected.
Configuration    User configuration

In the user list of the SwyxWare administration, select the respective 
menu entry in the context menu of a user:

 "Speed dials / Shortcuts | Import..."
or

 "Speed dials / Shortcuts | Export..."

The button assignment is saved in a *.key file.

The user pictures and any linked contacts are also saved. 

The buttons are assigned according to their label (e.g. "Speed Dial 1" is 
assigned to "Speed Dial 1" again). 

The number of buttons on the Skin is not modified by the import.

Linked contacts are imported, regardless if the respective applications 
are connected to SwyxIt! Classic or not.

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

During the import, any speed dial and shortcut buttons are overwritten. I.e. 
if the *.key file only describes the assignment of one speed dial button, any 
other buttons will be deleted (reset). 

11.2.6.6THE"LINE KEYS" 

You will also find this t

The number of Line B
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o define the appearance of SwyxIt! Classic for the 
w of the skin selected in the drop-down list is dis-

 indicate whether the selected user is allowed to 
e of SwyxIt! Classic by editing his/her own skin or 

 skin e. g. from the skins provided on the Swyx-

e user initiates and ends a call during the wrap up 

Namenstaste 19

Namenstaste 20

Namenstaste 13

Namenstaste 14

Namenstaste 15

Namenstaste 16

Namenstaste 17

Namenstaste 18

ionen Listen Einstellungen HilfeAnsicht

Seite 1 Seite 2 Seite 3 Seite 4

Dupont, Marie Namenstaste 11

Namenstaste 12Rossi, Mario

Redwood, Hugo

Grey, Jean

Sand, Lou

Black, Jack

Silver, John

Blue, Alice

Green, Mary

Doe, John
The display of your own number for outgoing calls can be suppressed 
by selecting the option "Hide Number".

See 11.2.6.1 The "General" Tab, Page 180.

Wrap Up Time

A wrap up time between 5 and 1800 seconds can be defined for each 
line here. If the checkbox is activated, the line is blocked for further calls 
during this time period after every incoming call.

This tab can be used t
selected user. A previe
played.

Furthermore, you can
modify the appearanc
by choosing another
Server.
Configuration    User configuration

Number / URI

In the "Incoming calls" field, you can define which incoming calls are sig-
naled on the line specified above:

 All incoming Calls,
 Only group calls, or
 Calls to all internal numbers of this user, or
 Calls to a specified internal number of this user, in case there are 

several numbers.

In the "Outgoing calls" field, you can define the internal number used 
for signaling an external number.

Example:

A user has the internal number "225" which is mapped to the external 
number "+44 20 55666225". And, the same user has the additional inter-
nal number "325" which is mapped to the external number "+44 778 
88325". If you select "225" for outgoing calls, this user signals  "+44 20 
55666225" for external calls.

The administrator can enter a number for each line here. This number 
is then used as the outgoing number. This number does not have to be 
the number of the user. It can be any free number or the number for 
the "Support" group, for example.  This number is marked with "(Alter-
native Number)".

Please note that all Alternative numbers which are to be assigned here must 
have been added for the user beforehand as Alternative numbers. See 
11.2.2.2 The "Alternative Numbers" Tab, Page 173.

11.2.6.7THE "SKIN" TAB

The line is cleared if th
time.

Leitung  ist frei

Datei Bearbeiten Leitungen Funkt

Jones, John
Statustext ändern...

Leitung 1

Leitung  ist frei
Leitung 2

Leitung  ist frei
Leitung 3

Leitung  ist frei
Leitung 4
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AB 

t Ringing Sounds

inging sounds which are dependent on the num-
 extension dialled. Wildcards can also be used (* 
 for one number).

 add further ringing sounds to the database, and 
ailable to all users.

ab, Page 93.
Here you can define r
ber of the caller or the
for several numbers, ?

The administrator can
thereby make them av

See 7.5.10 The "Files" T
Configuration    User configuration

The skins that are provided for the user are in the SwyxWare database. 
Further skins are not installed directly. The administrator can add fur-
ther skins e. g. from the DVD to the database, and thereby make them 
available to all users.

See 7.5.10 The "Files" Tab, Page 93.

You can find more skins in the download area on the Enreachwebsite.

System-wide default skin

If you choose the system-wide Standard Skin in the drop-down list, then 
the skin that was specified by the administrator in the server properties 
will be selected (7.5.2 The "Client Preferences" Tab, Page 83).

If the administrator changes the system-wide Standard Skin (in the server 
properties), this leads to a change of skin for all users who have configured 
the Standard Skin here.

11.2.6.8THE "RINGING" T

Number Dependen
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 TAB

ab in the dialog "Button Configuration for User...".

tab you can define, edit and remove hotkeys for 
 actions. To select a hotkey, go to the correspond-
key to which you wish to assign the function spec-

ble the function of using the F11 key to dial from any 
g the hotkey.
See 11.2.8 The "Properties…" Dialog: The "Relationships" Tab, Page 197.

Activate the "Enable acoustic second call signaling" in order to hear the 
call-waiting tone in the headset when a second call is received.

In the drop-down list "Ringing of CTI devices" you can indicate which 
terminal devices should ring if SwyxIt! Classic is operating in CTI mode:

 Both devices, i. e. SwyxIt! Classic in CTI mode and the controlled 
device (SwyxIt! Classic or SwyxPhone)

 only CTI SwyxIt! Classic
 only the controlled device (SwyxIt! Classic or SwyxPhone)

In this section of the 
specific SwyxIt! Classic
ing line and press the 
ified above.

Here you can also disa
application by removin
Configuration    User configuration

You can change the definition for internal and external calls, but not 
delete them.

Additionally, you can specify here whether a call signaling defined by a 
relationship is also to be signaled acoustically.

11.2.6.9THE "KEYBOARD"

You will also find this t

Hotkeys
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11.2

ab in the dialog "Button Configuration for User...".

uration

he buttons of the telephone (only - SwyxPhone L 
s to assign) and import or export this assignment. 
phone you would like to configure from the drop-
k on "Configure…". A new dialog with the proper-
ephone will open.
Configuration    User configuration

SwyxIt! Classic Hotkeys

If you activate the upper checkbox here, an incoming call can be picked 
up using the Return key.

If you activate the second checkbox, the NUM key of the keyboard is 
automatically switched on as soon as the SwyxIt! Classic window is acti-
vated. The number can then be entered directly via the numeric keypad 
on the keyboard.  Following standard installation of SwyxIt! Classic, the 
NUM key is activated when the SwyxIt! Classic window is active.

The hotkeys you define here are then valid in all applications. Further-
more, no check will be carried out to determine whether the selected 
hotkey is already occupied on the user’s system.

.6.10TAB "SWYXPHONE"

You will also find this t

Function Key Config

Here you can assign t
620 does not have key
Select the type of tele
down list and then clic
ties of the selected tel
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f the telephone keys can be exported into or 
.key) here. Use the checkbox to indicate whether 
 be taken into consideration during the export or 

 you'll find label templates in Word and PDF for-
scribe with personal data.

h a Headset

levant if the user uses a SwyxPhone to which he 
t.

, the hands-free functionality is enabled in case of 
his case, the connected headset will not be acti-
t button on the phone is activated.

ed, you will hear the call via the headset connec-
hone is then activated by pressing the Speaker 
Use this method to configure all keys of the selected phone.

If the user uses different telephone types, you can configure all keys for 
these telephone types here. Depending on the selected telephone type, 
the user is also provided with additional key modules for configuration.

Please note that the Speed Dials and the Line Buttons are indexed, i. e. that 
the Speed Dial 1 is the same for all telephones, for example.
Configuration    User configuration

You will see a picture of the selected phone and the buttons, which are 
assigned to the keys on this phone. Click on a button to configure the 
corresponding key. The Properties page of the key will open.

Depending on the selected function of the key, there is another tab pro-
vided for defining the properties of this key in more detail.

The configuration o
imported from a file (*
the Speed Dials should
import.

On the SwyxWare DVD
mats, which you can in

SwyxPhone use wit

This option is only re
can connect a headse

If the handset is down
an incoming call. In t
vated until the Headse

If this option is activat
tion. The handsfree p
button on the phone.
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11.2  Is SwyxIt! Classic not started, he can still use his Swyx-
e status "logged off" is signalled to internal employees 
he user speaks with SwyxPhone the status "Speaking" 
mployees, for call routing his status remains "logged 

LIENT CONFIGURATION:"
 here are valid for the user's fax transmissions. 
 still change them individually for the current fax 

f four terminals of any type (SwyxIt! Classic, SIP 
neously logged on to one SwyxWare user account.
among each other or not, is defined in the relationships of the users or 
groups. Here you specify, which type of terminal signals the Log-on sta-
tus of the user, if several terminal types are logged on to the same user 
account.

Define here which individual setting will be used for the user or apply 
the standard server settings by activating the checkbox.

Example:

For example, if a user has a SwyxPhone on his desk and a SwyxIt! Classic 
installed on his computer, he can check his status by SwyxIt! Classic sig-
nal. He is then logged in when his computer is switched on and SwyxIt! 
Configuration    User configuration

.6.11THE "LOGIN DEVICE" TAB

Terminal types

Whether the users signal their status (logged in, speaking, is called) 

Classic has started.
Phone. However, th
and call routing. If t
is signalled to the e
off".

11.2.7 DIALOG "FAX C
The settings entered
However, the user can
before sending it.

No more than a total o
phone) can be simulta
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11.2 B

rmation is stored on the "Sender" tab.

d, you can enter the ID of the fax station and the 
Fax Station ID is the number that SwyxFax should 
e fax machine when a fax is received.

formation" enter company, address, department, 
ne and fax numbers.
"Refresh Time" is used to define the intervals at which SwyxFax Client 
matches its fax folder display with the server data. A range of 30 to 600 
seconds is available to you here.

In the "Numbers" fiel
internal number. The 
transmit to the remot

Sender Details

In the field "Sender In
name, e-mail, telepho
Configuration    User configuration

.7.1THE "GENERAL" TAB

Only the refresh time for the SwyxFax Client can be changed here. 

Refresh Time

11.2.7.2THE "SENDER" TA

The user's sender info

Numbers
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11.2

e prioritized. A fax document with "high" priority 
ery fax job with "normal" priority. This will also be 
bs of other users that also have "normal" priority.

x "Per default send fax with cover page" if you 
ry fax with a cover page.

ou can also choose which letterheads should be 
nt to an external recipient. You can select a letter-
e which is different from the letterhead used for 
. The system administrator will make the letter-
sers in the database.

Page", Page 358.

e and applied here will automatically be applied 
 (window "Send Fax") each time a fax is sent. In an 
ese settings can be modified individually for the 

ou can define how often a transmission attempt 
1 to 10 times) after it has failed the first time. In 
o define the interval at which these attempts 

o 600 seconds). In doing so you can define which 
d be sent in the renewed transmission attempt.

in,
 pages or
 all failed pages
Here you can change the basic settings for fax transmission, such as Pri-
ority or the general use of a cover page or the settings for redial.

pages of the fax shoul

Select from:

 Send entire fax aga
 Send only the failed
 Send first page and
Configuration    User configuration

After a fax is sent, the send report documents are sent to the e-mail 
address stored here.  See 11.2.7.4 The "Transmit  Report ing" 
Tab, Page 194.

All information entered here will be saved as the default setting, i.e. it 
will automatically be used as "Sender" in the window "Send Fax". If you 
change the sender in the "Send Fax" window and save it there as the 
default setting, the information will be changed accordingly on this tab. 
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/#context/help/office_communication_$.

.7.3THE "SEND OPTIONS" TAB

Priority

Fax documents can b
will be sent before ev
the case for the fax jo

Layout

Activate the checkbo
would like to send eve

In the field "Layout", y
used for a fax to be se
head for the first pag
the rest of the pages
heads available to all u

See 24.5.2 Tab "Cover 

All of the settings mad
in the Send Fax dialog
individual dispatch, th
current fax.

Redial

In the "Redial" field, y
should be repeated (
addition, you can als
should be made (30 t

https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/sender_$
https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/sender_$
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11.2 smit Confirmation
smit confirmation should be sent by e-mail after 
ission, and/or whether a confirmation should be 

ion via E-mail

 "Send E-mail confirmation:". Define the content 
 whether just the transmission parameters, the 
ters and the first page of the fax or the transmis-
he entire fax should be sent.

ters include:

ission

s

ission parameters and the first page" or "Trans-
nd the complete fax document", the first page or 
ument is attached to the e-mail as a file. You can 
mats include:

achments)

ation will be sent to the e-mail address that you 
nder" tab.

er" Tab, Page 192.
success of the transmission. This may be a transmit confirmation (if the 
fax was transmitted successfully) or a notification (if errors occurred 
during fax transmission). You can define the form in which the Send 
Report is sent, namely per e-mail and/or in print form.

Fax Handling
In the field "Fax Handling" you can define whether successful or faulty 
fax transmissions should be saved in the folder "Sent Faxes" or "Error 
Faxes". This ensures that later access to sent faxes, sorted by transmis-
sion success, is possible.

mission parameters a
the complete fax doc
define the format. For

 TIFF
 PDF
 TIFF and PDF (2 att

The transmit confirm
have stored in the "Se

See 11.2.7.2 The "Send
Configuration    User configuration

.7.4THE "TRANSMIT REPORTING" TAB

On the "Transmit Reporting" tab you can define the setting for the fax 
Send Report. If a fax is sent, the server returns a message about the 

Succeeded Fax Tran
Specify whether a tran
a successful fax transm
printed.

Transmit Confirmat

Activate the checkbox
of the e-mail. Decide
transmission parame
sion parameters and t

Transmission parame

 Sender ID
 Recipient ID
 Recipient’s name
 Send Time
 Number of Pages
 Attempts
 Duration of Transm
 Fax Station ID
 Resolution
 Speed
 Transmission Statu

If you select "Transm
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s

ission parameters and the first page" or "Trans-
nd the complete fax document", the first page or 
ument is attached to the e-mail as a file. You can 
mats include:

achments)

ation will be sent to the e-mail address that you 
nder" tab.

er" Tab, Page 192.

tout

x "Print confirmation to:" and select the printer. 
 the printout. Decide whether just the transmis-
ransmission parameters and the first page of the 
ion parameters and the entire fax should be 
r selection with "OK".

ent by e-mail or printed.

inter selected here must be a local printer which is 
Fax Server.

here are the default setting. These parameters will 
x" window. In this window, you can adapt the param-
uirements for the current fax.
 Recipient ID
 Recipient’s name
 Send Time
 Number of Pages
 Attempts
 Duration of Transmission
 Fax Station ID
 Resolution
 Speed

The parameters saved 
appear in the "Send Fa
eters to meet your req
Configuration    User configuration

Fax Transmit Confirmation per Print

Activate the checkbox "Print confirmation to:" and select the printer. 
Define the content of the printout. Decide whether just the transmis-
sion parameters, the transmission parameters and the first page of the 
fax or the transmission parameters and the entire fax should be 
printed. Confirm your selection with "OK".

A transmit confirmation can be sent by e-mail or printed. 

Failed Fax Notification
In the field "Failed Fax Notification" you can define whether a notifica-
tion of a failed fax should be sent by e-mail and/or whether it should be 
printed.

Notification by e-mail

Activate the checkbox "Send E-mail notification:". Define the content of 
the e-mail. Decide whether you would like to receive just the transmis-
sion parameters, the transmission parameters and the first page of the 
fax or the transmission parameters and the entire fax.

Transmission parameters include:

 Sender ID

The parameters saved here are the default setting. These parameters will 
appear in the "Send Fax" window. In this window, you can adapt the param-
eters individually for the current fax.

 Transmission Statu

If you select "Transm
mission parameters a
the complete fax doc
define the format. For

 TIFF
 PDF
 TIFF and PDF (2 att

The transmit confirm
have stored in the "Se

See 11.2.7.2 The "Send

Notification by prin

Activate the checkbo
Define the content of
sion parameters, the t
fax or the transmiss
included. Confirm you

A notification can be s

Please note that the pr
recognized by the Swyx
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11.2 EOUS" TAB

ab is used to define additional settings for Swyx-
urity queries or notifications.

pt for these Actions

 Prompt for these actions", you can activate the 
oxes to indicate which actions (Cancel, Delete, or 
smission) must be confirmed to be on the safe 
 activated, a window will appear together with the 
, asking for confirmation of the action. This helps 
letion, cancellation or reactivation.
It is necessary to specify the layout for this. Define here the required 
margins and font / font size.

Margins

Specify here the margin widths to be applied when text is converted 
into a faxable format.

Font

Specify here the font and font size to which the text of an attached text 
file should be converted.

Confirmations Prom

Under "Confirmation
corresponding checkb
Reactivate a fax tran
side. If confirmation is
corresponding action
to avoid accidental de
Configuration    User configuration

.7.5THE "TEXT CONVERTER" TAB

If text files are to be attached to a fax transmission, these must be con-
verted to a suitable format (SFF) before transmission.

11.2.7.6THE "MISCELLAN

The "Miscellaneous" t
Fax Client, such as sec
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IES…" DIALOG:  
SHIPS" TAB

 the user groups the user is associated with and 
aling defined for these group relationships. Rela-
ined in detail in the following chapter on the sub-

yxLink trunk to configure cross-server connec-
wyxServer (  How to conf igure a SwyxLink 

n you likewise specify here the recipient on the 
e selected user signals the status. This can be an 

oup.

ties…" Dialog The "Relationships" Tab, Page 214.
tionships will be expla
ject of "Groups".

If you have used a Sw
tions to another S
trunk, Page 291), the
linked site to whom th
individual user or a gr

See 12.2.4 The "Proper
Configuration    User configuration

When New Faxes Arrive or Fax Transmissions Finally Fail

Specify under "Actions when new faxes arrive, or on faulty fax transmis-
sion" whether a new fax should be signaled directly with a window and 
a notification tone. It is similarly reported when transmission of a docu-
ment has failed. Activate the appropriate option.

Archiving Settings

If you have faxes saved in the fax folders and these faxes are older than 
the number of days specified here, a window will appear when you start 
SwyxFax Client asking you to archive these documents. If you do not 
activate this option, the documents will not be archived.

Activate the archiving function here, and set the interval after which the 
documents should be archived (default: 30 days).

If old fax documents are present which should be archived, a prompt 
appears asking for a directory in which the archived documents are to 
be stored. The archived documents are deleted in the database.

11.2.8 THE "PROPERT
THE "RELATION

Here you can display
the call or status sign
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11.

ch secretariate relationships are defined for this 
rmation on the secretariate configuration in the 
riate".

Page 219.

IES…" DIALOG:  
AB

 assigned to a SwyxWare user. On the one hand, 
utgoing calls, and on the other hand the use of 

ies can be denied.
Different rights can be
it is possible to limit o
particular functionalit
Configuration    User configuration

2.9 THE "PROPERTIES…" DIALOG:  
THE "SECRETARIAT" TAB

A user can only call another user per intercom connection or use the SwyxIt! 
Messenger if he or she is signaled the status of the other user.

In the current version the Intercom function cannot be used between differ-
ent servers.

Here you can see whi
user. You will find info
chapter titled "Secreta

See 12.3 Secretariate, 

11.2.10THE "PROPERT
THE "RIGHTS" T
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al Permissions:", the administrator can define 
vailable to the user by activating corresponding 
ividual highlighted function is explained in the 

 are not included in the feature profile, they can-
e lower field either. In this case, please choose a 
le.

s
o modify the call forwardings (Unconditional, No 
e user can either set a number, to which the call is 
 determine that all calls will be forwarded directly 

s" option is deactivated, the user cannot change 
ing options (immediate, delayed, if busy). The Call 
nd Graphical Script Editor are then also deacti-

anager (CRM)
e Rule assistants, the user himself can create a set 
ndling here. See also https://help.enreach.com/

Client/Swyx/en-US/index.html#context/help/
nebook_$.
ave permission to start the Call Routing Manager 
cripts created with the Call Routing Manager will 
o the user. He can still change his forwardings 
 Reply, Busy). Graphical Script Editor is likewise 

is included for SwyxWare for DataCenter and 
tion SwyxBCR. In SwyxWare this functionality is 
 the basic version.

ofile is assigned to a user, this change appears in the 

ge 112.
The feature profile defines the selection of features which are available 
in principle for the user. It is possible here to grant the user rights to 
use advanced SwyxWare functionalities.

To change the feature profile, choose a different profile from the drop-
down list. In the standard installation of SwyxWare, only the "Standard" 
profile is available; this provides all features for the user. Different pro-
files are offered in SwyxWare for DataCenter and SwyxON. See 9.2 Func-
tion profile, Page 132.

import_export_pho
If a user does not h
directly, then the s
still be available t
(Unconditional, No
deactivated.
This functionality 
SwyxON in the op
already included in
Configuration    User configuration

Call Permission

There are different levels for call restriction, which the administrator 
can variably organize, e. g.

 e. g.

internal calls
only calls within the SwyxWare

 local calls
only calls without prefix

 long distance calls
calls within the country; without international prefix

 international calls
all calls with international prefix

A user's Calling Right is defined by the assigned Call Permissions profile. 
You can define various call restrictions e.g. only internal calls, local calls 
or national calls. In addition, the administrator can also block specific 
numbers or prefixes (e.g. chargeable prefix numbers).

See 9.1 Call Permissions, Page 123.

Available Functions

There are various SwyxIt! Classic functions which the administrator can 
allow or disable for users. These functions can be assigned via function 
authorizations or a specific administrator profile.

Feature Profile

Available Functions

In the field "Function
which functions are a
checkboxes. The ind
"Description" field.

If individual functions
not be activated in th
different feature profi

 Change forwarding
A user is allowed t
reply, Busy), i. e. th
to be forwarded or
to the Voice Box.
If the "Forwarding
any of the forward
Routing Manager a
vated.

 Use Call Routing M
With the help of th
of rules for call ha
cpe/latest.version/

If a different feature pr
change log.
See 7.7 Change log, Pa

https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/CRM_rules_$
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ered local settings become effective as soon as 
 in again.
help.enreach.com/cpe/latest.version/Client/Swyx/
context/help/local_settings_$.
e
e all the settings which directly concern the user 
e user finds on all telephony clients when he logs 
hese include, e.g. Speed Dials, shortcuts, ringing 

e settings can also be made in the SwyxWare 
er user settings.

hether the user may receive and make video calls.
t messages
hether the user may send and receive instant 

 help of SwyxIt! Messenger.
icture
tivated, the user is allowed to exchange his/her 

icture
ivated, the user is allowed to upload his/her own 
 user picture. This option can only be activated 
hange own user picture" is activated.

 to select a different skin.
tivated, the user can change his skin, i.e. he can 
 for the existing skins. This option is also activated 
" is activated.

 to use and edit own skins with the Skin Editor.
help.enreach.com/cpe/latest.version/Client/Swyx/
context/help/skins_$.

ssing personal data, observe the respective applica-
n regulations.
 Change Local Settings
In the local configuration, users can define on which server and 
under which user name they log on, which email client the "Voice 
Box" button opens, and which voice compression is used.
The local settings for the voice terminals are made on another tab.
The local configuration cannot be performed in the SwyxWare 
Administration. For this reason it is possible to change the local con-
figuration directly on the user's computer when SwyxIt! Classic is 

Classic users are logged in to the same SwyxServer. when the option "C
 Load Skin

The user is allowed
If this option is ac
select another skin
when "Edit the Skin

 Edit Skin
The user is allowed
See also https://
en-US/index.html#
Configuration    User configuration

 Use Graphical Script Editor (GSE)
In addition to the Rule assistants of the Call Routing Manager, a 
graphical representation of the rules is offered here. Graphical 
Script Editor is part of the option SwyxECR package.
If scripts that the administrator has use of the Graphical Script Edi-
tor. created for a user are to be applied, the function profile must 
allow the use of use of the Graphical Script Editor.. In order to pre-
vent the user from changing script, the administrator needs to deac-
tivate the "Graphical Script Editor" check box in the user 
configuration.
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
en-US/index.html#context/help/import_export_phonebook_$.

 Start Collaboration
The Collaboration function allows the user to share his or her desk-
top during a telephone conversation via SwyxIt! Classic. The share 
takes place on the SwyxIt! Classic user interface, in the menu "Func-
tions | Collaboration". When the desktop is shared, the user can 
allow the conversation partner to access his or her computer.
See also https://help.enreach.com/cpe/latest.version/Client/Swyx/
en-US/index.html#context/help/collaboration_$.

The Collaboration function can only be executed between SwyxIt! Classic 
users. Collaboration with a SwyxPhone is not possible. Both subscribers 
must have SwyxIt! Meeting or  TeamViewer installed on their computers 
and must have the right to share applications. A user can only permit one 
application share at a time.  
The collaboration function with TeamViewer only works when the SwyxIt! 

logged off. The alt
SwyxIt! Classic logs
See also https://
de-DE/index.html#

 Change User Profil
Here, you can defin
and those which th
in to SwyxServer. T
sounds, etc. Thes
Administration und

 Video calls
You specify here w

 Send/receive instan
You specify here w
messages with the

 Change own user p
If this option is ac
own user picture.

 Upload own user p
If this option is act
individually chosen

When saving and proce
ble legal data protectio

https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/collaboration_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/collaboration_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phone_control_CTI_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/skins_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/skins_$
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IES…" DIALOG:  
VICE" TAB

see which devices (telephone or computer client) 
n under this SwyxWare user.

on devices can be seen in the list:

f four terminals of any type (SwyxIt! Classic, SIP 
neously logged on to one SwyxWare user account.

Explanation
xIt! Classic or telephone type

sion of the software for the device
 Call Forwardings
The user can no longer change his or her settings for the forwarding 
options (unconditional, if busy and no reply) or for Do not Disturb 
(the settings for unconditional forwarding are applied).

Details for the logged 

No more than a total o
phone) can be simulta

Label
Device Type Swy

Version Ver
Configuration    User configuration

 Record Conversation in SwyxIt! Classic
The user can record calls that he makes with SwyxIt! Classic.
This functionality is included in the option pack SwyxRecord.

 Change number and numbers of the lines
If this option is activated, the user can determine the number of 
available lines and assign certain incoming calls to the desired lines.

 Change settings for the encryption
If this option is activated, the user can change the settings for the 
encryption. See 11.2.1.9 The "Encryption" Tab, Page 169.

 CTI+ with external phone via phone number
With SwyxCTI+, the user can control an external telephone via its 
phone number See 25.2.1 Configure a CTI pairing to the number of an 
external phone, Page 378.

Functions on a SwyxPhone

If the user uses a SwyxPhone as a terminal, then only the authorizations 
for "User Profile" and "Forwardings" take effect.

 User Profile
This affects the following functions:

Disable Secondary Call,
Incognito,
Adjust Ringing,
Call Signaling,
Setting the function keys, speed dials and line keys

The setting options for voice and ringing volume remain the same.

11.2.11THE "PROPERT
THE "LOGIN DE

On this page you can 
are currently logged o
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11.

To 

ebook
xport phonebooks, a wizard will guide you 

nreach.com/cpe/latest.version/Client/Swyx/en-
t/help/import_export_phonebook_$.
he Personal Phonebook himself with his 
Phone or SwyxIt! Classic). Alternatively, users of 
Phone Lxxx can edit their Personal Phonebook 
yxWare. This does not apply to the phonebooks 

x.

EACTIVATE OR DELETE 

ate a user account, for example if an employee is 
he deactivated user can then no longer log in to 
, the user’s call routing (Call Forwarding, etc.) will 
nd all his or her settings will remain intact. 

Center installation a deactivated user will also be 
 report (Configured User). Select the feature profile 
activated user. Users with this profile are not 

 data reporting.

r of users ordered is always recorded in the usage 
ers are assigned the function profile "Deactivated".

fter failed login attempts" is activated in SwyxServer 
rs can be automatically deactivated by the system 

minal devices and clients logged on may be logged 
ettings, Page 105.
 Open the phonebook and edit single entries.
 Import other phonebooks.
 Export the user's personal phonebook.

edit the Personal Phonebook of a User
1 Select the user in the administration.

2 From the shortcut menu (right mouse button), select if you want to 
 open the phonebook
 import a phonebook

At SwyxON, the numbe
report, even if these us

If the rule " lock user a
configuration, then use
and any potentially ter
off. See 7Password s
Configuration    Personal Phonebook for a User

3 PERSONAL PHONEBOOK FOR A USER
Personal Phonebook of a User can also be edited in the SwyxWare 
Administration. The administrator can, for example, export an 
employee's personal phone book and import the data into the phone 
book of his (new) colleague.

Here, the entries can be marked with a check as "personal entries", i.e. 
other users will be signaled the number but not the name. 

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/phonebook_$.

The administrator must have the rights of a system administrator to be 
able to edit another user’s personal phone book.

You can:

Language for SwyxIt! Classic only: Language of the installed SwyxIt! 
Classic

CTI indicates whether the device is controlled via CTI

IP-adress IP address of the device

MAC MAC address of the device

Operating system for SwyxIt! Classic only: Operating system on which the SwyxIt! 
Classic is installed

Label Explanation  export this phon
When you import or e
through the process.
See also https://help.e
US/index.html#contex
The user can change t
telephony client (Swyx
SwyxIt! Classic or Swyx
with the help of the Sw
of the SwyxPhoneDxx

11.4 ACTIVATE/D
USERS
It is possible to deactiv
temporarily absent. T
SwyxServer. However
continue to function a

In a SwyxWare for Data
counted for thr license
'Deactivated' for the de
included in the license

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonebook_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonebook_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/import_export_phonebook_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/import_export_phonebook_$
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How

Thi

ROPERTIES OF A USER TO 
F OTHER USERS

onfiguration of a greater number of users faster, 
properties of an already configured user to all 
 group ("target group").

 

f a particular user to a group of users
he user as desired.

orresponding entry in the user list.

u, select "Clone properties...". 
 following parameters:

ssignment of user properties to multiple users. Cre-
yxWare database before, 7.10 Backing up the Swyx-
116.

eryone" group as target group since the already con-
 this group himself. 
 not in an existing group you can create a temporary 

12.1 Create a group, Page 210.

Explanation
Client settings should be assigned to the target 
group, See 11.2.6.1 The "General" Tab, Page 180.
Click on "Select" to activate the desired options.

Call routing settings (including rules and scripts) 
should be assigned to the target group, see 11.2.4 
The "Call Routing Manager…" Dialog, Page 176.

 1 Speed dial assignments should be assigned to the 
target group.
Define how many speed dials (starting from the first, 
160 chracters max.) should be assigned, see 11.2.6.4 
The "Speed Dials" Tab, Page 183.
All user data are removed from the database. Client settings

Call Routing

Speed dial entries from
to
Configuration    To assign properties of a user to a number of other users

 to deactivate a user
1 Select the corresponding entry from the user table.

2 Select "activate (deactivate) user" in the context menu.
3 Confirm your entry by clicking on "OK".

User status is modified. The corresponding symbol appears in the 
list next to the user name: 

You can also activate or deactivate a user by opening the "Administra-
tion" tab in user settings and clicking on the checkbox "User is activated 
(deactivated)". See 11.2.1.1 The "Administration" Tab, Page 159.

s is how you delete a user
1 Select the corresponding entry from the user table.

2 In the context menu, select "Delete".
3 Confirm your entry by clicking on "OK".

Symbol Status
The user is activated and logged in.

The user is activated and logged off.

The user is deactivated.

11.5 TO ASSIGN P
A NUMBER O
You can execute the c
if you assign certain 
existing members of a

How to assign properties o
You have configured t

1 Right-click on the c

2 In the context men
You can specify the

You cannot undo the a
ate a backup of the Sw
Ware Database, Page 

You cannot use the "Ev
figured user belongs to
To select users who are
group in advance, see 

Name
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11.

ng SwyxWare users to Windows users that 

Ware parameters in the Windows user adminis-

ndows user account, remove the associated 
ectly

e subsequent registration or deregistration of the 
enha nce ment ,  s ee  E .2  Ac t i ve  D i rec tory 

gnment when creating a Windows user
s user is created, additional pages appear in the 
asic SwyxWare parameters.

w user in the Windows user administra-

tration, select in the "User" context menu the 
rd will guide you through the relevant steps. Only 
d to the creation of an associated SwyxWare user 
e following.

e, and a description
eactivate the checkbox "Create assigned 

ctivated, the SwyxServer is contacted.
 SwyxServer, the logon parameters (Windows 
ser name and password) are checked and stored, 

d or edited in Windows user administration, this is 
inistrator's workstation computer. In order to dis-

 SwyxWare tabs and wizard pages, please install the 
nent of SwyxWare Administration on this worksta-
tallation of the Active Directory enhancement with 
 expands the AD database with the relevant fields; it 
terface. The scheme of the Active Directory won't be 
 SwyxWare users can be managed in the Windows user administration. 
There you can

 when creating a new Windows domain user (Active Directory user 
and computer), directly create an associated SwyxWare user and 
assign him basic SwyxWare parameters such as name and number

This function is not available for SwyxON.
1 In the user adminis

entry "New". A wiza
the steps which lea
are described in th

2 SwyxWare user nam
Here you can also d
SwyxWare user".
If the checkbox is a
In the first logon to
authentication or u
Configuration    Configure users in the Windows user administration

3 Click on "OK" to confirm the configuration changes.
The selected properties are assigned to all members of the group. 

6 CONFIGURE USERS IN THE WINDOWS 
USER ADMINISTRATION

Call Forwarding Busy Settings for Call Forwarding Busy should be assigned 
to the target group, see 11.2.5.2 The "Call Forwarding 
Busy" Tab, Page 177.

Call Forwarding No Reply Settings for Call Forwarding No Reply should be 
assigned to the target group, see 11.2.5.3 The "Call 
Forwarding No Reply" Tab, Page 178.

Call Forwarding Uncondi-
tional

Settings for Call Forwarding Unconditional should be 
assigned to the target group, see 11.2.5.1 The "Call 
Forwarding Unconditional" Tab, Page 177.

Target group Select a group for property cloning.

Name Explanation

Members who are assigned to the group afterwards will not inherit the 
properties. 
Assign the properties to the group again, if required.

 assign correspondi
already exist

 change basic Swyx
tration

 when deleting a Wi
SwyxWare user dir

For information on th
Act ive  D i re c to ry  
extension, Page 419.

SwyxWare user assi
When a new Window
wizard, querying the b

This is how you create a ne
tion.

When users are create
usually done on an adm
play the corresponding
'AD Integration' compo
tion computer. The ins
the SwyxServer simply
does not provide an in
changed.
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r public number here.
r is to be taken from a numbers range, double-

l number in the "Mapped Public Number:" field 

 SwyxFax Client are automatically assigned to the 
figured here is via the associated Windows user 

.1 The "Administration" Tab, Page 159.

ox, if you want to allow the registration with a SIP 
s option is deactivated by default.
 user information. Specify whether the 
e is chosen according to the server standard 

r authentication should always or never take 
tion is required, enter here the necessary data for 
h as the user name and the password. These do 
tical to the SwyxWare user name and password 

 configured for logon with a SwyxIt! Classic.
P Registration" Tab, Page 164.

h a SwyxPhone Lxxx.
Enter the following
authentication mod
settings, or whethe
place. If authentica
authentication, suc
not need to be iden
that you may have
See 11.2.1.4 The "SI

7 SwyxPhone Lxxx
Allow the logon wit
Configuration    Configure users in the Windows user administration

so that a further logon takes place automatically. Please note that 
the rights for creating new users are required (9.3 Administration 
profiles, Page 138).
You can also assign an existing SwyxWare user to the new Windows 
user here. In this case the other parameters are not queried.

3 Internal Numbers
Enter the internal number for this user here.
Use "Verify" to immediately check whether this number has already 
been assigned.
Clicking on "Next unused" will automatically assign the next unused 
internal number to the user. You can also enter a number, e. g. 210, 
in order to leave the number range below untouched. Clicking on 
"Next unused" will then assign the next unused internal number. 
"Check" lets you check whether an entered internal number is 
already present.
Activate the checkbox "Show in Phonebook" if this number is to be 
listed in the Global Phonebook. Name resolution is always 
performed, regardless of whether the user is entered in the Global 
Phonebook.

4 Mapped public numbers
If the internal number is to be reachable from the public telephone 
network, it must be mapped to an external number. You can enter 
this public number directly in the field or click "Select...".
The "Choose public number" window will appear.

Select the SIP URI o
If the public numbe
click on that range.
Assign the externa
and click "OK".

5 SwyxIt! Classic and
user. The logon con
account. See 11.2.1

6 SIP Devices
Activate the checkb
capable device. Thi
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re profile is configured. See  Default Feature 
.
 AD configuration wizard contains a summary of 
meters configured here.

ser to existing Windows users
 be assigned to existing Windows users in Win-

tion.

wyxWare user to a Windows user
 user administration.

ut menu, open the properties and switch to the 

ifferent options:
g SwyxWare user from the list. In this case the 
indows user account is assigned to the 

try "Create new SwyxWare user". A new 
s created. All the necessary parameters will be 
ard ( This is how you create a new user in the 
ministration., Page 204 from step (3)).

 amendment in Windows administration
asic parameters, such as the location or the fea-
are user from the Windows user administration.

 parameters of a SwyxWare user in the 

 user administration.

ut menu, open the properties and switch to the 
12 Further parameters are created as standard:
 Location

As location, the default location is assigned to the new user.
 Call Permission

The default call permission is configured. See  Default Calling 
Right, Page 131.

A configuration of the special Voice Box e-mail address has no influence on 
the existing e-mail address that was created for the integration in MS Office.

SwyxWare user data
You can also change b
ture profile of a SwyxW

This is how you change the
user administration

1 Open the Windows

2 In the user's shortc
"SwyxWare" tab.
Configuration    Configure users in the Windows user administration

Assign the user a PIN, with which he logs in to the SwyxServer. This 
PIN must contain between 1 and 16 digits.
See 11.2.1.6 The Tab "SwyxPhone Lxxx", Page 166.

8 Internal SwyxFax Numbers
Enter the internal fax number for this user here.
Use "Verify" to immediately check whether this fax number has 
already been assigned.
Clicking on "Next unused" will automatically assign the next unused 
internal fax number to the user.

9 Mapped public fax numbers
If the user also receives faxes from the public telephone network, an 
external fax number has to be assigned to the internal fax number. 
You can enter this public fax number directly in the field or click 
"Select...".

10 Mobile number
Enter the mobile number of the user in canonical number format. 

11 E-mail address:
The user must be assigned a unique e-mail address for SwyxWare 
integration in Microsoft Office (SwyxIt! Classic function "Office 
Communication AddIn"). The e-mail address indicated must be the 
primary SMTP e-mail address set up for the user on the Microsoft 
Exchange Server.
This e-mail address is also the default setting for delivering voice 
messages. The e-mail address of the Voice Box can be configured by 
the user or in the SwyxWareadministration in the "Redirects" dialog, 
see 11.2.5.4 Standard Voice Box" tab, Page 178. 

 

 Feature Profile
The default featu
Profile, Page 137

13 The overview of the
the SwyxWare para

Assign SwyxWare u
A SwyxWare user can
dows user administra

This is how you assign a S
1 Open the Windows

2 In the user's shortc
"SwyxWare" tab.

3 You have several d
 Select an existin

corresponding W
SwyxWare user.

or 
 Select the list en

SwyxWare user i
queried by a wiz
Windows user ad
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Thi

11.

e Administration and choose the SwyxServer.

sers" folder and click with the right mouse 
r.
port user list…" from the shortcut menu.

for the user list will open.

rresponding checkbox will define which entries 
. Furthermore, you define whether
r description

yxWare groups
e first entry for a user/group.

d the path for the export file and define
ing file should be overwritten
 line of the file should contain the name of the 
From within SwyxWare Administration you can export a list of all users 
directly into a file. This list can then e.g. be re-imported to the phone-
books of other SwyxServers.

For further information on importing a user list into the phonebook of a 
SwyxServer ,  p lease refer  to 7.6 .1 The Import  and Export  of 
Phonebooks, Page 111.

4 Activation of the co
are to be exported
 to export the use
 to export the Sw
 to export only th

5 Click on "Next >".
Select the name an
 whether an exist
 whether the first
Configuration    Export User List

3 You can change the following parameters here:
 SwyxWare user name
 Location
 Call Permission
 Feature Profile

4 Click on "SwyxWare Administration..." to open the SwyxWare 
Administration and enter further configurations for the user such as 
Call Routing scripts.

Delete an associated SwyxWare user or the link
In the Windows user administration you can delete a SwyxWare user, or 
just cancel the link between the Windows user and SwyxWare user.

s is how you delete a SwyxWare user in the user administration
1 Open the Windows user administration.

2 In the user's shortcut menu, open the properties and switch to the 
"SwyxWare" tab.

3 Remove the checkbox "Is SwyxWare user".
4 A query appears: do you want to remove the SwyxWare user 

altogether or cancel the link to this Windows user?
5 After confirmation with "OK", the user or link is removed.

7 EXPORT USER LIST

How to export the user list
1 Open the SwyxWar

2 Please select the "U
button on the folde

3 Select the entry "Ex
The export wizard 
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11.

11.

E
formation, see 3 Licensing via license key, Page 27.

e 20.

tion is implemented with the help of the "Swyx-
 service. The installation of the ConferenceMan-
t on SwyxServer or on an independent computer. 
er takes over the management of the conference 

s the voice data.

n of a SwyxWare component on an additional 

nager is installed, a user is set up that is specifi-
rating this ConferenceManager. If more than one 
s installed, a user is created for each Conference-
nces are then distributed to the various Confer-

er is activated, all users can use the Conference 
 can initiate conferences and add more than two 
nces. See also https://help.enreach.com/cpe/lat-
yx/en-US/index.html#context/help/import_ex-

o start a conference, he must have this functional-
ture profile (SwyxAdHocConference) and he must 
ermission for it (11.2.10 The "Properties…" Dialog: 
 198).

OOMS
ows users to meet independently of each other. A 
epresented by the internal number of a specific 
ference". The name "Conference" can only be 
nistrator with the help of the configuration wiz-
 Room can be called by the conference partici-
 of one another. The arrival of a caller in the 
8.1 REMOTE INQUIRY
Remote Inquiry allows the user to listen to his voice messages and to 
change Call Forwarding Unconditional from any telephone line. When a 
user is called at the or her own SwyxWare number, he or she identifies 
him/herself to SwyxWare with a Remote access PIN; only then can he or 
she listen to, repeat, or delete new voice messages and afterwards all 
existing voice messages.

See 22.4 Remote Inquiry, Page 344.

The "Rights" Tab, Page

11.9.1 CONFERENCE R
A conference room all
Conference Room is r
user known as "Con
changed by the Admi
zard. The Conference
pants independently
Configuration    Voice Box

fields being exported (column name).

6 Click on "Next >".
7 Close the Export wizard with "Finish".

You will receive a CSV file in which the data fields are shown in 
quotation marks and separated by semicolons, whereby one line is 
used for each entry.

Example:

"Schmidt,Eva";"+4420123456789";"Description"

"Doe,John";"+4420999888777";"Description"

8 VOICE BOX
Every SwyxWareuser has their own personal answering machine (voice 
box). Voice messages can be called up in the call journal and can 
optionally also be sent to an e-mail address. For this purpose, an e-mail 
system that uses SMTP (Simple Mail Transfer Protocol) as the mail 
transport protocol is used. Incoming calls can be forwarded to Voice 
Box with the Call Forwarding function.

See 22.3 Voice Box, Page 343.

If you encounter problems when converting from databases, please refer to 
the corresponding articles in the Knowledge Base on our homepage.

11.9 CONFERENC
For online licensing in

or

2 Online Licensing, Pag

The Conference func
ConferenceManager"
ager can be carried ou
The ConferenceManag
participants and mixe

See 5.7.1 Installatio
computer, Page 62.

When ConferenceMa
cally intended for ope
ConferenceManager i
Manager. The confere
enceManagers.

If a ConferenceManag
functionality, i. e. they
subscribers to confere
est.version/Client/Sw
port_phonebook_$.

For a user to be able t
ity available in his fea
have the functional p

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/conference_rooms_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/conference_rooms_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/conference_rooms_$
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ence room with the internal number '219'.

u create a script that accepts calls to the number 219 
 of a PIN. Depending on the entered pin, the call is 
ho enter the sequence 1234 are forwarded directly 
 (block 'Deliver'; to number '219'); callers who enter 
 are also forwarded into the conference, but as listen-
 to number '219#OWC').
ences in conference rooms.

This functionality is implemented through an addition to the number of 
the conference room, the character sequence '#OWC'.

Please note that the complete string of digits (<number of conference 
room>#OWC) must be dialled as a block number.

The entry / departure of a silent conference participant is also 
announced by an audio signal. This signal is different from the usual 
entry/departure signal to indicate that this participant cannot take part 
in the conference call.
Configuration    Conference

conference room is signalled by a tone. The same is true for the depar-
ture from a conference.

A Conference Room is set up by assigning numbers to the user labelled 
"Conference" as you would for a normal user.

See 11.2.2.1 The "Numbers" Tab, Page 172.

Each internal number of the user labeled "Conference" represents a dif-
ferent Conference Room. It is now possible to create rules for this user 
with the help of the Call Routing Manager in order to limit access to the 
Conference Rooms for example by PIN request, number of the caller or 
time of day.

See also https://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/import_export_phonebook_$.

To add or remove a conference room is the same as to add or remove 
an internal number to the user "Conference". These changes will be 
written in the change log.

See 7.7 Change log, Page 112.

Silent conference participation
Silent participants, i. e. participants who can listen to the conference 
call but not speak (ListenOnly), can be allowed to take part in confer-

In SwyxWare for DataCenter and SwyxON environment, the configured con-
ference rooms are counted separately in the license report.

Example:

You set up a confer

With the help of yo
and requests entry
branched: Callers w
into the conference
the sequence 6789
ers (block "Deliver';

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/conference_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/conference_$
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12

12.

How

re to be delivered to the individual members. You 
s:

p number are delivered simultaneously to all 
erson who accepts the call first speaks to the 

p are delivered to each group member in order, 
ith the first group member.

p are delivered to each group member in order, 
ith the next group member, i. e. for the second 
nd member, for the third call with the third 

on.
mum duration of an individual connection 
the call is routed to the next member of the 

ted randomly within the group, i. e. when the 
over, the next member is selected randomly from 
.
mum duration of an individual connection 
the call is routed to the next member of the 

n internal group number. All members of the 
ed at this number.
ediately check whether this number has already 

nused" will automatically assign the next unused 
 the user. You can also enter a number, e. g. 210, 
e number range below untouched. Clicking on 
then assign the next unused internal number. 
eck whether an entered internal number is 
must be unambiguous within SwyxWare.
Indicate whether from now on all newly created users should be 
members of this group.

See  The Group "Everyone", Page 81.

The Checkbox "Make this group the 'Everyone Group'. All new users will be 
added to this group." can only be activated if you have previously deacti-
vated this functionality in the "Everyone" group. However, new users will 
then no longer have access to the functionality of the pre-configured group 
"Everyone", e. g. Standard Call Handling.

4 Internal number
Assign the group a
group can be reach
Use "Verify" to imm
been assigned.
Clicking on "Next u
internal number to
in order to leave th
"Next unused" will 
"Check" lets you ch
already present.
guration of Groups    Create a group

CONFIGURATION OF GROUPS

Creation and configuration of Groups

In this chapter the creation and configuration of groups will be 
explained

In this context the configuration of the secretary functionality (Chese) is 
described.

1 CREATE A GROUP
Any number of groups with any number of members can be configured 
in a SwyxWare installation; a user can be a member of more than one 
group. Setting up groups makes it possible to contact members at a 
central group number.

 to create a group
1 Click with the right mouse button on "Groups" and select "Add 

Group…".
The "Add new group..." Wizard will appear.

2 Group Properties
Enter a name and, if required, a description for the group. The name 

Click on "Next >".

3 Hunt group type:
Specify how calls a
have several option
 Parallel

Calls to the grou
members. The p
caller.

 Sequential
Calls to the grou
always starting w

 Rotary
Calls to the grou
Always starting w
call with the seco
member and so 
Specify the maxi
attempt, before 
group.

 Random
Calls are distribu
specified time is 
the entire group
Specify the maxi
attempt, before 
group.

Click on "Next>".
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e group by clicking on "Finish".
 a group will be shown when you highlight the 
Groups" directory. The members will then be 
n the right.

up or remove a user from a group
 mouse button on the group in which you would 
ve the user and then select "Properties".

rs" tab.

sers in the dialog which now appears. If you 
ve a user from a group, highlight this user and 

ers that you would like to add to or remove from 
wn the CTRL key to select multiple users.
 the group by drag&drop.
 the group are always inserted at the end of the 
keys on the right-hand side of the list to change 
user within the group.

GROUP
e properties of a group in the same way as you 
of a user.

lls can be distributed in different ways, e. g. to all 
sly, sequentially, rotary or randomly.

 later by selecting the users in the user list and mov-
p per Drag&Drop.
and click "OK".
Click on "Next>".

6 Group members
Add the users who are to be members of this group. Click "Add..." to 
select SwyxWare users from a list.
You can select and add several users at the same time by keeping 
the Ctrl button pressed.
With the sequential and rotary call Hunt Group types the order of 
group members is observed. Use the arrows to sort the group 
members so that the first member is at the top of the list.

the position of a new 

12.2 CONFIGURE 
You can configure th
would the properties 

Within the groups, ca
members simultaneou
guration of Groups    Configure group

Activate the checkbox "Show in Phonebook" if this number is to be 
listed in the Global Phonebook. Name resolution is always 
performed, regardless of whether the user is entered in the Global 
Phonebook.
Click on "Next>".

5 Internal number mapping:
If the internal number is to be reachable from the public telephone 
network, it must be mapped to an external number. You can enter 
this public number directly in the field or click "Select...".
The "Choose public number" window will appear.

Select the SIP URI or public number here.
Assign the external number in the "Mapped Public Number:" field 

7 End the set up of th
The users assigned to
desired group in the "
listed in the window o

How to add a user to a gro
1 Click with the right

like to add or remo

2 Select the "Membe
3 Click on "Add".
4 Select the desired u

would like to remo
click "Remove".

Or
1 Select the user list.

2 Highlight all the us
the group. Hold do

3 Move all users into
Users newly added to
group. Use the arrow 

You can also add users
ing them into the grou
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12.

he name of a group here after creating it.

ames of the pre-configured groups "Operator", 
". Otherwise the Auto Attendant will no longer 

p Type", define how the calls will be distributed:

number are delivered simultaneously to all mem-
ho accepts the call first speaks to the caller.

 are delivered to each group member in order, 
h the first group member.

 are delivered to each group member in order, 
h the next group member, i. e. for the second call 
ember, for the third call with the third member 

d randomly within the group, i. e. when the speci-
he next member is selected randomly from the 

his group the 'Everyone Group'. All new users will 
p." can only be activated if you have previously 

tionality in the "Everyone" group. However, new 
er have access to the functionality of the pre-con-
ne", e. g. Standard Call Handling.
guration of Groups    Configure group

The Administrator can configure lines for the group members so that 
the group number is always shown for outgoing calls.

See 12.2.2 The "Properties…" Dialog The "Numbers" Tab, Page 213.

In addition, creating groups makes it easier to assign user relationships.

See 12.2.4 The "Properties…" Dialog The "Relationships" Tab, Page 214.

2.1 THE "PROPERTIES…" DIALOG 
THE "GENERAL" TAB

You can also change t

Do not change the n
"Sales" and "Support
function.

In the field "Hunt Grou

 Parallel
Calls to the group 
bers. The person w

 Sequential
Calls to the group
always starting wit

 Rotary
Calls to the group
Always starting wit
with the second m
and so on.

 Random
Calls are distribute
fied time is over, t
entire group.

The Checkbox "Make t
be added to this grou
deactivated this func
users will then no long
figured group "Everyo
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12. l number, and - if desired - a mapped external 

vailable, a warning appears.

ers range here with "Insert range...".

e numbers range are already assigned, these 
ir users. In that case only unused numbers within 
ned to the group.

 of the internal numbers and the corresponding 
mbers or URIs.

ual entries by highlighting them and then clicking 
ld like to add further numbers, click "Add..." and 
l number, and - if desired - a mapped external 

e numbers range are already assigned, these 
ir users. In that case only unused numbers within 
ned to the group.
configured on this page.

Internal numbers

You see a list of the internal numbers for this SwyxWare group.

For each of these entries you can indicate whether the number should 
be shown in the SwyxWare Global Phonebook. Do do this, activate the 
checkbox on the line with the corresponding number.

You can delete individual entries by highlighting them and then clicking 
"Remove". If you would like to add further numbers, click "Add..." and 
guration of Groups    Configure group

2.2 THE "PROPERTIES…" DIALOG 
THE "NUMBERS" TAB

The internal numbers and their mapping to public numbers or URIs are 

specify a new interna
number or URI.

If the number is not a

You can insert a numb

If numbers within th
remain mapped to the
this range will be assig

Number Mappings

In this section is a list
mappings to public nu

You can delete individ
"Remove". If you wou
specify a new interna
number or URI.

If numbers within th
remain mapped to the
this range will be assig
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12. IES…" DIALOG 
SHIPS" TAB

 define whether calls for a user or that user's cur-
d to other users or groups, even across servers. 

 shown in clients and SwyxPhones. The status, 
ed off", "Available" and "Speaking", is indicated 
eed Dials and in the Phonebook. For more infor-

coustic signaling, see https ://help.enreach.com/
ient/Swyx/en-US/index.html#context/help/sta-

each.com/cpe/latest.version/Client/Swyx/en-US/
elp/call_signaling_$.
You can add or remove members here.

An easy method to add one or several users to a group is by moving 
them per drag & drop from the user list in the window on the right to 
the respective group in the window on the left.

You can specify the order of the group members - relevant for the Hunt 
Group - here by moving the highlighted group member with the arrows.

rent status are signale
Call signalling will be
which includes "Logg
with the help of the Sp
mation on visual or a
cpe/latest.version/Cl
tus_signaling_$ 

and https ://help.enr
index.html#context/h
guration of Groups    Configure group

2.3 THE "PROPERTIES…" DIALOG 
THE "MEMBERS" 

An overview of the group members is given on this page.

12.2.4 THE "PROPERT
THE "RELATION

Relationships help you

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/status_signaling_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/call_signaling_$
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embers of Group B to contact User A / all mem-
 Intercom.
essage from User/Group B"
ser A / all members of Group A receive(s) the sta-
er B / all members of Group B. This allows User A 
oup A to contact User B / all members of Group B 

oups, the following settings will define the rela-
oup:

her group members"
ne member of a group will also be signaled to all 
ers. This gives the other members the opportu-

call.
aling"
 group signal their status (Logged off, Available, 
ther members. This allows all members of the 

ach other directly.

 the use of the group functionality using a practi-

rk in the Support department of a company (e. g. 
 employees are defined as SwyxWare users and 
o the SwyxWare group ‘Support’. The Support 
e numbers 101-105. The Support group has been 
er 100.

ver various functionalities:

umber 100 are to be signaled to all Support 

p number will also be delivered to the individual 
s, because the Support employees have been 
port group. The calls are distributed according to 

's Hunt Group type (parallel, sequential, rotary or 
ws any Support employee to pick up incoming 
number 100.
When this setting is made, calls which are for User A or a member of 
Group A will also be signaled to User B or all members of Group B. 
Users to whom a call is displayed in this manner then have the 
option of picking up the call.

 "Incoming calls for <User/Group B> are signaled"
If this setting is activated, all calls directed to User B or members of 
Group B will be signaled to User A or all members of Group A.

 "Sends status messages to <User/Group B>"
When this setting is activated, User A or all members of Group A 
inform(s) User B or all members of Group B about their status. This 

 Calls to the group n
employees.
All calls to the grou
Support employee
assigned to the Sup
the Support group
random). This allo
calls for the group 
guration of Groups    Configure group

Relationships to other groups and users

Here you can define relationships to other users or groups. The page 
contains the respective call or status signals of the group members to 
the user or group selected above. If you have used a SwyxLink trunk to 
configure a cross-server connection to another SwyxServer, then you 
likewise specify here the recipient on the linked site to whom the 
selected user signals the status.

Relationships within the group

Here you define the call and status signalling within the group.

A user can only call another user per intercom connection or use the 
SwyxIt! Messenger if he or she is signaled the status of the other user.

If a user is a member of a group, the relationships defined within the 
group will also apply to this user. The group will not be shown in the 
relationships list if you define additional relationships in the properties 
dialog for this user. For the purpose of clarity, relationships to groups 
should only be entered via this user dialog if the user is not a member 
of this group.

Please note that call and status signaling always relates to users or 
users as group members and not to groups as such. This means, for 
example, that a group without members cannot signal any calls to other 
users or groups.

The following relationships can be configured for a User/Group A:

 "Signaled calls to <User/Group B>"

allows User B / all m
bers of Group A by

 "Receives status m
With this setting U
tus messages of Us
/ all members of Gr
by Intercom. 

When dealing with gr
tionships within the gr

 "Call signaling to ot
Incoming calls for o
other group memb
nity to pick up the 

 "Mutual status sign
All members of the
Speaking) to the o
Group to contact e

It is easiest to explain
cal example:

Five employees wo
in London). These
are all assigned t
employees have th
assigned the numb

It is now possible to co
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How

ing the relationships within a group, you also 
configuring the relationships of the group 
elationships within Group" section.

IES…" DIALOG 
IVE NUMBERS" TAB

can be specified here, which a user belonging to 
o the call partner on outgoing calls.

ber users in the group finally signal is defined on 
 Classic/SwyxPhone. Alternative numbers are 
ddition Alternative number. See 11.2.6.6 The"Line 

an allow every SwyxWare user to signal the opera-
04666100) externally, by adding this number as an 
 to the group "Everyone". This allows every user to 
ber on the line button as outgoing number..

vating a signaling option will not cancel any other 
ased on the above example, if you add the Support 
o the Support Group, which signals calls and status 
oup, and if you also enter a relationship between the 
nd the Support Group, in which you deactivate sign-
group will still be signaled the calls and the status 
tment manager.
relationships.

 to configure relationships for groups
1 Click on the group or user to be configured with the right mouse 

button and select "Properties".

2 Select the "Relationships" tab. Add the users and groups you want in 
the section "Relationships to other Groups and Users". If an intersite 
connection is configured, users and groups of the linked SwyxServer 
are shown here as well. Now highlight a user or a group from the list 
and configure the appropriate relationships. If you are in the 
guration of Groups    Configure group

 Calls for Support employee A are also to be displayed to the other 
Support employees so that they can pick up the calls if employee A is 
absent.
In order to configure for this, you must activate "Call signaling to 
other group members" within the relationships of the group.

 If all Support employees should receive information on the status of 
the other employees, "Mutual status signaling" must be activated in 
the group configuration. This configuration makes sense if you 
would like to know immediately whether you can forward the call 
from a customer with specific questions directly to the appropriate 
expert, or whether this expert is absent or already on the telephone 
with another customer.

 The department manager of the Support group is to receive all of 
the employees’ status and call signaling, while he himself does not 
want to signal his calls or his status to the employees for confidenti-
ality reasons.
For this configuration, activate call and status signaling within the 
Support group. Do not add the Support department manager to the 
Support group, as otherwise the department manager’s calls and 
status messages will be signaled to the group. However, in order for 
the department manager to receive the signaling for the Support 
employees, you must explicitly add the department manager to the 
relationships configuration of the group and activate the relation-
ships "Signals incoming calls to ‘Department Manager’" and "Sends 
status messages to ‘Department Manager’". You can also create this 
configuration for the user Department Manager on the "Relation-
ships" tab by adding the group there and activating the appropriate 

process of configur
have the option of 
members in the "R

12.2.5 THE "PROPERT
THE "ALTERNAT
Alternative numbers 
the group can signal t

Which alternative num
a line in the SwyxIt!
marked there by the a
keys" Tab, Page 185.

Example:

The administrator c
tor's number (+442
alternative number
configure this num

Please note that deacti
settings! This means, b
department manager t
messages within the gr
department manager a
aling to the group, the 
messages of the depar
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all numbers which are assigned within SwyxWare 
 to this group. Highlight the alternative number 
se". Close the tab with "OK" to save the changes 

IES…" DIALOG 
X" TAB

 (answering machine) can be configured for each 

mber/URI for outgoing calls for the group's Swyx-
ic line button. See 11.2.6.6 The"Line keys" 
To add an Alternative Number, which the SwyxWare user in this group 
should signal on outgoing calls, click on "Add...".

ber/URI for outgoing calls, then outgoing calls that should go via this num-
ber are discarded. So use another number/URI for incoming and outgoing 
calls.

12.2.6 THE "PROPERT
THE "VOICE BO
A separate Voice Box
group. 

Next, configure the nu
Ware users on a specif
Tab, Page 185.
guration of Groups    Configure group

To remove the assignment of the alternative number, highlight it and 
click on "Remove".

If the deleted number is specified within the user configuration as the num-

You can choose from 
and are not allocated
you want, and click "U
you have made.
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IES…" DIALOG 
D" TAB
Manager opens with the rulebook of the selected 

ssages

ssing voice messages for the group can be set to 
 special codec.

6 Dynamically adjustable bit rate. Best audio quality/
storage spaceratio. (Default setting after installa-
tion.

711 WAV file, G.711 compressed
If the * key is also to be used to retrieve the group voice announce-
ments via remote inquiry, the function can be activated here. However, 
this requires a PIN configuration. When calling a SwyxWare group num-
ber, the user identifies himself to SwyxWare using his PIN and can then 
first listen to the new and then all existing voice messages of the group, 
play them repeatedly and delete them if necessary.

In order for voice messages to be recorded, you must create a rule in the 
Call Routing Manager (Advanced tab) that routes the call to the Voice Box. 
See  Call Routing, Page 219

Codec for voice me

The codec for compre
the server default or a

Open Standard RFC 671
(.opus)

Microsoft WAV Audio G
guration of Groups    Configure group

Just as with a user, a standard greeting can be played or an individual 
greeting can be recorded, which is then played as soon as a call is trans-
ferred to the Voice Box. The maximum length of the voice message in 
seconds and the e-mail address(es) to which the recorded voice mes-
sage should go can also be specified.

12.2.7 THE "PROPERT
THE "ADVANCE
Here the Call Routing 
user.
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12.

e calls will be signaled to the manager with an 
 calls which are received for the manager will be 
nager by the secretariate staff after (or without) 

d above, which is often called the manager-secre-
sents a combination of different parameters from 
f view, and these parameters must be appropri-

e participating users.

tion Provides a wizard for this purpose to help 
ariate configuration with just a few mouse clicks.

on the "Secretariate" tab. This tab can be opened 
u in the detail view of the highlighted user or via 

ol in the toolbar. The tab offers an overview of the 
tion in which the respective user is involved. The 
he user has accepted a secretariate function are 
tion ("…is secretariate of"). If the user has a mana-
ppropriate secretariate is listed in the lower list 
"). By clicking on the correspondingly labeled but-
ws, you can create a new secretariate configura-
ar existing configurations.

w secretariate configuration
ther the user should be defined as a secretariate 
 on "Add" in the upper or the lower list view. The 
p the secretariate configuration will open.

select the second user for the secretariate 
 the list. If the wizard was opened via "Add" in the 
 user selected here will be assigned the chosen 

ndicate which SwyxWare parameters are to be 
cretariate configuration. On the one hand, these 

secretariate function for several managers. Each 
ssigned exactly one secretariate. Therefore, after 

 configuration in which the user functions as a man-
 for the lower list view is deactivated.
3 SECRETARIATE
The manager normally does not receive any calls directly, but rather all 
of his/her incoming calls (i. e. incoming calls to his/her numbers) are 
forwarded through the defined secretariate number. As a result, the 
secretariate receives all calls, both those calls intended for the secretar-
iate and those for the manager. All calls received in the secretariate are 
shown on the display of the manager's telephone and after a prede-

This is how you set up a ne
1 Depending on whe

or a manager, click
wizard for setting u

2 On the start page, 
configuration from
upper list view, the
functionality.

3 On the next page, i
adjusted for the se
guration of Groups    Secretariate

Call Routing

Here the Call Routing Manager opens with the rulebook of the selected 
group.

See 22.1 Call Routing Manager and Graphical Script Editor, Page 342.

Microsoft WAV Audio GSM WAV file, GSM compressed

Microsoft WAV Audio PCM Standard WAV file, not compressed

Please note that scripts created using use of the Graphical Script Editor. 
must be signed for your SwyxServer. Otherwise the Call Routing Manager 
cannot apply them in its set of rules.

Location Location of the group:
Select a location for the group from the drop-down 
list. The location defines the location-specific 
parameters such as country and area code, area 
codes, the outside line access code(s) and the time 
zone, see 8 Locations, Page 118.

Call Permission Select a call authorization profile for the group from 
the drop-down list.
Call permissions and restrictions are grouped 
together in a profile.
See 9.1 Call Permissions, Page 123.

fined time period, th
attention tone. Those
connected to the ma
inquiry.

The scenario describe
tariate function, repre
the SwyxWare point o
ately configured by th

SwyxWare Administra
you to set up a secret

This wizard is started 
using the context men
the appropriate symb
secretariate configura
managers for which t
listed in the upper sec
gerial function, the a
view ("…is manager of
ton next to the list vie
tion for the user or cle

A user can take on the 
manager, however, is a
creating a secretariate
ager, the "Add" button
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 existing secretariate configuration.
iate" tab for one of the involved users.

 tab, select the user for which you want to 
riate configuration.
ve" button next to the corresponding list view in 
 selected.
ring a secretariate configuration will now open.

you will once again see both users for whom the 
uration is to be removed. Click on "Next" if you 
to remove the configuration.
llows allows you to select the individual 

ters that are to be reset when removing the 
nship between the two users. Parameters which 
sers have changed manually since the creation of 
nfiguration appear grayed out and cannot be 

u selected are reconfigured. After successful 
etariate configuration, you will automatically 

etariate" tab.
secretariate configuration you will automatically be returned to the 
"Secretariate" tab. The user for whom a new secretariate 
relationship has been created should now appear in the appropriate 
list view.

Any changes made to the SwyxIt! Classic skin will not take effect until the 
user in question has logged in to the SwyxServer again!
guration of Groups    Secretariate

parameters include the call forwarding functions that are useful in 
connection with a CheSe functionality, such as the immediate and 
delayed forwarding of calls for the supervisor to the secretary and 
the delayed forwarding of calls for the secretary to the Standard 
Voice Box. On the other hand, you can also define whether mutual 
call and status signaling should be activated for both users and 
whether a Speed Dial is set up for each of the configuration partners 
in SwyxPhone and SwyxIt! Classic. All of the options described up to 
this point are automatically preselected. If you would also like both 
users to use the same SwyxIt! Classic skin, please activate the 
appropriate checkbox. The number of following dialogs within the 
wizard depends on the selection made on this page:

4 If you have activated the option "Configuration of the manager's first 
speed dial with the secretariate's number and vice versa", the 
corresponding configuration dialog will now appear. If both of the 
users involved already have Speed Dials set up, you can indicate 
here whether the existing Speed Dial should be overwritten or 
whether a new Speed Dial should be added. If a user has several 
numbers, you can choose the number to be assigned to the Speed 
Dial from a list.

5 If you have activated the option "Use of the same SwyxIt! Classic Skin 
for manager and secretariate", a dialog will appear in which you can 
choose whether the manager's or the secretariate's skin will be used 
as the common skin.

6 On the last page of the wizard, you will be shown an overview of 
those user properties which will be changed as a consequence of the 
new secretariate configuration. Click on "Finish" to start the 
configuration process. This process may take a moment to 
complete. After confirming the successful creation of a new 

This is how you remove an
1 Open the "Secretar

2 In the "Secetariate"
remove the secreta

3 Click on the "Remo
which the user was
The wizard for clea

4 On the start page, 
secretariate config
are sure you want 

5 The dialog which fo
SwyxWare parame
secretariate relatio
you or one of the u
the secretariate co
selected.

6  Click "Finish".
The parameters yo
removal of the secr
return to the "Secr
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13
use of VoIP services that are provided by carriers 
The service provider provides you with a phone 
 range. Alternatively the SwyxWare users can be 
es (SIP-URIs, e. g. "tom.jones@.com") or entire 
ny.com) by the provider, which can be used as an 

telephone". By this means, SwyxWare users can 
IP-URIs, and be reached themselves. If this service 
ateway services, it will also be possible to reach 
lic telephone network via an SIP trunk and the 
 the provider.

age 273.

re used for activating gateways which are them-
xServer via an SIP connection. Thus e.g. SwyxCon-
in SwyxWare as a SIP gateway trunk. This allows 
ll branch offices to be operated with a local gate-

with a local direct connection to the PSTN. In this 
uirements of a company network can also be met 

erous small sites (e.g. many shops in a chain of 

ich profiles are included in the delivery are sup-

eway Trunk, see19 SIP Gateway Links, Page 316.

 you to make SIP calls with ENUM number resolu-

 is thus able to investigate the SIP address auto-
he telephone number of the called party, and to 
nto the SIP address. The called party can then be 
twork in spite of using a 'normal' phone number. 
 called party is registered at ENUM.
ISDN Trunk (SwyxGate lines)

ISDN trunks are all ISDN lines, - whether for the S0 Basic Rate Interface 
Connection or the S2m Primary Rate Interface - with which a  gateway 
(SwyxGate) is connected via  ISDN cards to the public telephone net-
work or a superior or subordinate telecommunication system.

Instal lat ion of  the ISDN Cards 15.2 Instal lat ion of  the ISDN 
Cards, Page 241

To configure a ISDN Trunk, see15.4 Creation of an ISDN trunk, Page 262.

ENUM Trunk

An ENUM link enables
tion via the Internet.

A user of a SIP phone
matically using only t
convert the number i
reached over the IP ne
This postulate that the
s and Trunk Groups    

TRUNKS AND TRUNK GROUPS

Trunks and trunk groups as connections from a SwyxWare installation 
to the outside world

Configure trunk groups

Activating and deactivating a trunk

"Trunk" denotes a connection to another network, e.g. the public tele-
phone network. A connection to another network can be e.g. an "ISDN 
trunk", a connection to the Internet an "SIP trunk". Connections or 
trunks of the same type are combined to form groups. The trunks of a 
trunk group then have the same properties (such as the same connec-
tion protocol or the same rights parameters). The trunks of a trunk 
group are thus primarily "capacity expansions" from the user's point of 
view, with no further differences for their use. A trunk must always be a 
member of a trunk group.

We distinguish between various trunk types:

 ISDN Trunk (SwyxGate lines)
 SIP Trunk
 SIP Gateway Trunk
 ENUM Trunk
 SwyxLink Trunk (Server-server coupling)

SIP Trunk

SIP trunks enable the 
or service providers. 
number or a number
assigned SIP address
ranges (e. g. *@compa
"email address for a 
globally reach other S
provider also offers g
any phone in the pub
underlying gateway of

See also 16 SIP Links, P

SIP Gateway Trunk

SIP gateway trunks a
selves reached by Swy
nect is addressed with
e.g. telephones in sma
way in each case and 
way, sophisticated req
when there are num
stores).

Only gateways for wh
ported at present.

To configure a SIP Gat
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k or a trunk group
e Administration.
 trunk groups.

 or trunk group that you want to edit.
u (right mouse button) of the trunk or trunk 
erties".
d "Properties of ...." will open.
fferent tabs depending on the type of trunk or 

gure trunk groups, Page 222.

y changes, then click on "OK".
up adopts the changed parameters at once.

 trunk group
nk or a trunk group in the SwyxWare Administra-

runk or a trunk group
e Administration.
 trunk groups.

 or trunk group that you want to remove.
u (right mouse button) of the trunk or trunk 
te...".
group is removed. The connection is 
nger available.

TRUNK GROUPS
ents all the trunks of the same type which are 
. The properties that are the same for all trunks of 
e connection protocol and the permissions) are 
erties of the trunk group. The group properties 
ter the creation of a trunk group.
Once you have set up a trunk group, you can set up the individual 
trunks. An individual trunk can be e.g. an ISDN line with two B channels, 
or an SIP connection to a provider.

For details of which parameters you need for which trunk type, please 
see the chapter on the relevant trunk type.

Editing trunks and trunk groups
If parameters of a trunk or trunk group are changed, you can update 
the new parameters in the properties of this trunk or the trunk group.

The trunk or trunk 
subsequently no lo

13.1 CONFIGURE 
A trunk group repres
grouped together in it
this group (such as th
specified by the prop
can still be changed af
s and Trunk Groups    Configure trunk groups

See also 18 ENUM Links, Page 304.

SwyxLink Trunk (Server-server coupling)

SwyxServers at different sites are interconnected via a SwyxLink trunk 
via an IP route. The SwyxLinkManager assumes control of the connec-
tion. You can configure a connection to further SwyxLink sites within 
the configuration of a SwyxWare trunk, so that status information 
(logged off, free, speaking) can also be exchanged between users who 
are logged in to different servers. 

It is also possible to use the Collaboration, Video and Instant Messaging 
features (only SwyxIt! Messenger, not Swyx Messenger) across different 
servers via the SwyxLink trunk.

See also 17 SwyxLink (Server-Server Connection), Page 287.

Setting up trunks and trunk groups
Set up trunk groups first. Parameters such as the location are assigned 
to these trunk groups. All trunks belonging to a trunk group then have 
common parameters, e.g. a common location.

Then set up individual trunks, specifying the corresponding trunk group 
to which each individual trunk belongs. If there is not yet a trunk group 
with the appropriate parameters, then while setting up a trunk you can 
also set up a further trunk group.

For details of which group parameters you need for which trunk type, 
please see the chapter on the relevant trunk type.

This is how you edit a trun
1 Open the SwyxWar

Open the trunks or

2 Highlight the trunk
3 In the context men

group, select "Prop
The window labele
You will now see di
trunk group. 
See also 13.1 Confi

4 Make the necessar
The trunk or trunk gro

Deleting a trunk or a
You can remove a tru
tion.

This is how you remove a t
1 Open the SwyxWar

Open the trunks or

2 Highlight the trunk
3 In the context men

group, select "Dele
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Thi

" TAB

dify the name and description of the trunk.

ll trunk groups.

ation

roup name" and "Description" you will find the 
n that is displayed in Administration. The name 

s within SwyxWare; the description is optional.

up Selection Prefix", a prefix can be specified to 
 call specifically via this trunk group. This charac-
 to 10 characters, and can consist of the charac-

 The selection prefix must be uniquely assigned to 
nnot be multiply assigned.
Trunk Group Inform

In the fields "Trunk G
descriptive informatio
must be unambiguou

In the field "Trunk Gro
allow a user to route a
ter string can have up
ters "0123456789*#".
one trunk group; it ca
s and Trunk Groups    Configure trunk groups

s is how you configure a trunk group
1 Open the SwyxWare Administration and choose the SwyxServer.

2 In the left side of the SwyxWare Administration window, click on 
"Trunk groups", and in the right-hand window select the trunk group 
you want to configure.

3 In the context menu, select "Properties".
In each case, the "Properties of..." window will appear.

The "General" Tab

The "Profile" Tab

The "SIP" Tab of the SIP Trunk Group

Tab "SIP" of the ENUM Trunk Group

Tab "Routing Records"

The "Rights" Tab

The "Location" Tab

When parameters of a trunk group are changed, this change takes effect at 
once. There is no need to halt and restart any services for this.

13.1.1 THE "GENERAL

In this tab you can mo

This tab appears for a
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pe" field provides information about the type of 

lls

ckbox "Enable Trunk recording", all calls that are 
oup will be permanently recorded, provided this 
xServer settings, see 7.5.7 The "Trunk Recording" 

tions for recording the call:

lls
lar number are always recorded
 particular DTMF string is entered

nk Recording" Tab, Page 89.

tion pack "SwyxMonitor" must be installed to enable 
ng on a trunk.
<*Project code#><Trunk Groups prefix><Internal number>
*1234#**34#123555777

 or if using an SIP URI (always beginning with sip:)
<*Project code#><Trunk Groups prefix><SIP:URI>

*1234#**34#sip:han.solo@millenium-falcon.com

If the user enters a Trunk Group prefix, only trunks of this trunk group are 
selected and no further attempt is made to make the call via different 
trunks.
s and Trunk Groups    Configure trunk groups

Examples:
In the following, the project code is *1234# and the trunk group pre-
fix is **34#

 <*Project code#><Trunk Groups prefix><Canonical number>
*1234#**34#+44123555777

 or if using a public line access
<*Project code#><Trunk Groups prefix><Public line 
access><National number>

*1234#**34#00123555777
 or if using an internal number

Please note that the character string for the Trunk Group prefix may not 
begin with the public line access, nor with an existing internal number. We 
also recommend having the trunk group prefix begin / end with * or #, so as 
to achieve a better delimitation for the destination numbers.

If a user defines which trunk group should be used for the next call by using 
the assigned selection prefix, no further routing records are applied.

If a project code is used in addition to the trunk group prefix, please enter 
this first. The project code always begins with * and ends with #.

The "Trunk Group Ty
Trunk Group.

Record all Trunk Ca

If you activate the che
made via this trunk gr
is activated in the Swy
Tab, Page 89

There are different op

 Record all trunk ca
 All calls to a particu
 Record call only if a

See also 7.5.7 The "Tru

Please note that the op
you to activate recordi
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13. ilable profiles, please refer to the respective sec-

ISDN trunk group, Page 261
IP Trunk Group, Page 276
Gateway Trunk, Page 317

yxLink and ENUM, only one profile is available at 
ase.

efined by the profile can be changed by choosing 
the number formats in the field below. After mak-
 the tab with "OK", and a new profile is then cre-
 the provider (e.g. "Freenet (customized)").

riginally supplied remains available for selection 

a Trunk Group

ting outgoing numbers and interpreting incoming 
within a trunk group. In the properties of a trunk 
rotocol contains a detailed definition of which 

coming and calling/called number) are converted 
his mapping of formats can be modified subse-
tors.

e  ava i lab le  number  format  in  10 .6 .1 
.config, Page 150

f the superior PBX

red as a sub-telecommunication system, please 
ic line access of the superior telecommunication 

hanged profile and switch back to the predefined 
tomized profile will be deleted. It is not possible to 
ized profiles based on one predefined profile.
You can input the public line access of a superior telecommunication 
system, and configure automatic number replacement.

This tab appears for all trunk groups.

Profile

A trunk group profile specifies how the trunk interprets and handles the 
call numbers. Depending on the trunk type, a number of predefined 
profiles are available. For each of these profiles, the number format is 
specified. For SIP trunks in particular, the profile specifies the provider 
and the necessary SIP parameters.

quently by administra

You  wi l l  f ind  th
NumberFormatProfiles

Public line access o

If SwyxWare is configu
specify here the publ
system.
s and Trunk Groups    Configure trunk groups

1.2 THE "PROFILE" TAB

On this tab the profile for all Trunks of this group is specified, along with 
the conversion of numbers for outgoing calls and the display of the 
numbers of incoming calls.

For details of the ava
tions:

 15.3.1 Profile of an 
 16.3.1 Profile of a S
 19.4 Creating a SIP 

For the trunk types Sw
the moment in each c

Number formats pred
other parameters for 
ing the change, close
ated with the name of

The profile that was o
in the selection list.

Number Format of 

Procedures for conver
numbers are defined 
group, the selected p
numbers (outgoing/in
into which formats. T

If you have created a c
original profile, the cus
create multiple custom
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placement of a number or SIP URI here. You can 
 in the definition (10.5 Placeholder, Page 147).

.

ckbox "Apply in reverse", this replacement applies 
 the incoming caller number is replaced and con-
estination number, as well as the incoming desti-
e outgoing caller number.

lacement of the destination number is configured  for 

laced by 0044*

ers which go into the public network must be speci-
t.

ured for "Apply in reverse" affects
Incoming destination number

ber Incoming caller number

Outgoing destination number

ber Outgoing caller number
If you want to add or edit an automatic number replacement, a further 
window opens.

Example 1:

In the table, the rep
outgoing calls:

Original +44* is rep

Outgoing caller number

Outgoing destination num

Incoming caller number

Incoming destination num
s and Trunk Groups    Configure trunk groups

Special number replacement:

You can specify a special automatic number replacement here for indi-
vidual call numbers.

You can specify the re
also use placeholders

If you activate the che
in both directions, i.e.
versely the outgoing d
nation number and th

Please note that numb
fied in canonical forma

Replacement config
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13.

elected on the "Profile" tab is displayed here for 
ange settings of a predefined profile, the profile 
omized profile.

tion

 to permit SIP registration.

EGISTER messages are sent to this address. If no 
 the value configured under proxy will be applied.

nterval" defines how often the registration must 
alue will allow you to quickly recognize the loss of 
 the provider. A high value results in lower net-

by.

 define the port on which the configured registrar 
on request.

ort

otocol that recognizes the existence and type of 
ers and takes this information into consideration. 
plicated use of devices (e.g. SIP telephones) and 
s that should receive information from the Inter-

y the current public IP address of the line. This is 
r the opposite terminal to correctly address and 

n on the STUN protocol, please see the corre-
d (RFC 3489).

kbox  to  permit  STUN  support .  See  a lso  

 used to identify the IP address of the line. Sup-
TUN, so please enter the name or the IP address 

e selected transport protocol. Leave the filed empty 
formation on the port by your provider. The port is 
ery.
The SIP settings for this trunk group are specified on this tab, depend-
ent on the trunk type. You can allow both SIP registration and STUN 
support here, and set the corresponding parameters. The default set-
ting occurs in the profile selected on the "Profile" tab.

net.

STUN helps to identif
necessary in order fo
return your call data.

For more informatio
sponding RFC standar

Act iva te  the  chec
STUN, Page 274.

A STUN server can be
ports your provider S
s and Trunk Groups    Configure trunk groups

If "Apply in reverse" is activated, then for incoming calls the 0044 in  the 
caller number is replaced by +44.

Example 2:

The number ‘+442012345' is replaced by ’12345’

If using a profile that has the setting "national" for the destination  num-
ber, then without this entry 023112345 would be dialed. However, cer-
tain special phone codes can be reached only with 12345,  and not with 
a prefixed local area code.

1.3 THE "SIP" TAB OF THE SIP TRUNK GROUP

The profile that was s
information. If you ch
will be saved as a cust

Activate SIP registra

Activate the checkbox

Define the registrar. R
value is entered here,

The "Re-Registration I
be updated. A small v
the SIP connection to
work burden in stand

In the "Port" field you
receives the registrati

Activate STUN Supp

STUN is a network pr
firewalls and NAT rout
It enables the uncom
programs in network

The port must match th
if you did not receive in
determined via DNS qu
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ION" TAB OF THE SIP TRUNK 

lect transport protocol and encryption mode for 

 

ist select the transport protocol that you want to 
oup.

cted transport protocol is supported by your pro-
This mode defines how the provider proceed with the keyboard input 
of a user during a call (DTMF signaling).

You can choose from a variety of options:

 None. DTMF signalization is deactivated
 RFC2833_Event: RFC2833_Event: DTMF signalization, based on the 

event mechanism described in RFC2833, will be used.
 Info Method DTMF Relay DTMF signalling as recommended by Cisco 

(applicationtype DtmfRelay) will be used.

the Trunk Group.

Transport protocol

From the dropdown l
assign to the Trunk Gr

Make sure that the sele
vider.
s and Trunk Groups    Configure trunk groups

of the STUN server of your provider and the appropriate port. If you 
would like to use STUN, although you have not received any STUN 
server information from the provider, you can use the free STUN server 
"stunserver.org" with port "3478"..

Configure the general SIP parameters in the lower section:

Outbound Proxy

Some providers have an outbound proxy before the SIP proxy. Config-
ure this parameter according to the settings of your provider.

Proxy

Defines the SIP proxy for outgoing calls.

The SIP proxy server takes over the connection setup to the appropri-
ate subscriber, first checking which SIP registrar the relevant subscriber 
is logged in with. From this it requests and receives the current IP 
address of the subscriber, and can thus deliver the call to this address.

Realm

Defines the SIP realm of the provider.

An SIP URI (userId@realm) is derived from the user ID (userId), the con-
figuration of the SIP account, and the realm of the provider (realm). If 
this field is left blank, the value registrar or proxy will be used.

DTMF method

13.1.4 THE "ENCRYPT
GROUP

On this tab you can se
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HE ENUM TRUNK GROUP

rently available for the ENUM Trunk.

ort

 to permit STUN support. See  STUN, Page 274.

 used to identify the IP address of the line. Sup-
TUN, so please enter the name or the IP address 
f your provider and the appropriate port. If you 
UN, although you have not received any STUN 
m the provider, you can use the free STUN server 
port "3478"..

of the provider.
with the reason "Incompatible encryption settings". 

A SIP Trunk Group's encryption mode does not affect the SRTP encryption 
settings for SwyxServer, see21 Encryption, Page 337

Activate the checkbox

A STUN server can be
ports your provider S
of the STUN server o
would like to use ST
server information fro
"stunserver.org" with 

Realm

Defines the SIP realm 
s and Trunk Groups    Configure trunk groups

 Automatic (Standard)
The transport protocol is determined automatically by DNS lookup. 

 UDP
This transport protocol is supported by most SIP providers. It 
requires the lowest bandwidth, however, it carries a higher risk of 
data loss.

 TCP
This transport protocol is known to be reliable, however, it requires 
higher bandwidths.

 TLS 
This transport protocol has TCP characteristics and supports encryp-
tion. When selecting this protocol SIP packet are transmitted 
encrypted.

Encryption mode

This option will only be activated if you have selected the TLS transport 
protocol. You can define if voice data will also be encrypted when using 
the secure TLS connection.

 no encryption 
The voice data is not encrypted. 

 Encryption mandatory 
Voice data is encrypted between SIP provider and SwyxLinkManager.

When "Encryption mandatory" is selected, voice data encryption is obliga-
tory. This means that either encryption always occurs or the call is aborted 

13.1.5 TAB "SIP" OF T

Only one profile is cur

Activate STUN Supp
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 RECORDS"

s for this Trunk Group are defined on this tab.

ll trunk groups.

this trunk group are listed here. You can generate 
dit or delete existing ones.

iew of all forwarding entries for this server in the 
"Forwarding table" directory.

34.
new entries here, or e

You will find an overv
administration in the 

See 14 Routing, Page 2
s and Trunk Groups    Configure trunk groups

An SIP URI (userId@realm) is derived from the user ID (userId), the con-
figuration of the SIP account, and the realm of the provider (realm). If 
this field is left blank, the value registrar or proxy will be used.

DTMF method

This mode defines how the provider proceed with the keyboard input 
of a user during a call (DTMF signaling).

You can choose from a variety of options:

 None. DTMF signalization is deactivated
 RFC2833_Event: RFC2833_Event: DTMF signalization, based on the 

event mechanism described in RFC2833, will be used.
 Info Method DTMF Relay DTMF signalling as recommended by Cisco 

(applicationtype DtmfRelay) will be used

13.1.6 TAB "ROUTING

The forwarding option

This tab appears for a

All routes defined for 
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13.

have a variety of available options:

ections
ons
ns

s, see 9 Profiles, Page 123.

unk group only apply to incoming calls! 
issions (more than "internal calls") could, depend-

orwarding entries, be misused by external callers. 
er by only allowing external forwarding of incoming 
es.
SwyxServer.

The permission 'inherited' from the trunk group is used if the received 
call is not addressed to a user on this SwyxServer. If a user on this Swyx-
Server was addressed and the call is forwarded by his call routing, then 
the call 'inherits' the permissions of the called user.

This tab appears for all trunk groups.

All available profiles are offered for selection; see the "Description" field 
for details. Select a rights profile from the list here. In the default set-
ting, the Calling Right profile "Internal Calls" is selected.
s and Trunk Groups    Configure trunk groups

1.7 THE "RIGHTS" TAB

Specify what rights a call has when coming in via this trunk. By doing so 
you specify whether it may use other trunk groups (and which ones) to 
leave this SwyxWare installation, if its destination is not a user of this 

After installation, you 

 International conn
 European destinati
 National connectio
 Local calls
 Internal calls only
 Deny all calls

To define right profile

Call permissions of a tr
The advanced call perm
ing on the configured f
Protect your SwyxServ
calls in exceptional cas
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13.  AND DEACTIVATING A 

 carry out maintenance work on a line, for exam-
ry to temporarily deactivate one or more trunks 

 / activate a trunk
dministration, open the directory "Trunks".
, highlight the trunk that is to be deactivated/

u, select "Properties".
roperties of..." window will appear.

e change log, if a trunk was activated or deactivated.
You can select a location here from the previously defined locations. In 
the default setting, only the location "DefaultLocation" is available.

If you would like to specify or change a location, please refer to 8 
Locations, Page 118.
s and Trunk Groups    Activating and deactivating a trunk

1.8 THE "LOCATION" TAB

By specifying the location, you specify both the corresponding prefixes 
and also the time zone relating to this location.

This tab appears for all trunk groups.

13.2 ACTIVATING
TRUNK
In order to be able to
ple, it may be necessa
within SwyxWare.

This is how you deactivate
1 In the SwyxWare A

In the list of trunks
activated.

2 In the context men
In each case, the "P

It won't be written in th
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window, and check whether telephone calls are still being made via 
this trunk. Under "Origination Device" or "Destination Device" this 
trunk is listed as long as it is being used for an existing connection.

6 If there are no active connections via the trunk, you can stop the 
associated SwyxGate service via the Service Manager.
To reactivate the trunk, use the Service Manager to start the service 
and then activate the trunk with the checkbox.

If you have deactivated a service (e.g. SwyxGate) on another computer, 
you must then start the service locally on the remote computer in the 
Service Manager.
s and Trunk Groups    Activating and deactivating a trunk

3 Deactivate the checkbox "Trunk enabled" on the "General" tab to 
block this trunk for further incoming or outgoing calls.

4 Click on "OK".
5 Select "Active calls" in the left side of the SwyxWare Administration 
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14

an economical SIP connection, you can specify a 
ll of the United Kingdom (+44*) with a higher pri-
e connection attempts are made in priority order, 
st the SwyxLink connection, then the SIP connec-
onnection via ISDN is selected.

ew of the available routes in Administration in the 
 table".

via 

 Hamburg 
Headquarters

SwyxLink
Routed to       +44151* via 

SwyxLink

SwyxLink Trunk group

Branch       
Liverpool
If you later set up 
route for this for a
ority (e. g. 800). Th
i. e. in this case, fir
tion and then the c

You can find an overvi
directory "Forwarding

Routing configuration
ng    

ROUTING

Where do calls go if they can't be assigned within a Swyx-
Server?

Outgoing calls can be forwarded (dependent on the dialed number, 
time conditions and/or the caller himself) via various paths, e.g. SIP pro-
vider or ISDN. These routes can be specified individually with a different 
priority (0-1000) for each trunk group.

Example:

In Manchester you have an ISDN trunk into the public phone network 
and a SwyxLink connection to a branch in Liverpool. All calls to Liverpool 
(+44151*) should go via the SwyxLink.

You set up a route for the trunk group in which SwyxLink is a member 
(Public number: +44151*), setting a high priority, e.g. 900. Set up a route 
for the ISDN trunk group (e. g. for England- destination number/URI: 
+44*), but with a low priority (e. g. 100). If the SwyxLink line is busy, i.e. all 
configured channels are in use, interrupted or deactivated, the calls will 
be established via the low priority connection (here: ISDN).

PSTN 
Hamburg

ISDN trunk group

ISDN
Routed to       +44* 

ISDN
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 records for both trunk groups with the same priority 
nation number range.

s calls an external number, then a trunk group is 
ialed number and the priority. If these criteria do not 
trunk group, the trunk group is randomly selected, i.e. 
can be selected for user 2. If e.g. Hide Number is con-
k groups for unassigned caller numbers, then - with-
ing this - his number is displayed on one call and not 
ent this, when the trunks are similar you can manage 
roup, regardless of the fact that two different ISDN 
presented.

d selection prefix for trunk groups

h trunk group should be used for the next call by 
election prefix, no further routing records are 

nk groups, Page 222.

ute
e Administration and choose the SwyxServer.

he SwyxWare Administration window, click with 
tton on "Forwarding Table" and select the entry 
rd…" in the context menu.
d "Properties of ...." will open.

t parameters on the tabs, and end your inputs 

ted in the forwarding table; it applies to the 
up.
Example:

You have two ISDN connections e.g. each with five MSNs. For each of 
these connections you set up a trunk group:

-  User A has an internal number, for which there is a call number map-
ping to trunk group 1, 

-  User B has an internal number, for which there is a call number map-
ping to trunk group 2. 

field "Outgoing calls if Calling Party Number / URI is not assigned". with "OK".
A new entry is crea
specified trunk gro
ng    Routing configuration

Repeated connection attempts with least cost routing

Extended Least Cost Routing

1 ROUTING CONFIGURATION
A routing is always assigned to a specific trunk group, so that it is effec-
tively a property of this trunk group. Rules are created based on the 
dialed destination numbers, and placeholders can be used. The routing 
can be formulated positively (Use this Trunk Group for Calls to the fol-
lowing) or negatively (Do not use this Trunk Group for Calls to the fol-
lowing). The routing records can be prioritized. A sequence order can 
thus be defined within the routings, e.g. "Try first on trunk group A, 
then on trunk group B". The caller number of the calling SwyxWare 
user, the group membership or the user's location can be taken into 
account in the decision on which trunk group is selected.

For SwyxLink trunks with configured intersite settings a routing record is 
created automatically. This entry is not editable.

If the trunk group consists of several trunks, the trunk with this number is 
selected. (e.g.  Public numbers of this trunk, Page 265). If no trunk match-
ing the caller number is found within the selected trunk group, the trunk 
signaling the most information about the caller is selected. The number sig-
naled externally arises according to the valid setting on this trunk in the 

-  There are routing
and the same desti

If one of these user
selected using the d
lead to a preferred 
also trunk group 1 
figured on the trun
out the user intend
on another. To prev
both in one trunk g
connections are re

Routing Records an

If a user defines whic
using the assigned s
applied.

See 13.1 Configure tru

This is how you define a ro
1 Open the SwyxWar

2 On the left side of t
the right mouse bu
"Add Routing Reco
The window labele

3 Specify the relevan
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 forwarding criteria to be used in relation to the 

nk Group for Calls to the following" if you want to 
se trunks which meet the following conditions.

ers or URI that should go over this trunk. You can 
 (10.5 Placeholder, Page 147).

tional Prefix", you have several options:

urther prefix (Call-by-Call provider selection) is 
ation number.
Trunk Group

Each entry in the forwarding table applies to exactly one trunk group. 
When a newly created entry is closed with "OK", it is applied immedi-
ately for the trunk group for which it was configured. You can only spec-
ify a route for an existing trunk group; select an available trunk group 
from the selection list.

If the record type should not be active at the time, deactivate the check-
box "Routing Record is enabled".

Usage

Activate "Use this Tru
forward calls over the

Give the public numb
use placeholders here

In the field "With addi

 None
In this case, no f
added to the destin
ng    Routing configuration

The "General" Tab

Specify on this tab the trunk group to which this record type should 
apply. You can also insert a short description here.

The "Routing" Tab

Specify on this tab the
number or URI.
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b whether the origin of the call is used for making 
s configured, the routing rule applies to all calls.

rnal number or URI here. The routing rule then 
ich signal this number or URI (internal SwyxWare 
lls coming over this trunk are to be forwarded 
, enter the number or URI here in canonical for-
atched from the beginning onward. Enter here 

 rule applies to all callers, whose number starts 
laceholder, Page 147.
Record Priority

Specify the priority with which this forwarding is applied to a call. You 
can decide a priority between 0 (low) and 1000 (high).

Phone number

You can enter an inte
applies to all calls wh
user or group). If ca
according to this rule
mat. The number is m
e.g.: "21", the routing
with a "21", see 10.5 P
ng    Routing configuration

 <Number>
Enter directly into the field a numerical sequence, which is then pre-
fixed to every destination number that is routed via this trunk group, 
e.g. "01013".

Specify how often a connection attempt should be repeated (standard: 
0). If LCR is not used, but instead the call by call prefix of an economical 
but heavily overloaded provider is dialed directly, these repeats can be 
useful in order to try this least expensive provider a number of times.

Activate "Do not use this Trunk Group for Calls to the following" if you 
don't want to send calls with certain destinations via this trunk group.

For each routing record, you can allow or deny only one type of condi-
tion.

Example of the use of placeholders:

If you want to allow only external numbers for a trunk group, then you 
must enter the following:

 Under "Use this Trunk Group for Calls to the following", in the field 
"Destination number or URI", enter "+*". All calls going to an external 
number (canonical format, e.g. +4420 5666777) are then allowed 

 Under "Do not use this Trunk Group for Calls to the following", in the 
field "Destination number or URI", enter "*". All calls that are not 
explicitly allowed above are then disallowed. As a result of this set-
ting, calls intended for internal subscribers (not in canonical format) 
are not routed via this trunk group.

The "Source" Tab

You can say on this ta
a decision. If nothing i



Routi 238

 on specific Day(s)

he route dependent on days of the week, activate 
uting Record on specific Day(s)". Then activate the 
ekdays for which this route should apply.

 on specific Time of Day

he route dependent on a time of day, activate the 
g Record on specific Time of Day". Then specify a 
oute should be active.

ONNECTION ATTEMPTS 
 COST ROUTING

epeat connection attempts over different trunks. 
umbers, the connection attempts are repeated. 
peats is as follows:

as the routing record with the highest priority for 
 in the first attempt, and from this group a trunk 
tches the caller's public number. If the routing 
c call by call prefix, this is prefixed to the dialed 

tablished, the next routing record by priority is 
d. Depending on the configuration, this can also 
up again.

Priority Number Prefix Repetitions
00 +* 01013 2

00 +* - 0

00 +* 01033 0

00 +* - 0
On this tab you specify time-related conditions (weekdays, time of day) 
for a routing. You can give both weekdays and also times on the defined 
weekdays.

be the same trunk gro

Example:

Trunk Group
1 TG1 5

2 TG2 6

3 TG2 4

4 TG3 3
ng    Repeated connection attempts with least cost routing

User, Members of Group and Users of Location

You can use further selection criteria here. This rule can be set for a 
particular SwyxWare user or for the members of a group. Belonging to 
a location can also be a selection criterion. You can also combine the 
two criteria "Members of Group" and "Users of Location" (e.g. All users 
of the "Support" group at the "Munich" location). The criterion "Num-
ber" can equally be combined with the other criteria (User, Members of 
Group and Users of Location). In combinations, both criteria must be 
satisfied (logical AND).

The "Timely Conditions" Tab

Use Routing Record

If you want to set up t
the checkbox "Use Ro
checkboxes of the we

Use Routing Record

If you want to set up t
checkbox "Use Routin
period for which this r

14.2 REPEATED C
WITH LEAST
SwyxWare is able to r
For calls to external n
The mechanism for re

The trunk group that h
this call is determined
is selected which ma
record gives a specifi
number.

If no connection is es
subsequently selecte
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14.
The Least Cost Routing of the SwyxServer in Dortmund and the cor-
responding provider is naturally used once again for the connection 
via the SwyxGate in Dortmund to the external subscriber.

can define which number should be signaled e.g. in ISDN to the called party. 
The ISDN trunk in Dortmund then must be able to use foreign numbers (i. e. 
a London number) for outgoing calls. The ISDN function "CLIP no screening" 
is used for this: it has to be requested separately from your provider.
ng    Extended Least Cost Routing

In this example, an attempt is first made to dial a call via the trunk group 
TG2 (priority 600), and this is followed by three attempts (one + two 
repeats) to establish a connection via TG1 (priority 500) with the help of 
the LCR module. After this, one further connection attempt each (repeat 
= 0) is made with, in the order of priority, TG2 (with fixed prefix 01033), 
then TG3 and then TG4.

3 EXTENDED LEAST COST ROUTING
Extended Least Cost Routing enables a remote access to the public net-
work (SwyxGate).

Example:

When creating the connection between a SwyxWare user at the London 
site to a subscriber in the vicinity of the Dortmund site, the SwyxServer at 
the London site can determine that the dialed subscriber can be reached 
via the Trunk based on the parameters of the Trunk assigned to Dort-
mund. This means that the telephone connection from London to Dort-
mund is e. g. first made via the WAN connection and then via the ISDN 
Trunk in Dortmund to the external subscriber in ISDN.

5 TG4 200 +* - 0

Trunk Group Priority Number Prefix Repetitions

A common wish is that the calls from London can signal a calling party num-
ber from London. On the "Numbers" tab of the corresponding trunk, you 
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15.

nection types, which differ according to the provi-
vider ( PSTN Access, Page 240), as well as different 
he SwyxWare itself ( Connection Types for the ISDN 

r the ISDN Lines
ard can be used in different ways.

with the Public ISDN

 the ISDN card is operated directly with an ISDN 
lic telephone network (PSTN).

xisting Telecommunication System as a 
tion System

ecommunication system exists, which has a con-
nd the ISDN card is connected to this telecommu-
Ware is a sub-telecommunication system in this 

oes not have direct access to the PSTN.

 SwyxWare as Sub-telecommunication System on a 
on System, Page 415.

n System with a Sub-telecommunication 

ected sub-telecommunication system (sub-PBX) 
figured connects the main system and the sub-tel-
m.

 a Sub-telecommunication System (Sub-PBX) to 

 a difference between a PSTN connection, which 
e number and an extension range, and one which 
ral MSNs.
Creation of an ISDN trunk

Configuring an ISDN Trunk

Installation of separated Gateways (SwyxGate)

1 BASICS FOR THE ISDN CONNECTION
Before an ISDN trunk is set up in the SwyxWare Administration, the 
ISDN card must be installed.

and the line to be con
ecommunication syste

See D.1.4 Connecting
SwyxWare, Page 414.

PSTN Access
Furthermore, there is
has a line with one lin
has one line with seve
connections    Basics for the ISDN connection

ISDN CONNECTIONS

Installation of ISDN cards for the connection to the public tele-
phone network or an old telephone system, and setting up of 
the corresponding ISDN trunks and trunk groups

ISDN trunks are all ISDN lines, - whether for the S0 Basic Rate Interface 
Connection or the S2m Primary Rate Interface - with which a Swyx gate-
way (SwyxGate) is connected via  ISDN cards to the public telephone 
network or a superior or subordinate telecommunication system.

Basics for the ISDN connection

Installation of the ISDN Cards

Creation of an ISDN trunk group

This function is not available for SwyxON.

Please note that SwyxWare only works with the ISDN cards of the SX2 fam-
ily.  For information on updating the relevant card drivers, please refer to 
5.6.3 Updating the ISDN Card Drivers, Page 61.

There are various con
sion of the service pro
operating modes on t
Lines, Page 240).

Connection Types fo
The lines of an ISDN c

Operation Directly 

In this configuration,
connection to the pub

Operation with an E
Sub-telecommunica

In this situation, a tel
nection to the PSTN, a
nication system. Swyx
case and SwyxWare d

See D.2 Connection of
Main Telecommunicati

Operation as a Mai
System

SwyxWare has a conn
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imary Multiplex Access (PRI)

ace (PRI) is always a direct dialing-in line. In con-
terface (BRI) with 2 available channels, it supplies 

ilable channels.

ions - Line Group

ble channels is not sufficient, several lines can be 
 increase capacity. Both the switching and Swyx-
up of lines as a single line with a greater number 

th a free channel will be searched for automati-
 in a way which is fully transparent for the user 

e any additional configuration.

ON OF THE ISDN CARDS
e installed in the same computer on which the 
talled. In the standard installation, the SwyxGate 
ed. This service controls the ISDN lines, which 
in SwyxWare Administration.

 install a SwyxGate on a separate computer, the 
ady be installed and operable. For the SwyxGate 
ed 

d
main account, which was created in preparation 
of the SwyxServer

 are inserted, they must be configured for opera-

2 ISDN cards can be operated simultaneously in a 
RI is counted as two cards. Mixed operation of dif-
le, but a maximum of 76 B channels is supported 

t the different ISDN cards available and their pos-
e

Operation with a Basic Rate Interface (BRI)

The Basic Rate Interface (BRI) provides 2 channels. Your provider can 
supply you with one line or with a line with several MSNs for your line 
connection.

The ISDN card SX2 QuadBRI can operate up to four Basic Rate Inter-
faces.

for the installation 

Before the ISDN cards
tion.

A maximum of four SX
system. An SX2 DualP
ferent cards is possib
in one computer.

For information abou
sible combinations, se
connections    Installation of the ISDN Cards

Operation with One Line Number and Extension Range

In this configuration, the ISDN card is operated with a direct dialing-in 
ISDN line. This connection is assigned a phone number. An extension 
range is defined in addition to this number (  The "Numbers" 
Tab, Page 265). Each SwyxWare user can now be assigned one or more 
numbers from this extension range. A subscriber's complete telephone 
number is then e.g. composed of the phone number and the extension 
number.

Example:

Phone number 12345, subscriber number 777 
-> Number 12345777

Operation with One Line with Several MSNs

When this configuration is used, it is possible to operate the ISDN card 
simultaneously with other ISDN devices using a common connection. 
When operating with MSNs, one or more MSNs are assigned to the 
ISDN trunk during configuration. SwyxWare thus only processes calls, 
which are directed to these MSNs. This makes it possible to assign addi-
tional numbers to other terminal equipment such as a fax machine. The 
MSNs listed in the configuration can be assigned in any way to the 
SwyxWare users. Since, to be unique, an MSN can only be assigned to 
exactly one user, the maximum number of users is limited by the num-
ber of available MSNs. Because the maximum number of MSNs is usu-
ally 10, this configuration is only recommended for smaller systems.

Operation with a Pr

A Primary Rate Interf
trary to a Basic Rate In
a maximum of 30 ava

A Group of Connect

If the number of availa
combined in order to
Ware will treat this gro
of channels. A line wi
cally. This takes place
and it does not requir

15.2 INSTALLATI
The ISDN card can b
SwyxServer is also ins
service is also install
appear as ISDN trunk 

In order to be able to
SwyxServer must alre
installation you will ne

 the server name an
 the name of the do



ISDN 242

15.

 are on the right-hand side of the block, the con-
 as TE. So on one board some connections can 
nd other in TE mode at the same time.

    

Connection for external feed module

PCI plug strip

Slot for 
internal 

feed module

Setting the
power supply

 block must have the same position, e.g. all facing to 
o the left.

 the driver software, the same operating type must 
tion dialog. It is therefore not sufficient to configure 
 the hardware only or in the software only.
tion: The SX2 QuadBRI or SX2-express DualPRI is directly in front of you, 
with the PCI plug strip facing down and the S0 connections to the left.

Configuration of the Operating Mode
 TE mode is set if the ISDN connection is connected to an NTBA or the 

SwyxWare is configured as a subsystem. 
 NT mode is set if the ISDN connection is used for an external subsys-

tem or directly connected ISDN telephones are to be used.

Each BRI bus connection is a jumper block with five assigned jumpers. If 
all five jumpers are inserted to the left, the connection is configured as 

the right, or all facing t

After the installation of
be set in the configura
the operating mode on
connections    Installation of the ISDN Cards

FAQ: Overview to different PCI cards and slot types and ways to com-
b ine  them 
https://service.swyx.net/hc/en-gb/articles/360000631409-Overview-to-
different-PCI-cards-and-slot-types-and-ways-to-combine-them

(You may need to be logged in to view the content)

Preparation of the SX2 QuadBRI before insertion

Preparation of the SX2 SinglePRI

Preparation of the SX2 DualPRI

Insertion of the ISDN Card

Installation of the software for the ISDN card

Configuration of the ISDN Card

2.1 PREPARATION OF THE SX2 QUADBRI BEFORE 
INSERTION
The ISDN card (SX2 QuadBRI or SX2-express DualPRI) has to be config-
ured with jumpers and DIP switches before can be installed into the 
computer.

The operating mode (TE/NT) and the bus termination must be config-
ured for each line of the SX2 QuadBRI or SX2-express DualPRI before 
insertion.

Requirement for further description: Requirement for further descrip-

NT. If all five jumpers
nection is configured
operate in NT mode a

Jumper blocks 1-4

ISDN connections

DIP switches 1-4

All five jumpers of one

https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb2471.html
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 mount an internal feed module directly on the 

 SO bus termination
mination depends on the cabling.
mination should be switched on, since the card 
esents the end of the BRI bus.

Jumpers 1-4
Connection for external feed module

Slot for internal
feed module

 use the feed module only for interfaces that are con-
therwise the interface will be damaged.

 and an external feed module at the same time.

For each NT interface to be fed, set two jumpers for each port to which 
you want to supply power. Afterwards, ISDN devices that are intended 
for supply from the public line can also be operated directly on the SX2 
QuadBRI V2 or SX2-express DualPRI. Configuration of the

 In TE mode, the ter
 In NT mode the ter

then normally repr

Do not use an internal
connections    Installation of the ISDN Cards

Configuration of the supply voltage in NT mode 
An interface configured for NT mode can be fed with 40V from an 
optional external feed module. Connect this feed module to the green 
connector on the upper right side of the SX2 QuadBRI or SX2-express 
DualPRI.

Using the SX2 QuadBRI V2 with an external feed module you have to 
insert additionally the two outer jumpers on the plug-in slot of the inter-
nal feed module (see figure below).

  

Connection for external feed module

Slot for 
internal 

feed module

Jumpers 1-4

Alternatively, you can
SX2 Quad-BRI.

Please ensure that you
figured for NT mode, O



ISDN 244

ISD

mper is at the correct setting for the computer's 

 environment with 5V, right for an environment 
e found on older main boards.

 card number 
umber with the six-pole DIP switch in the middle 

e following assignment is valid:

DIP switch for the card number

Slot for 
internal 

feed module

1 2 3

ch 2 Switch 3 Card number
on 1

off 2
Configuration of the PCI bus power supply (not for SX2-express 
DualPRI)

On the right side of the SX2 QuadBRI is a three-pole jumper field for set-
ting the PCI bus power supply.

Both pins must have the same setting.

For SX2 QuadBRI V2 th

Switch 1 Swit
off off

off on
connections    Installation of the ISDN Cards

Next to the block of jumpers for a connection, you will find a two-pole 
DIP switch which can be used to configure the BRI bus terminal.

If both pins of the switch are in the "ON" position, the 100ohm terminal 

is switched on, otherwise it is switched off.

PCI plug strip

DIP switches 1-4

N connections Setting the power supply

Make sure that the ju
main board.

Left ("3V3 reg") for an
with 3.3V, which will b

Configuration of the
You can set the card n
of the SX2 QuadBRI.

SX2 QuadBRI V2
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rd number configuration of SX2-express DualPRI

RI, another assignment is valid:

n

2-express DualPRI has two 20-pole jacks for con-
al PCM cable.

ch 5 Switch 6 Card number
off 1

off 2

off 3

on 4

on 5

on 6

on 7

off assigned automatically

s in one system, please make sure that either one 
ned for all cards, or automatic card number assign-
.

4 5 6
connections    Installation of the ISDN Cards

SX2-express DualPRI

off on on 3

on off off 4

on off on 5

on on off 6

on on on 7

off off off assigned automatically

Switch 1 Switch 2 Switch 3 Card number

If you use several cards in one system, please make sure that either one 
card number was assigned for all cards, or automatic card number assign-
ment is set for all cards.

DIP switch for the card number

Fig. 15-1: Ca

For SX2-express DualP

PCM bus connectio

The SX2 QuadBRI / SX
nection with an option

Switch 4 Swit
on off

off on

on on

off off

on off

off on

on on

off off

If you use several card
card number was assig
ment is set for all cards
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-2: PCM connection of SX2-express DualPRI

output, the lower jack the input. Connect the SX2
ble, by connecting the output jack of one card to 
er card.

n one of the four LEDs is assigned.. The number 
esponds to the number of the LED.

on shows a slot of the SX2 QuadBRI to identify the 
 to 4, shown here as L(ine) 1 to 4:

PCM outputPCM input

at the connection cable differs between both SX2 
or SX2-express DualPRI). A mixed operation using 
 computer is not supported.
LED Status Display
To each BRI connectio
of the connection corr

The following illustrati
Basic Rate Interfaces 1

boards ( SX2 QuadBRI 
both card types in one
connections    Installation of the ISDN Cards

PCM input PCM output

Fig. 15

The upper jack is the 
cards with the PCM ca
the input jack of anoth

Please keep in mind th
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ration
guration allows each E1 connection of the SX2-
X2-express DualPRI to be adapted to four differ-
.

: Counting pins of the connector plug (RJ45)

 strip

8 11 8
SX2-EXPRESS DUALPRI
The connection configuration must be configured for each E1 connec-
tion before it is inserted.

Requirement for further description: Requirement for further descrip-
tion: The SX2-express SinglePRI / SX2-express DualPRIis lying in front of 
you with the PCI plug strip facing down and the E1 connections to the 
left.

A jumper field, which are in the near vicinity of the E1 connection plug, 
are assigned to each E1 connection.

express SinglePRI or S
ent cable assignments

Fig. 15-4
connections    Installation of the ISDN Cards

Fig. 15-3: Lines of the SX2 QuadBRI

The following assignments are valid:

After the hardware for the SX2 QuadBRI has been configured according 
to the use scenario, insert it into the computer on which SwyxGate is to 
be installed.

After the card has been installed physically, it will automatically be rec-
ognized the next time the computer is booted and a request for the 
installation of the driver software will appear.

2.2 PREPARATION OF SX2-EXPRESS SINGLEPRI / 

LED Statement
off Layer 1 deactivated

red glowing Layer 1 activated

green glowing Layer 2 activated

green, blinking At least one connection is active

red, blinking The line is being configured

Connection Configu
The connection confi

Jumper field config. 1 /2

ISDN connections PCI-express plug
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Pin6 = RX+ 
Pin3 = RX- 
Pin4 = TX+ 
Pin5 = TX-

Jumper Pin configuration, RJ45 
jack

fig. 3)
connections    Installation of the ISDN Cards

Jumper Pin configuration, RJ45 
jack

Pin1 = TX+ 
Pin2 = TX- 
Pin4 = RX+ 
Pin5 = RX-

Pin6 = TX+ 
Pin3 = TX- 
Pin4 = RX+ 
Pin5 = RX-

Pin1 = RX+ 
Pin2 = RX- 
Pin4 = TX+ 
Pin5 = TX-

Jumper to support SwyxStandby (con
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n 
ePRI / SX2-express DualPRI has two 20-pole jacks 
 optional PCM cable.

 output. The lower jack is the input. Connect the 
 cable, by connecting the output jack of one card 

other card.

 the SX2-express SinglePRI / SX2-express DualPRI 
nsisting of two red and two green LEDs.

on off 7

off on 8

off on 9

off on 10

off on 11

on on 12

on on 13

on on 14

on on 15

off off assigned automati-
cally

 2 Switch 3 Switch 4 Card number

s in one system, please make sure that either one 
ned for all cards, or automatic card number assign-
.

Switch 1 Switch 2 Switch 3 Switch 4 Card number
on off off off 1

off on off off 2

on on off off 3

off off on off 4

on off on off 5

off on on off 6

The upper jack is the
SX2 cards with the PCM
to the input jack of an

LED Status Display
Each E1 connection of
has a status display co
connections    Installation of the ISDN Cards

Configuration of the card number
You can set the card number with the six-pole DIP switch in the upper 
middle of the SX2-express SinglePRI / SX2-express DualPRI.

Only Dip switches 1 to 4 are used. The following assignment is valid:

PCM bus connectio
The SX2-express Singl
for connection with an

on on

off off

on off

off on

on on

off off

on off

off on

on on

off off

Switch 1 Switch

If you use several card
card number was assig
ment is set for all cards
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he ISDN cards in your computer

he drivers for the ISDN card

 OF THE ISDN CARD
nnect the card to a direct dialing in line, you must 
tion changes for the ISDN PC card driver.

efined parameters in the driver software of the 
int in time.

 ISDN PC card driver configuration
nagement, the simplest possibility: (the easiest 
ntext menu for "My Computer" on the Windows 

agement Console (MMC) will be started.

ager" in the console structure.
 devices will now be shown on the right. There 
lowing entry under "Network Cards": "SX2 

ate settings under "Properties".
ameters" on the "Advanced" tab.
 tab in the dialog which is displayed.
e configured for direct dialing-in, please choose 
nd close both this tab and the previous tab by 

 This setting is deactivated for PRI cards, as PRI 
 on the direct dialing-in line.
guration of the ISDN Driver, Page 467.

 as an SX2 card, the LED which is associated with this 
plifies the identification when operating several SX2 
The following assignments are valid:

LED LED Statement
1 off Layer 1 deactivated

1 red glowing Layer 1 activated

2 green glowing Layer 2 activated

3 green, blinking At least one connection is active

4 red, blinking The line is being configured

"Point to Point" a
clicking on "OK".
cards are always

See also App. M: Confi

If the line is configured
line will blink. This sim
cards.
connections    Installation of the ISDN Cards

PCM input PCM output
This is how you install t

This is how you install t

15.2.2.1CONFIGURATION
If you would like to co
make some configura

You can change the d
ISDN card at a later po

This is how you modify the
1  Run computer ma

way is to use the co
Desktop).

2 Select "Manage".
 The Microsoft Man

3 Select "Device Man
A list of all installed
you will find the fol
DualPRI".

4 Enter the appropri
 Select "ISDN Par

Select the "Port"
 To switch to a lin
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Thi
PRI

15.

ich are in the near vicinity of the E1 connection 
the E1 connection. In the following, the field with 
eferred to as SB2 and the field with five jumpers 
 SB5. The suffixes L and R indicate whether all 
tive jumper field are inserted to the left (L) or to 

ans, for example, that all jumpers of the SB5 field 
ht.

ration
uration allows the E1 connection to be adapted to 
signments.

PCI plug strip

upation of the Plug 
Bridges

Pin configuration, RJ45 
jack

nd SB5R Pin1 = TX+ 
Pin2 = TX- 
Pin4 = RX+ 
Pin5 = RX-
The connection config
four different cable as

Occ

SB2L a
connections    Installation of the ISDN Cards

Configuration of the Line Termination
The line termination will be configured in the software settings. Default 
value: 120 Ohm.

s is how you change the line termination of SX2-express Single-
 or SX2-express DualPRI

1  Run computer management, the simplest possibility: (the easiest 
way is to use the context menu for "My Computer" on the Windows 
Desktop).

2 Under "ISDN Controller" switch to the corresponding SX2-express 
board.

3 There are settings for each Controller. On the right side mark the 
controller and choose the line termination you want in the 
dropdown list.
You can choose between 120, 110,100 and 75 Ohm.

4 Save the changes with "OK" and close the Device Manager.

2.3 PREPARATION OF THE SX2 SINGLEPRI
The connection configuration and the line termination must be config-
ured for each E1 connection of the SX2 SinglePRI before it is inserted.

Requirement for further description: The SX2 SinglePRI is laying in front 
of you with the PCI plug strip facing down and the E1 connections to the 
left.

Two jumper fields, wh
plug, are assigned to 
two jumpers will be r
will be referred to as
jumpers of the respec
the right (R). SB5R me
are inserted on the rig

Connection Configu

Jumper field SB2
Jumper field SB5

ISDN connection
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witch are in the "OFF" position, no termination is 

he "OFF" position and the right pin is on the "ON" 
s that this has a 120 ohm line termination.
he "ON" position and the right pin is on the "OFF" 
s that this has a 75 ohm line termination.

 PCI bus power supply 
e of the SX2 SinglePRI is a three-pole jumper field 
 power supply.

mper is at the correct setting for the computer's 

ent with 3V, upper for an environment with 5V, 
 older main boards.

 card number 
umber with the four-pole DIP switch in the upper 
lePRI.

Jumper field for PCI power supply
main board.

Lower for an environm
which will be found on

Configuration of the
You can set the card n
middle of the SX2 Sing
connections    Installation of the ISDN Cards

Configuration of the Line Termination
On the right next to the plug bridge fields for the E1 connection you will 
find a two-pole DIP switch with which the line termination can be con-
figured.

SB2R and SB5R Pin3 = TX+ 
Pin6 = TX- 
Pin4 = RX+ 
Pin5 = RX-

SB2L and SB5L Pin1 = RX+ 
Pin2 = RX- 
Pin4 = TX+ 
Pin5 = TX-

SB2R and SB5L Pin3 = RX+ 
Pin6 = RX- 
Pin4 = TX+ 
Pin5 = TX-

Occupation of the Plug 
Bridges

Pin configuration, RJ45 
jack

DIP switch for termination

 If both pins of the s
switched on.

 If the left pin is on t
position, this mean

 If the left pin is on t
position, this mean

Configuration of the
On the lower right sid
for setting the PCI bus

Make sure that the ju
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he following assignment is valid:

on off 10

on on 11

off off 12

off on 13

on off 14

on on 15

off off assigned automati-
cally

 2 Switch 3 Switch 4 Card number
off off 1

off off 2

off off 3

on off 4

on off 5

on off 6

on off 7

off on 8

off on 9

off on 10

off on 11

on on 12

on on 13

on on 14

on on 15

 2 Switch 3 Switch 4 Card number
off off on on 3

off on off off 4

off on off on 5

off on on off 6

off on on on 7

on off off off 8

on off off on 9

on off

off on

on on

off off

on off

off on

on on
connections    Installation of the ISDN Cards

For SX2 SinglePRI V2 the following assignment is valid:

Please keep in mind that SX2 SinglePRI V2 and V3 only differ in the configu-
ration of the card number.

Card version

V x.x

DIP switch for setting the card number

Switch 1 Switch 2 Switch 3 Switch 4 Card number
off off off on 1

off off on off 2

For SX2 SinglePRI V3 t

on off

on off

on on

on on

on on

on on

off off

Switch 1 Switch
on off

off on

on on

off off

on off

off on

on on

off off

Switch 1 Switch
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ents are valid:

he ISDN cards in your computer

the ISDN card driver configuration

OF THE SX2 DUALPRI
uration and the line termination must be config-
ection of the SX2 DualPRI V2 before it is inserted.

her description: The SX2 DualPRI V2 is laying in 
CI plug strip facing down and the E1 connections 

ich are in the near vicinity of the E1 connection 
ach E1 connection. In the following, the field with 

eferred to as SB2 and the field with five jumpers 
B5. The suffixes L, R, O and U indicate whether all 
tive jumper field are inserted to the left (L), to the 
r below (U). SB5R means, for example, that all 
ld are inserted on the right.

Statement
Layer 1 deactivated

Layer 1 activated

Layer 2 activated

At least one connection is active

The line is being configured
The upper jack is the output. The lower jack is the input. Connect the 
SX2 cards with the PCM cable by connecting the output jack of a SX2
card with the input jack of another SX2 card.

LED Status Display
The E1 connection of the SX2 SinglePRI has a status display consisting of 
two red and two green LEDs.

Two jumper fields, wh
plug, are assigned to e
two jumpers will be r
will be referred to as S
jumpers of the respec
right (R), above (O) o
jumpers of the SB5 fie
connections    Installation of the ISDN Cards

PCM bus connection 
The card has two 20-pole jacks for connection with an optional PCM 
cable.

off off off off assigned automati-
cally

Switch 1 Switch 2 Switch 3 Switch 4 Card number

If you use several cards in one system, please make sure that either one 
card number was assigned for all cards, or automatic card number assign-
ment is set for all cards.

PCM outputPCM input

The following assignm

This is how you install t

This is how you modify 

15.2.4 PREPARATION 
The connection config
ured for each E1 conn

Requirement for furt
front of you with the P
to the left.

LED LED
1 off

1 red glowing

2 green glowing

3 green, blinking

4 red, blinking



ISDN 255

ISD

 Line Termination
he plug bridge fields for each connection you will 

itch with which the line termination can be con-

witch are in the "OFF" position, no termination is 

he "OFF" position and the right pin is on the "ON" 
s that this has a 120 ohm line termination.
he "ON" position and the right pin is on the "OFF" 
s that this has a 75 ohm line termination.

 PCI bus power supply
e of the SX2 DualPRI V2 is a three-pole jumper 

I bus power supply.

mper is at the correct setting for the computer's 

ent with 3V, upper for an environment with 5V, 
 older main boards.

nd SB5R Pin3 = TX+ 
Pin6 = TX- 
Pin4 = RX+ 
Pin5 = RX-

nd SB5L Pin1 = RX+ 
Pin2 = RX- 
Pin4 = TX+ 
Pin5 = TX-

nd SB5L Pin3 = RX+ 
Pin6 = RX- 
Pin4 = TX+ 
Pin5 = TX-

upation of the Plug 
Bridges

Pin configuration, RJ45 
jack
DualPRI V2 to be adapted to four different cable assignments.

Occupation of the Plug 
Bridges

Pin configuration, RJ45 
jack

SB2O and SB5R Pin1 = TX+ 
Pin2 = TX- 
Pin4 = RX+ 
Pin5 = RX-

Configuration of the
On the lower right sid
field for setting the PC

Make sure that the ju
main board.

Lower for an environm
which will be found on
connections    Installation of the ISDN Cards

Connection Configuration
The connection configuration allows each E1 connection of the SX2 

Jumper fields SB2

Jumper fields SB5N connections

Configuration of the
On the right next to t
find a two-pole DIP sw
figured.

 If both pins of the s
switched on.

 If the left pin is on t
position, this mean

 If the left pin is on t
position, this mean

SB2U a

SB2O a

SB2U a

Occ
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 card number
umber with the four-pole DIP switch in the upper 
lPRI V2.

plies to the upper connector, the right DIP switch 
r.

ering of the particular switches:

Jumper to support SwyxStandby

1 2 3 4

ON

2 3 4

 3  2  1 4  3  2  1
In order to activate this function on the SX2 DualPRI V2, please make 
sure that the six-pole jumper is inserted between the two ISDN connec-
tions; if this jumper is not present, the card cannot support the standby 
option.

Configuration of the Interrupt assignment 
In the middle of the SX2 DualPRI is a three-pole jumper field.

Make sure that the plug is in the left position. It is thereby ensured that 
separate interrupts are applied, as required in the driver software.

The left DIP switch ap
to the lower connecto

Please note the numb

1

ON

4 
connections    Installation of the ISDN Cards

SwyxStandby support
The card supports the SwyxWare option pack SwyxStandby.

DIP switches for line termination

Configuration of the
You can set the card n
middle of the SX2 Dua
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tion of the card number

on off 6

on off 7

off on 8

off on 9

off on 10

off on 11

on on 12

on on 13

on on 14

on on 15

 2 Switch 3 Switch 4 Card number
The following assignment is valid:

Switch 1 Switch 2 Switch 3 Switch 4 Card number
on off off off 1

off on off off 2

on on off off 3

off off on off 4

on off on off 5

off off

on off

off on

on on

off off

on off

off on

on on
connections    Installation of the ISDN Cards

Jumper field for interrupt assignment

The numbering on the board may differ from this documentation.

Configura

off on

on on

Switch 1 Switch
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f the SX2 DualPRI V2 has a status display consist-
 green LEDs.

ents are valid:

THE ISDN CARD
SDN cards is nearly identical and therefore they 
r in this chapter.

n installed physically, it will automatically be rec-
e the computer is booted and a request for the 
er software will appear.

cent drivers for the ISDN cards in the download 
:

s/support/support-downloads.html

rdware configuration before the insertion. See 
 SX2 DualPRI, Page 254.

Statement
Layer 1 deactivated

Layer 1 activated

Layer 2 activated

At least one connection is active

The line is being configured

ry that you turn off the computer and remove the 
wer supply whenever you are doing something 
pen the computer case!
The upper jack is the output. The lower jack is the input. Connect the 
SX2 cards with the PCM cable, by connecting the output jack of one card 
to the input jack of another card.

You may find more re
area of the homepage

enreach.com/product

Do the necessary ha
15Preparation of the

It is absolutely necessa
mains plug from the po
which requires you to o
connections    Installation of the ISDN Cards

PCM bus connection 
The SX2 DualPRI V2 card has two 20-pole jacks for connection with an 
optional PCM cable.

off off off off assigned automati-
cally

Switch 1 Switch 2 Switch 3 Switch 4 Card number

If you use several cards in one system, please make sure that either one 
card number was assigned for all cards, or automatic card number assign-
ment is set for all cards.

PCM output

PCM input

LED Status Display
Each E1 connection o
ing of two red and two

The following assignm

15.2.5 INSERTION OF 
The insertion of the I
are explained togethe

After the card has bee
ognized the next tim
installation of the driv

LED LED
1 off

1 red glowing

2 green glowing

3 green, blinking

4 red, blinking

http://www.swyx.de/produkte/support/support-downloads.html
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Thi Fig. 15-6: Connecting the ISDN Cable

er and restore the power supply by plugging in 

 OF THE SOFTWARE FOR THE 

izes the card after the next restart, and the driver 
led.

drivers for the ISDN card
ions given by the hardware wizard.

d to enter the source for the driver, select "Enter 

DVD into your DVD ROM drive.

es. They can be found at https://www.enreach.de/
support-downloads.html#cat_6
ion of the driver you will be asked to enter the 
e or the D-channel protocol.
hange type or the switch protocol used by your 
y (in Europe this is Euro-ISDN (DSS1)).
Fig. 15-5: Removing the Metal Panel

4 Insert the ISDN card into a free PCI or PCI-X plug-in slot.
5 Use the screw you just removed to secure the card.
6 Connect the SX2 DualPRI to the S2m ISDN connections with the 

cables provided.

slot
3 Put the SwyxWare 

Click on "Next >".

4 Select the driver fil
produkte/support/

5 During the installat
ISDN switching typ

6 Select the ISDN exc
telephone compan
Click on "Next>".
connections    Installation of the ISDN Cards

s is how you install the ISDN cards in your computer
1 Turn off your computer and pull the respective mains plug out of the 

socket.

2 Open your computer.
3 Remove the screw from the metal panel covering a free PCI-express 

(expansion) slot:

Do not touch any of the electronic components of the computer card during 
the entire installation process. The electronic components of the computer 
card can be damaged by electrostatic discharges!

For safety reasons, it is necessary that you disconnect all connection cables 
from the telephone network before you open the computer case.

Metal Panel 
Expansion Slot

ISA
16-bit Expansion Slot

PCI/PCI-X 

Case
Back

7 Close your comput
the mains plug.

15.2.6 INSTALLATION
ISDN CARD
The computer recogn
software can be instal

This is how you install the 
1 Follow the instruct

2 When you are aske
other source".

https://www.enreach.de/produkte/support/support-downloads.html#cat_6
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15.

Thi

F AN ISDN TRUNK GROUP
ngle trunk, you are asked for the trunk group to 
ed trunk should belong.

such as permissions, location and routings are 
. When creating a trunk, you then simply assign 

e trunk. As a member of the group, the trunk is 
onding parameters.

eating a trunk, you can also generate the corre-
 directly.

SDN trunk group
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click with 
tton on "Trunk Groups" and select the entry "Add 
he context menu.
oup…" wizard will appear.

ion of the trunk group:
the trunk group, and a description.

p:
 of trunk group, in this case "ISDN".

r this trunk group in the lower field "Profile".
file of an ISDN trunk group, Page 261.

g:

 as an SX2 card, the LED which is associated with this 
plifies the identification when operating several SX2 
you will find the following entry under "Network Cards": "SX2 
DualPRI".

4 Enter the appropriate settings under "Properties".
 Select "ISDN Parameters" on the "Advanced" tab.

Select the "Port" tab in the dialog which is displayed.
 Zur To switch to a line configured for direct dialing-in, please 

choose "Point to Point" and close both this tab and the previous 
tab by clicking on "OK".

See also App. M: Configuration of the ISDN Driver, Page 467.

3 Click on "Next>".
4 Name and descript

Enter the name of 
Click on "Next>".

5 Type of trunk grou
Enter here the type

6 Enter the profile fo
See also 15.3.1 Pro
Click on "Next >".

7 Definition of routin
connections    Creation of an ISDN trunk group

7 Follow the wizard's instructions and then click on "Finish" in the 
dialog "Completing the wizard".

You can check to see if the driver installation was successful by 
checking the entries in the Device Manager in the 'Network Cards' 
category. 

2.7 CONFIGURATION OF THE ISDN CARD
If you would like to connect the card to a direct dialing in line, you must 
make some configuration changes for the ISDN card driver.

You can change the defined parameters in the driver software of the 
ISDN card at a later point in time.

s is how you modify the ISDN card driver configuration
1  Run computer management, the simplest possibility: (the easiest 

way is to use the context menu for "My Computer" on the Windows 
Desktop).

2 Select "Manage".
 The Microsoft Management Console (MMC) will be started.

3 Select "Device Manager" in the console structure.
A list of all installed devices will now be shown on the right. There 

You can check the operation of the installed ISDN cards with the utilities. 
See E.4.1 Test Programs for the SX2 Card Family, Page 422. 15.3 CREATION O

When you create a si
which this newly creat

General parameters 
specified in this group
the trunk group to th
thus given the corresp

Alternatively, when cr
sponding trunk group

This is how you create an I
1 Open the SwyxWar

2 In the left side of th
the right mouse bu
Trunk Group…" in t
The "Add Trunk Gr

If the line is configured
line will blink. This sim
cards.



ISDN 261

15.

Explanation
going call
ing party number Extension
tination number: Subscriber
ming call

ing party number Subscriber
tination number: Extension
going call
ing party number Subscriber
tination number: Subscriber
ming call

ing party number Subscriber
tination number: Subscriber
going call
ing party number Extension
tination number: ISDN Italy
ming call

ing party number ISDN Italy
tination number: Extension
going call
ing party number Subscriber
tination number: ISDN Italy
ming call

ing party number ISDN Italy
tination number: ISDN Italy
going call
ing party number Calling party number: ISDN Netherlands 

tination number: national
ming call

ing party number Calling party number: ISDN Netherlands 

tination number: national
ming call

ing party number Subscriber
tination number: national
going call
ing party number Subscriber
tination number: Subscriber
Depending on the connection you can select an appropriate profile for 
the trunk group. Dependent on this profile, the representation of the 
numbers is also thereby specified.

There are several predefined profiles available:

Des
 Inco

Call
CLIP
Des

Switzerland 
(MSN)

 Inco
Call
Des

Out
Call
Des
connections    Creation of an ISDN trunk group

Specify for which calls this Trunk Group should be used. When 
entering call numbers or URIs you can use placeholders (*), e.g. "+*" 
for all external numbers or "*" for all internal numbers. Multiple 
numbers/URIs are separated by a semicolon. You have several 
different options:
 for all external calls
 only for external calls to the following destination number or SIP-

URI
 for all external calls and all unassigned internal numbers
 for the following internal numbers
Click on "Next>".

8 Call Permission
Specify the Calling Rights profile for the Trunk Group. This Calling 
Rights profile applies to the incoming calls over this Trunk Group.
See also  Call permission of a trunk group, Page 124.
Click on "Next>".

9 Location profile:
Define the location. This profile also includes the definition of e.g. 
country code and public line access.
Click on "Next>".

10 Click "Finish".
The new ISDN trunk group is created, and is available for further 
configuration.

3.1 PROFILE OF AN ISDN TRUNK GROUP

Profile
Standard DDI Out

Call
Des

 Inco
Call
Des

Standard MSN Out
Call
Des

 Inco
Call
Des

Italy DDI Out
Call
Des

 Inco
Call
Des

Italy MSN Out
Call
Des

 Inco
Call
Des

Netherlands Out
Call
CLIP
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F AN ISDN TRUNK
 SwyxWare Administration are already installed, 
sertion of the ISDN card and the creation of an 
 can set up an ISDN trunk.

llation of the SwyxServer software, the corre-
Gate which is responsible for the link-up of ISDN 

installed. During the installation of an ISDN trunk 
 the computer on which the SwyxGate service is 
is then used by the ISDN trunk.

f an ISDN trunk is handled with the SwyxWare 
e start SwyxWare Administration as described in 
yxWare Administration, Page 75. If you are not yet 
ver, please connect now as described in  How to 
r, Page 78.

SDN Trunk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click with 
tton on "Trunks" and select the entry "Add 
text menu.
 Wizard" opens up.

 short description for the new trunk here.

 group:
up here to which this trunk should be assigned.
ch as routings, rights and location-specific 
cified in the trunk group. You can use "New 
reate a new trunk group, and then continue with 

unk.

lic phone numbers to be used by this trunk, see  
 numbers for this trunk, Page 265
If you set a different number representation, by choosing a different 
option from the selection list, the changed profile is stored under a dif-
ferent name (customized).

See also 10.6.1 NumberFormatProfiles.config, Page 150.

 Incoming call
Calling party number: transparent
Destination number: Destination number: Dial as a PBX user

Click on "Next>".

5 Selection of a trunk
Select the trunk gro
General settings su
parameters are spe
Trunk Group..." to c
the creation of a tr

6 Numbers:
Enter here the pub
This is how you add
connections    Creation of an ISDN trunk

Switzerland 
(DDI)

 Incoming call
Calling party number Extension
Destination number: national

Outgoing call
Calling party number Subscriber
Destination number: Extension

Belgium  Incoming call
Calling party number Subscriber
Destination number: national

Outgoing call
Calling party number Subscriber
Destination number: Subscriber

DDI with CLIP 
no screening

Outgoing call
Calling party number CLIP no screening
Destination number: Subscriber

 Incoming call
Calling party number Subscriber
Destination number: Extension

MSN with CLIP 
no screening

Outgoing call
Calling party number CLIP no screening
Destination number: Subscriber

 Incoming call
Calling party number Subscriber
Destination number: Subscriber

Internal Lines Outgoing call
Calling party number Destination number: Dial as a PBX user
Destination number: transparent

Profile Explanation 15.4 CREATION O
If SwyxServer and the
then following the in
ISDN trunk group you

In the standard insta
sponding service Swyx
lines is automatically 
you give the name of
installed. This service 

The administration o
Administration. Pleas
7.1 Registration on Sw
connected to this ser
connect to a SwyxServe

This is how you create an I
1 Open the SwyxWar

2 In the left side of th
the right mouse bu
Trunk…" in the con

3 An "Add new Trunk
Click on "Next>".

4 Trunk name:
Enter a name and a
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d from the list. According to the ISDN card, the 
 displayed. Select the port to be used. The 
rt is visualized with the help of a blinking LED on 
 lets you see easily which port the ISDN 
ust be connected to.

reated, and is available for further configuration.
ure the properties of this trunk after the 
onfiguring an ISDN Trunk, Page 263.
activating and reactivating a trunk, please see 
ctivating a trunk, Page 232.

G AN ISDN TRUNK
ed an ISDN trunk as described in 15.4 Creation of 
62, you can subsequently change the settings of 

are Administration, and e.g. add further MSNs.

a trunk are changed, this change takes effect at 
 to halt and restart any services for this.

trunk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

u, select "Properties".
roperties of..." window will appear.
this case the SwyxServer decides which compression is applied.

9 Number of ISDN channels:
Give the number of lines that are served by this trunk.

10 Computer name:
Give the name of the computer in which the card has been inserted. 
The SwyxGate service must also be installed on this computer, 
before this trunk can be used. Please use a WINS or the DNS name 
as the computer name. Alternatively you can also give the IP address 
of the computer directly. Do not enter ’localhost’ here.

11 Select ISDN ports:/

configure.
3 In the context men

In each case, the "P
connections    Configuring an ISDN Trunk

See also  This is how you create an ISDN trunk group, Page 260.
Click on "Next >".

7 Codecs:
With the help of the Codec you select how the voice is compressed 
for transmission. The following options are available:

If the Codec priority "Prefer Quality" is selected, the Codecs are 
provided in the sequence G.722, G.711a, G.711µ, G.729 and Fax over IP. 
Specify the filter(s) you want. The Codec G.722 is deactivated by default, 
because it would only be supported up to the ISDN gateway.
 Voice, high bandwidth (G.711a, G.711µ)

The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice con-
nection requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection requires approximately 
24kbits/s.

 Fax
In this case, the special fax protocol T.38 is used, which takes the 
set-up of the IP network into consideration. A fax connection 
using T.38 requires approximately 20kbits/s.

If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The 
Codec G.722 is deactivated by default, because it would only be 
supported up to the ISDN gateway. The aim here is to use as little 
bandwidth as possible. Here too, specify the filter(s). 

8 Click on "Next>".
Both voice compressions can be activated for a voice connection. In 

Select the ISDN car
available ports are
selection of the po
the ISDN card. This
connection cable m

12 Click "Finish".
The new Trunk is c

You can further config
installation. See 15.5 C
For information on de
13.2 Activating and dea

15.5 CONFIGURIN
When you have creat
an ISDN trunk, Page 2
this trunk in the SwyxW

When parameters of 
once. There is no need

How to configure an ISDN 
1 Open the SwyxWar

2 In the left side of th
"Trunks", and in th
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tes the type of the trunk, and "Trunk Group" the 
p. Both parameters cannot be retrospectively 

roperties..." You will open the Properties of the 
p. You can edit the Properties of the Trunk Group 

heckbox "Trunk enabled", this gateway is blocked 
r outgoing calls.

the change log, if a trunk was activated or deacti-
In this tab you can modify the name and description of the trunk.

Trunk information:

In the fields "Trunk Name" and "Description" you will find the descrip-
tive information that is displayed in Administration.

The field "Computer Name" contains the name of the computer in 
which the service (LinkManager or SwyxGate) is installed.
connections    Configuring an ISDN Trunk

The "General" Tab The "Type" field indica
assigned Trunk Grou
changed.

Using "Trunk Group P
according Trunk Grou
directly.

Trunk status:

If you deactivate the c
for further incoming o

It won't be written in 
vated.
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rs for this trunk

ow appears: "DDI numbers".

configuration of the trunk group, you can add 

 with MSNs, specify here an MSN that you want to 
N trunk.

irect Dialing In)
ct dialing in line, specify the number range for 
lease specify the same number of digits in both 

99).

uity of the information, you must enter the complete 
yxWare V.13.20 onwards. In the new "Subscriber 
ter the part of the phone number that follows the 
s the extension (internal phone number).
The following settings can be made:

Public numbers of this trunk

You can specify here which public numbers this trunk uses. External 
calls to these numbers go over this trunk. Calls with a Calling Party 
Number that is assigned to this trunk are routed over this trunk.

this trunk here. P
fields (e.g. 000-5

To ensure the unambig
phone number from Sw
number" input field, en
area code and precede
connections    Configuring an ISDN Trunk

The "Numbers" Tab This is how you add numbe
1 Click on "Add...".

The following wind

2 Depending on the 
numbers here:
 MSN

If you have a line
assign to this ISD

 DDI numbers (D
If you have a dire
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Thi

tab

ther, and how, the numbers for outgoing calls via 
ignaled.

mber
ber is signaled to the person being called (XXX), 

 number was configured for this trunk.
Here you specify whe
this trunk should be s

 Always suppress nu
In this case no num
regardless of which
connections    Configuring an ISDN Trunk

s is how you add numbers for this trunk

3 End your inputs with "OK".

Co
un

try
 c

od
e

Ar
ea

 c
od

e

Su
bs

cr
ib

er
 n

um
be

r

Fi
rs

t e
xt

en
si

on

La
st

 e
xt

en
si

on

e. g. 49 231 4777 100 200

The existing phone number entries are automatically extended by the new 
entry field "Subscriber number" when updating to V.13.20. Make sure that 
the automatic allocation is correct and adjust the corresponding entries 
manually as required.

"Number signaling" 
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 following 
r

<Number>

tion Number Hide number

Don't use this trunk

Use the following 
number

<Number>

mber

igned to this 
, otherwise:

If assigned to this 
trunk, otherwise: Entry

, the line characteristic "Clip no Screening" must be 
herwise the number is suppressed.
the action for numbers that are assigned to this trunk as well as for 
numbers which have no assignment.

Use: If assigned to this 
trunk, otherwise:

If assigned to this 
trunk, otherwise: Entry

Origination 
Number

Number of the trans-
feror

Hide number

Don't use this trunk
connections    Configuring an ISDN Trunk

 Always Use This Number:
You can specify a number or SIP-URI here which will always be sig-
naled to the person being called (e.g. the operator's number), 
regardless of which number was configured for this trunk.

 Signal Caller Number
Although the caller number is not configured for this trunk, the caller 
number is signaled to the person being called.

Example:

Customer A (number 88 333 44) calls employee B (number 55 666 77). 
Forwarding to his mobile phone is activated, i. e. an incoming call is 
routed outwards again. If the customer's number (88 333 44) should 
also be signaled externally, then this can be allowed here, although this 
number was not defined for this trunk. 

 Use:
You can specify here which number this trunk uses. You can specify 

In Germany, the destination numbers 110 and 112 are reserved for emer-
gency calls. The outgoing call number to these destination numbers is 
always signaled.

The number must be entered in canonical number format.

Use the
numbe

Number of the 
transferor

Origina

Hide nu

Use: If ass
trunk

For Number Signalling
enabled on the line, ot
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width (G.722) is deactivated, as this Codec is not 
DN trunk.

dth (G.711a, G.711µ)
lightly compressed. This keeps the packet delay 
cal Area Network) to a minimum. A voice connec-
ximately 64kbits/s.
th (G.729)
ession. A voice connection 

ately 24kbits/s.

cial fax protocol T.38 is used, which takes the set-
rk into consideration. A fax connection using T.38 
ately 20kbits/s.

"Prefer low bandwidth" is selected, the Codecs 
 G.729, G.722, G.711a, G.711µ, Fax over IP. The 
ivated by default, because it would only be sup-

 gateway. The aim here is to use as little band-
e too, specify the filter(s). G.722 is deactivated, as 
orted for an ISDN trunk.

ice codecs selected, SwyxServer will filter voice 
 current settings. The communicating sides will 

voice codec to use.

t

ion is set up, the T.38 protocol is negotiated 
ices involved. Certain variants of this negotiation 
d by some IP adapters. Use the following filter 
mpatibility with such devices.

e change log, if a Codec was activated or deacti-
nge log, Page 112.
The following settings can be made:

Codecs

If the Codec priority "Prefer Quality" is selected, the Codecs are pro-
vided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. The 
Codec G.722 is deactivated by default, because it would only be sup-
ported up to the ISDN gateway. Specify the filter(s) you want:

Action on fax receip

When a fax connect
between the two dev
may not be supporte
options to establish co

vated. See also 7.7 Cha
connections    Configuring an ISDN Trunk

The "Codecs/Channels" Tab  Voice, highest band
supported for an IS

 Voice, high bandwi
The voice data is s
time in the LAN (Lo
tion requires appro

 Voice, low bandwid
High compr
requires approxim

 Fax over IP
In this case, the spe
up of the IP netwo
requires approxim

If the Codec priority 
sequence changes to
Codec G.722 is deact
ported up to the ISDN
width as possible. Her
this Codec is not supp

Click on "Next>".

If there are several vo
data according to the
have to decide which 

It won't be written in th
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b

 can be made:

d port

rom the list. According to the ISDN card, the avail-
d. Select the port to be used. The selection of the 

 the help of a blinking LED on the ISDN card. This 
ich port the ISDN connection cable must be con-
routed over this trunk. You can also determine how many outgoing 
and/or ingoing connections are established at most.

Example:

You use a SX2 SinglePRI, which means that a maximum of 30 lines are 
available. If you configure a maximum of 10 channels for outgoing calls, 
then 20 lines remain free for you to be called.

If channels were added or removed, you will find these changes in the 
change log. See also 7.7 Change log, Page 112.

The following settings

Select ISDN card an

Select the ISDN card f
able ports are displaye
port is visualized with
lets you see easily wh
nected to.
connections    Configuring an ISDN Trunk

 Remove T.38 codec from initial invite
Some IP adapters cannot correctly interpret an initial connection 
request which includes T.38 as well as voice Codecs. 
If this option is set, SwyxServer removes T.38 from the initial connec-
tion request. The fax devices first set up a voice connection and then 
switch to the fax protocol T.38 because of the fax tone (CED tone, 
2100Hz).

 Prohibit T.38 reinvite by sender
The receiving fax device switches to T.38 after detecting the fax tone 
(CED tone, 2100Hz). Alternatively, the switch to T.38 can be carried 
out by the sending fax device.
Some IP adapters don't support switching by the sender.
If this option is set, SwyxServer suppresses a switch to T.38 by the 
sender.

Channels

Specify how many channels (connections) should be simultaneously 

If the receiving side involves a combined phone/fax device (fax switch), a fax 
data transmission is impossible when the option "Prohibit T.38 reinvite by 
sender" is activated.

The filter options can only be set when the Codec "Fax over IP (T.38...)" is 
activated.

The "ISDN Ports" Ta
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15.

15.

applications.

DVD into your DVD ROM drive.
 will start automatically.

oes not start, double-click on the file autorun.exe, 
 the SwyxWare DVD.

p start page will appear.
Server".
structions and click on "SwyxServer".

agreement.
rmation.
yxGate as the component you would like to 

ent Description" contains a description, the 
nd the corresponding memory space.

er:
here the chosen components should be 

ould not change the default path unless there are 
easons for doing so.
les, you can enter the necessary target folder sep-
directory \Share is usually used here).

"Disk cost" you can display the current disk space 
 available disks.

e carried out when you click "Next>" in this 
is process the required files will be copied and 
atabase entries will be made.

ion using the Configuration Wizard. See 15.6.2 
 Page 270.

SWYXGATE
he Configuration Wizard starts. Use this Wizard to 
on parameters for the installed components.
The installation of SwyxServer is carried out by a Microsoft Windows 
Installer file. The Windows Installer is an integral component of the Win-
dows operating system.

If you would like to install SwyxGate separately, start the installation as 
described below.

Local administrator rights are required for the installation of a separate 
SwyxGate. The user under which the SwyxGate service is operated must be 
a domain user and a member in the group of SwyxWare administrators on 
the computer on which the SwyxServer is installed.

 Installation will b
dialog. During th
the registration d

Complete the installat
Configuring SwyxGate,

15.6.2 CONFIGURING 
After the installation t
define the configurati
connections    Installation of separated Gateways (SwyxGate)

For information on deactivating and reactivating a trunk, please see 
13.2 Activating and deactivating a trunk, Page 232.

Expert Settings

Further settings can be specified here. However, these should only be 
selected after explicit consultation with support!

6 INSTALLATION OF SEPARATED 
GATEWAYS (SWYXGATE)
In larger scenarios, e.g. with many ISDN lines, it may make sense not to 
operate gateways to the public telephone network (ISDN or analog 
lines) on the same computer on which the SwyxServer is already 
installed. In such an environment you can install so-called "separated 
gateways".

The installation of SwyxGates is similar to the installation of SwyxServer.

6.1 INSTALL SWYXGATE
The SwyxGate installation is part of the SwyxServer installation.

Please note that the available ISDN cards will only become visible within the 
"ISDN Ports" tab after the Swyx Gateway service is started.

How to install SwyxGate
1 Close all Windows 

2 Put the SwyxWare 
The Setup program
In case the setup d
which is located on

3 The SwyxWare Setu
4 Select "Install Swyx

Please follow the in

5 Accept the license 
6 Read the latest info
7 Select here only Sw

install.
The field "Compon
installation status a
 Destination Fold

Select the path w
installed. You sh
very important r
For the shared fi
arately (the sub-

Disk cost
With the help of 
allocation of the

8 Start installation:
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Thi

15.

15.

te, Whereby Other Existing Components 

components are installed on your server, and you 
all SwyxGate, you can select SwyxGate inde-
ll it during maintenence.

wyxGate when other components exist
 Control Panel (Start | Settings | Control Panel).

ftware".
wyxWare" found under "Change or Remove 

ard will open.

odify".
lect the option "Not available" and click on 

llation program.
 Wizard will then be started.

nfiguration Wizards, SwyxGate is uninstalled.

 THE SX2 CARD DRIVERS
 are installed in another computer, and conse-
rs are no longer needed, you can uninstall them.

te the drivers for SX2 cards, Page 61.

trunks which use this SwyxGate can no longer be 
ettings of the ISDN trunk accordingly in the Swyx-
driver software of the ISDN cards.

Uninstalling SwyxGate:

Uninstalling SwyxGate, Whereby Other Existing Components Remain

Uninstalling the SX2 Card Drivers

7.1 UNINSTALLING SWYXGATE:
If SwyxGate is no longer required on a computer you have the option of 
removing it. 

15.7.2 UNINSTALLING
If the ISDN SX2 cards
quently the card drive

See also  How to upda
connections    Uninstalling

s is how you configure SwyxGate
1 User account:

Here you set the user account which should be used to start the 
SwyxWare system services (for example ’ippbx’).
In the case of a separate SwyxGate you can use as user account the 
same domain account that you used during the SwyxServer 
installation. Alternatively please use a domain account that is a 
member in the group of SwyxWare administrators.
The user name should be selected by using the "Browse" button. 
You then only enter the password. The validity of your entries will be 
checked by the Setup program. This check may take several seconds. 
If there is an error in the entries an error message will appear and 
you can repeat the procedure.

2 Server name:
Here enter the name or the IP address of your SwyxServer.
All necessary information is passed on from the SwyxServer directly 
to SwyxGate.

3 After installation, set up ISDN trunks in the SwyxWare 
Administration. The link to SwyxGate is via the name of the 
computer on which the service was installed.
See  This is how you create an ISDN Trunk, Page 262.

7 UNINSTALLING
The following chapter describes how to uninstall SwyxGate and the 

Uninstalling SwyxGa
Remain
If different SwyxWare 
only want to uninst
pendently and uninsta

This is how you uninstall S
1 Open the Windows

2 Double-click on "So
3 Select the option "S

Program".
4 Click on "Modify".

The installation wiz

5 Click on "Next ".
6 Select the option "M
7 Under SwyxGate se

"Next".
8 Then exit the insta

The Configurations

9 After closing the Co

Please note that ISDN 
operated. Change the s
Ware Administration.
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Thi
connections    Uninstalling

s is how you uninstall the drivers for SX2 cards
1 Start the device manager on the "Hardware" tab under "Start | 

Settings | Control Panel | System".

2 Under "Network adapter" choose the menu item "Uninstall" in the 
context menu of the SX2 card.
The drivers are then uninstalled.
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16

16.

nection is configured as a SIP trunk or SIP trunk 

a a SIP provider to another SIP client or to a num-
al telephone network.

red to log on to a SIP provider are configured for a 
gon, the SwyxLinkManager registers the SIP trunk 
in order to have telephone communication with a 
n IP route.

eated regularly as long as the SIP provider does 
fault settings.

Fig. 16-1: Scenario - Call via SIP

• • • • • • • • • •

• • • • • • • • • • • •
• • • • • • • • • • •

• • • • • • • • •

• • • • • •

• • • • • • • • • • • •

• • • • • • • • • • • •
• • • • • • • • • • • •
assigned SIP addresses (SIP-URIs, e. g. "tom.jones@swyx.com") by the 
provider, which can be used as an "email address for a telephone". By 
this means, SwyxWare users can globally reach other SIP-URIs, and be 
reached themselves. If this service provider also offers gateway ser-
vices, it will also be possible to reach any phone in the public telephone 
network via an SIP trunk and the underlying gateway of the provider.

An SIP trunk connects the software-based telephony system to a service 
provider, e.g. a SIP-ITSP (Internet Telephony Service Provider) or SIP 
provider for short (e.g. 1&1, outlook.com, GMX, etc.). Call connections 
are created and terminated via SIP (Session Initiation Protocol) as a 
communication protocol.

• • • • • •
inks    What are SIP Trunks?

SIP LINKS

Setting up and operating SIP trunks for the connection of the 
telephone system to VoIP and Internet telephony service pro-
viders

What are SIP Trunks?

Scenario

Creating a SIP Trunk Group

Profile of a SIP Trunk Group

Creating a SIP Trunk

Configuring a SIP Trunk

Sending Faxes via SIP Connection

Configuring the Firewall for a SIP Trunk

1 WHAT ARE SIP TRUNKS?
SIP trunks enable the use of VoIP services that are provided by carriers 
or service providers. The service provider provides you with a phone 
number or a number range. Alternatively the SwyxWare users can be 

In SwyxWare, the con
group.

16.2 SCENARIO
A call can be routed vi
ber on the convention

The parameters requi
trunk group. During lo
with the SIP provider 
SIP client directly via a

This registration is rep
not have any other de

• • • • • • • • • • •
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Fig. 16-2: STUN

nt by the SwyxLinkManager at least every 10 sec-
 is no other data traffic circulating via the corre-
s ensures that the NAT router's NAT table 
ot be destroyed again and that changes to the 

f the NAT router can be transmitted. This means 
nks can also be operated with a DSL connection 

ry 24 hours by the IP provider and thus receives a 

ages, SIP logon, the SIP connection creation, and 
t via the NAT router.

ust be disabled for this type of communication. 
 described below and must be configured in the 

your firewall.

Private
network B

IP proxy/registrar

naling

NAT
net.

STUN helps to identify the current public IP address of the line. This is 
necessary in order for the opposite terminal to correctly address and 
return your call data.

See RFC Standard (RFC 3489).

that SwyxWare SIP tru
that is terminated eve
new IP address.

Therefore, STUN mess
the voice data are sen

If a firewall exists, it m
The rules required are
appropriate syntax in 
inks    Scenario

When calling a SIP client (this can be a terminal device or a software-
based telephony system), the call will be routed to the desired client via 
the SIP provider. As part of this process, the SwyxLinkManager is 
responsible for the transmission of the logon information and the voice 
data as well as for the creation and termination of the connection. The 
voice data are routed directly to the SIP client without being routed via 
the SIP provider.

If this SIP link calls a number in the public telephone network (PSTN), 
the call will first be routed to the SIP provider via the IP route and goes 
from there to the appropriate phone number via the public network.

Overview of Compatible SIP Providers
The knowledge base contains a list of possible SIP providers, which are 
compatible with SwyxWare. This list includes additional SIP provider 
profiles that are not included in the basic version of SwyxWare. You can 
read about this in the knowledge base:

S IP  prov ider 
enreach.com/products/sip-provider.html

STUN
STUN is a network protocol that recognizes the existence and type of 
firewalls and NAT routers and takes this information into consideration. 
It enables the uncomplicated use of devices (e.g. SIP telephones) and 
programs in networks that should receive information from the Inter-

STUN messages are se
onds as long as there
sponding port.  Thi
(masquerading) cann
external IP address o

Private
networkA

S

NAT

STUN

SIP
Sig

https://www.enreach.de/produkte/sip-provider.html
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16.

How

p:
unk group here, in this case "SIP".

r this trunk group in the lower field "Profile".  If 
 not appear in the list, select "Customized".
f a SIP Trunk Group, Page 276.

ation)
 parameters required for the SIP connection from 
roceed as follows to enter them.
nly permits registered connections, check the 

ration" box and enter the name of the registrar or 
g with the mapped port. The registrar is the 
e REGISTER messages are sent.

r which registration must be repeated (usually 
r "Re-registration interval".

ill provide the following parameters:

IP address of the SIP proxy and, if applicable, the 
, the proxy is the provider's server, which sets up 
 connection.

omponent of the SIP address here. This is used to 
ual SIP-URI.

ed profile, the corresponding provider parameters 
y. Configuration steps (7) "SIP settings (registration)" 
e STUN server" are redundant.

e selected transport protocol. Leave the filed empty 
formation on the port by your provider. The port is 
ery.
 to create a SIP trunk group
1 Open the SwyxWare Administration and choose the SwyxServer.

2 In the left side of the SwyxWare Administration window, click with 
the right mouse button on "Trunk Groups" and select the entry "Add 
Trunk Group…" in the context menu.
The "Add Trunk Group…" wizard will appear.

3 Click on "Next>".
4 Name and description of the trunk group:

Enter the name of the trunk group, and a description.

8 SIP settings
Your SIP provider w
Proxy:
Enter the name or 
mapped port. Here
and terminates the
Realm:
Enter the general c
create your individ
Example:
inks    Creating a SIP Trunk Group

 Sending STUN messages
The SwyxLinkManager sends STUN messages from port 65002 to the 
configured STUN server. The destination port for STUN messages is 
usually port 3478, but there are exceptions, e. g., SIPGate uses port 
10000.

 Receiving STUN messages
STUN response messages should also be permitted.

 SIP messages
SIP messages are sent by the SwyxLinkManager from port 65002 to 
the SIP port of the SIP provider. The SIP port is usually the well-
known port 5060. The return route for the responses should also be 
enabled.

3 CREATING A SIP TRUNK GROUP
We recommend creating a SIP trunk group before creating a SIP trunk.

General parameters such as permissions, location and routings are 
specified in this group. When creating a trunk, you then simply assign 
the trunk group to the trunk. As a member of the group, the trunk is 
thus given the corresponding parameters.

Please note that when using a NAT router, port forwarding must be config-
ured so that the SIP messages, which are received on the public IP address 
of the NAT router on port 5060 are also forwarded to the  SwyxLinkManager 
on port 65002 in the internal network.

Click on "Next>".

5 Type of trunk grou
Enter the type of tr

6 Enter the profile fo
your provider does
See 16.3.1 Profile o
Click on "Next >".

7 SIP settings (registr
You can obtain the
your SIP provider. P
If the SIP provider o
"Activate SIP regist
the IP address, alon
address to which th

Enter the time afte
two minutes) unde
Click on "Next>".

If you select a predefin
will be set automaticall
to (10) "Settings for th

The port must match th
if you did not receive in
determined via DNS qu



SIP L 276

separated by a semicolon. You have several 

alls
 calls to the following destination number or SIP-

alls and all unassigned internal numbers
 internal numbers
g records for the moment

Rights profile for the Trunk Group. This Calling 
es to the incoming calls over this Trunk Group.
tion please refer to sectionCall permission of a 

. This profile also includes the definition of e.g. 
ublic line access.

group is created, and is available for further 

runk Group properties subsequently, see 13.1 
, Page 222.

IP TRUNK GROUP
erous predefined profiles.

ned profile, the corresponding provider parame-
atically. If the parameters do not match your set-
 is not listed, you can change these parameters in 
rties once you have created the trunk group.

b of the SIP Trunk Group, Page 227.

ecialist dealer for an overview of compatible SIP 
ctions they offer in relation to SwyxWare.
address of the STUN server of your provider and the appropriate 
port.
If you would like to use STUN, although you have not received any 
STUN server information from the provider, you can use the free 
STUN server "stunserver.org" with port "3478".
Click on "Next>".

11 Definition of routing:
Specify for which calls this Trunk Group should be used. When 
entering call numbers or URIs you can use placeholders (*), e.g. "+*" 
for all external numbers or "*" for all internal numbers. Multiple 

16.3.1 PROFILE OF A S
SwyxWare offers num

If you select a predefi
ters will be set autom
tings or your provider
the trunk group prope

See 13.1.3 The "SIP" Ta

Please contact your sp
providers and the fun
inks    Creating a SIP Trunk Group

Your SIP provider is outlook.com. In this case, enter "outlook.com" 
as the realm here. Your SIP-URI will then comprise the individual 
component, e.g., "tom.jones" and the realm. Your SIP-URI will, 
therefore, be:

tom.jones@outlook.com
DTMF method:
This mode defines how the provider proceed with the keyboard 
input of a user during a call (DTMF signaling).
You can choose from a variety of options:
 None. DTMF signalization is deactivated
 RFC2833_Event: RFC2833_Event: DTMF signalization, based on the 

event mechanism described in RFC2833, will be used.
 Info Method DTMF Relay DTMF signalling as recommended by 

Cisco (applicationtype DtmfRelay) will be used
Click on "Next>".

9 Transport protocols and encryption
Select a transport protocol and, if applicable, the encryption mode.

 

See also 13.1.4 The "Encryption" tab of the SIP Trunk Group, Page 228.

10 Settings for the STUN server
A STUN server can be used to identify the IP address of the line. 
Supports your provider STUN, so please enter the name or the IP 

Make sure that the selected transport protocol is supported by your pro-
vider.

numbers/URIs are 
different options:
 for all external c
 only for external

URI
 for all external c
 For the following
 Create no routin
Click on "Next>".

12 Call Permission
Specify the Calling 
Rights profile appli
For further informa
trunk group
Click on "Next >".

13 Location profile:
Define the location
country code and p
Click on "Next>".

14 Click "Finish".
The new SIP trunk 
configuration.

For changing the SIP T
Configure trunk groups
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16.

How

 group:
up here to which this trunk should be assigned.
ch as routings, rights and location-specific 
cified in the trunk group. You can use "New 
reate a new trunk group, and then continue with 

unk.
eate a SIP trunk group, Page 275.

User data
 you obtained from your SIP provider here.

formation field (the SIP provider is defined in the 
e trunk group).

ined with the realm to create the SIP address 

sword:
 password are required for user authentication.

blic Numbers to be routed by this Trunk..
s configured several numbers or ranges of 
nter only one number or one range here, and add 
ently in the trunk properties ( The "Numbers" 

sses (URIs) to be managed by this trunk here. A 
g format:
Name 2>

epresents the user name and <Name 2> the 
e realm is set by default when the trunk group is 
overwritten individually here.
ier, you can use '*' as a placeholder, e.g., enter 
for all users with the realm 'company.com'.

e Codec you select how the voice is compressed 
he following options are available:
 to create a SIP trunk
1 Open the SwyxWare Administration and choose the SwyxServer.

2 In the left side of the SwyxWare Administration window, click with 
the right mouse button on "Trunks" and select the entry "Add 
Trunk…" in the context menu.

3 An "Add new Trunk Wizard" opens up.
Click on "Next>".

4 Trunk name:
Enter a name and a short description for the new trunk here.

Enter the SIP addre
SIP has the followin

SIP:<Name 1>@<
where <Name 1> r
realm. Although th
selected, it can be 
To make things eas
'*@company.com' 

9 Codecs:
With the help of th
for transmission. T
inks    Creating a SIP Trunk

The Enreach knowledge base contains a related entry, which is con-
stantly updated. Simply visit:

S IP  prov ider 
enreach.com/products/sip-provider.html

4 CREATING A SIP TRUNK
Once you have the information you need from your provider in respect 
of the SIP connection and a SIP trunk group has been set up, you can 
proceed to create SIP trunks.

The administration of a SIP trunk is handled with the SwyxWare Admin-
istration. Please start SwyxWare Administration as described in 7.1 Reg-
istration on SwyxWare Administration, Page 75. If you are not yet 
connected to this server, please connect now as described in  How to 
connect to a SwyxServer, Page 78.

When you create the SIP trunk group on a UC tenant (SwyxON), the corre-
sponding selection list contains only those profiles that are supported by 
SwyxON.

The SwyxLinkManager service, which is responsible for linking SIP lines, is 
automatically installed with the standard version of the SwyxServer soft-
ware.

Click on "Next>".

5 Selection of a trunk
Select the trunk gro
General settings su
parameters are spe
Trunk Group..." to c
the creation of a tr
See also  How to cr
Click on "Next >".

6 SIP trunk provider/
Enter the user data
SIP provider
This is purely an in
configuration of th
User ID:
The user ID is comb
(URI).
User name and pas
The user name and

7 Numbers:
Please enter the Pu
If your provider ha
numbers for you, e
the others subsequ
Tab, Page 280).

8 SIP-URI

https://www.enreach.de/produkte/sip-provider.html
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G A SIP TRUNK
ed a SIP trunk as described in 16Creating a SIP 
 can subsequently change the settings of this 
 Administration.

nk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

u, select "Properties".
roperties of..." window will appear.

 trunk are changed, this change takes effect at once. 
lt and restart any services for this.
11 Computer name:
Enter the name of the computer on which the SwyxLinkManager is 
managed. Use the name of the computer as it appears in the 
computer properties.

12 Click "Finish".
The new Trunk is created, and is available for further configuration.

For changing the SIPTrunk properties subsequently, see 16.5 
Configuring a SIP Trunk, Page 278.
inks    Configuring a SIP Trunk

If the Codec priority "Prefer Quality" is selected, the Codecs are 
provided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. 
Specify the filter(s) you want:
 Voice, highest bandwidth (G.722)

HD quality
 Voice, high bandwidth (G.711a, G.711µ)

The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice con-
nection requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection requires approximately 
24kbits/s.

 Fax
In this case, the special fax protocol T.38 is used, which takes the 
set-up of the IP network into consideration. A fax connection 
using T.38 requires approximately 20kbits/s.

If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The aim 
here is to use as little bandwidth as possible. Here too, specify the 
filter(s). 

Click on "Next>".
10 Voice channels:

Enter how many calls may be routed via this trunk at the same time.
Using a SIP trunk, the provider will define how many connections at 
the same time will be possible. The maximum number of channels 
will be defined by the bandwidth to the provider and the Codec 
settings (i. e. the bandwidth per call).

16.5 CONFIGURIN
When you have creat
Trunk, Page 277, you
trunk in the SwyxWare

How to configure a SIP tru
1 Open the SwyxWar

2 In the left side of th
"Trunks", and in th
configure.

3 In the context men
In each case, the "P

When parameters of a
There is no need to ha
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roperties..." You will open the Properties of the 
p. You can edit the Properties of the Trunk Group 

heckbox "Trunk enabled", this gateway is blocked 
r outgoing calls.

n" Tab

e change log, if a trunk was activated or deactivated.
In the fields "Trunk Name" and "Description" you will find the descrip-
tive information that is displayed in Administration.

The field "Computer Name" contains the name of the computer in 
which the service (SwyxLinkManager or SwyxGate) is installed.

The "Type" field indicates the type of the trunk, and "Trunk Group" the 
assigned Trunk Group. Both parameters cannot be retrospectively 
changed.
inks    Configuring a SIP Trunk

The "General" Tab

In this tab you can modify the name and description of the trunk.

Trunk information:

Using "Trunk Group P
according Trunk Grou
directly.

Trunk status:

If you deactivate the c
for further incoming o

The "SIP Registratio

It won't be written in th
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his trunk

 which public numbers this trunk uses. External 
rs go over this trunk. Calls with a Calling Party 
ed to this trunk are routed over this trunk.

rs for this trunk

-URIs, Page 142.

rs for this trunk

ow appears: "Numbers".

uity of the information, you must enter the complete 
yxWare V.13.20 onwards. In the new "Subscriber 
ter the part of the phone number that follows the 
s the extension (internal phone number).

Ar
ea

 c
od

e

Su
bs

cr
ib

er
 n

um
be

r

Fi
rs

t e
xt

en
si

on

La
st

 e
xt

en
si

on

231 4777 100 200

ber entries are automatically extended by the new 
 number" when updating to V.13.20. Make sure that 
n is correct and adjust the corresponding entries 
The following settings can be made:

SIP URIs see 10.1.3 SIP

This is how you add numbe
1 Click on "Add...".

The following wind
inks    Configuring a SIP Trunk

The registration data of the SIP provider to which this SIP trunk is estab-
lishing a connection appears on this tab.

The "SIP Provider" field is simply an information field (the SIP provider is 
defined in the configuration of the associated trunk group).

The access parameters defined specifically for this trunk appear under 
"User ID", "User Name" and "User Password". Your SIP provider will pro-
vide the corresponding parameters.

Note: Most SIP providers enter only a user name and no user ID. In this 
case, enter the user name in both fields.

The "Numbers" Tab

Public numbers of t

You can specify here
calls to these numbe
Number that is assign

This is how you add numbe

To ensure the unambig
phone number from Sw
number" input field, en
area code and precede

Co
un

try
 c

od
e

e. g. 49

The existing phone num
entry field "Subscriber
the automatic allocatio
manually as required.
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 can be made:

ed to this trunk appears here.

r more SIP-URIs. To edit or delete a SIP-URI, high-
Click on "Add" to ente
light it in the list.
inks    Configuring a SIP Trunk

2 You can add either an individual number or a range of numbers.
3 End your inputs with "OK".
To add several numbers or ranges, simply select "Add" the relevant 
number of times.

The "SIP-URIs" Tab

The following settings

A list of SIP-URIs mapp
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mber:
umber or SIP-URI here which will always be sig-
on being called (e.g. the operator's number), 
 number was configured for this trunk.

er
 number is not configured for this trunk, the caller 
 to the person being called.

er 88 333 44) calls employee B (number 55 666 77). 
obile phone is activated, i. e. an incoming call is 

gain. If the customer's number (88 333 44) should 
ternally, then this can be allowed here, although this 
fined for this trunk. 

re which number this trunk uses. You can specify 
bers that are assigned to this trunk as well as for 
ve no assignment.

ntered in canonical number format.

ned to this 
otherwise:

If assigned to this 
trunk, otherwise: Entry

of the trans-

ber

 this trunk

ollowing <Number>

on Number Hide number

Don't use this trunk
 Always suppress number
In this case no number is signaled to the person being called (XXX), 
regardless of which number was configured for this trunk.

In Germany, the destination numbers 110 and 112 are reserved for emer-
gency calls. The outgoing call number to these destination numbers is 
always signaled.

Hide num

Don't use

Use the f
number

Number of 
the trans-
feror

Originati
inks    Configuring a SIP Trunk

"Number signaling" tab
Here you specify whether, and how, the numbers for outgoing calls via 
this trunk should be signaled.

 Always Use This Nu
You can specify a n
naled to the pers
regardless of which

 Signal Caller Numb
Although the caller
number is signaled

Example:

Customer A (numb
Forwarding to his m
routed outwards a
also be signaled ex
number was not de

 Use:
You can specify he
the action for num
numbers which ha

The number must be e

Use: If assig
trunk, 

Origination 
Number

Number 
feror
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els" Tab

 can be made:

e type of compression to be used on this connec-

"Prefer Quality" is selected, the Codecs are pro-
e G.722, G.711a, G.711µ, G.729 or Fax over IP. 
 want:

width (G.722)
Codecs

Here you can define th
tion.

If the Codec priority 
vided in the sequenc
Specify the filter(s) you

 Voice, highest band
HD quality
inks    Configuring a SIP Trunk

Use the following 
number

<Number>

Hide number

Use: If assigned to this 
trunk, otherwise:

If assigned to this 
trunk, otherwise: Entry

For Number Signalling via a SIP trunk, the provider must support the fea-
ture "ClipNoScreening". For further information see  
Support of the feature ClipNoScreening on SIP trunks 
https://service.swyx.net/hc/en-gb/articles/360000011599-Support-of-fea-
ture-ClipNoScreening-for-SIP-trunks (You may need to be logged in to view 
the content).

The "Codecs/Chann

The following settings

https://service.swyx.net/hc/de/articles/360000011599-Unterst%C3%BCtzung-des-Leistungsmerkmals-ClipNoScreening-bei-SIP-Trunks-
https://service.swyx.net/hc/de/articles/360000011599-Unterst%C3%BCtzung-des-Leistungsmerkmals-ClipNoScreening-bei-SIP-Trunks-
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te by sender
evice switches to T.38 after detecting the fax tone 
). Alternatively, the switch to T.38 can be carried 
 fax device.
on't support switching by the sender.
, SwyxServer suppresses a switch to T.38 by the 

XES VIA SIP CONNECTION
es via a SIP connection. To do this, your SIP pro-
.38 standard used or G.711 by SwyxWare.

p a dedicated SIP trunk, which is mapped to the 
is provider, but has the codec "Fax over IP (T.38, 
call)" ( The "Codecs/Channels" Tab, Page 283).

G THE FIREWALL FOR A 

r is responsible for logon to the SIP provider, the 
nnection and the forwarding of external voice 
st be configured appropriately in order for the 
be able to communicate with SIP providers and 
 the public Internet.

 will illustrate how to configure the firewall:

olves a combined phone/fax device (fax switch), a fax 
possible when the option "Prohibit T.38 reinvite by 

nly be set when the Codec "Fax over IP (T.38...)" is 
may possibly not be supported by some IP adapters. Use the following 
filter options to establish compatibility with such devices.

 Remove T.38 codec from initial invite
Some IP adapters cannot correctly interpret an initial connection 
request which includes T.38 as well as voice Codecs. 
If this option is set, SwyxServer removes T.38 from the initial connec-
tion request. The fax devices first set up a voice connection and then 
switch to the fax protocol T.38 because of the fax tone (CED tone, 
2100Hz).

16.7 CONFIGURIN
SIP TRUNK
The SwyxLinkManage
creation of the SIP co
data. The firewall mu
SwyxLinkManager to 
opposite terminals on

The following example
inks    Sending Faxes via SIP Connection

 Voice, high bandwidth (G.711a, G.711µ)
The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice connec-
tion requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection requires approximately 
24kbits/s.

 Fax over IP
In this case, the special fax protocol T.38 is used, which takes the set-
up of the IP network into consideration. A fax connection using T.38 
requires approximately 20kbits/s.

If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The aim 
here is to use as little bandwidth as possible. Here too, specify the 
filter(s). 

Click on "Next>".

If there are several voice codecs selected, SwyxServer will filter voice 
data according to the current settings. The communicating sides will 
have to decide which voice codec to use.

It won't be written in the change log, if a Codec was activated or deacti-
vated. See also 7.7 Change log, Page 112.

Action on fax receipt

If the T.38 protocol is negotiated for the establishment of a fax connec-
tion between the devices involved, certain variants of this negotiation 

 Prohibit T.38 reinvi
The receiving fax d
(CED tone, 2100Hz
out by the sending
Some IP adapters d
If this option is set
sender.

16.6 SENDING FA
You can also send fax
vider must offer the T

You will need to set u
SIP trunk group of th
around  20 kbit/s per 

If the receiving side inv
data transmission is im
sender" is activated.

The filter options can o
activated.



SIP L 285

s that should receive information from the Inter-

y the current public IP address of the line. This is 
r the opposite terminal to correctly address and 

n on the STUN protocol, please see the corre-
d (RFC 3489).

Fig. 16-3: SIP/STUN

re sent by SwyxLinkManager at least every 10 sec-
er data traffic flows via the corresponding port) 
T (masquerading) table of the NAT router is not 
 to detect potential changes to the external IP 
uter. This means that the SIP links of SwyxWare 

behind a DSL connection that is terminated every 
vider and thus receives a new IP address.

Private
network B

IP proxy/registrar

naling

NAT
seconds, depending on the router.

The use of SIP in connection with firewalls or NAT is rather complex, 
because most firewalls/NAT routers cannot assign the dynamically-
mapped ports to the signaling connection. In this context, the network 
protocol STUN can be of help.

STUN

STUN is a network protocol that recognizes the existence and type of 
firewalls and NAT routers and takes this information into consideration. 
It enables the uncomplicated use of devices (e.g. SIP telephones) and 

The STUN messages a
onds (provided no oth
to ensure that the NA
destroyed again and
address of the NAT ro
can also be operated 
24 hours by the IP pro
inks    Configuring the Firewall for a SIP Trunk

In order to do this, the SwyxLinkManager and SwyxServer must be 
installed on the same computer.

The SwyxServer is located on the local network and, therefore, has a 
private IP address (e.g., 192.168.100.5). The employee workstations 
running Desktop Clients and SwyxPhones are also located in this pri-
vate IP address range (192.168.100.x). The route from the private IP 
range to the Internet runs via an NAT (Network Address Translation) 
router, which also acts as a firewall. This NAT router is on the one hand 
within the private IP address range (e.g. 192.168.100.1) and on the 
other hand within the public Internet IP network (e.g. 217.194.238.2).

SwyxWare supports the NAT types "Full Cone NAT", "Restricted Cone 
NAT" and "Port Restricted Cone NAT".

In general, the communication from the private IP address range func-
tions in such a way that the NAT router is used to create a connection 
into the Internet and, for example, the webserver reached while surfing 
only sees the public IP address of the NAT router (217.194.248.2) and it 
sends its answers or the web contents to this public IP address only. 
The NAT router has a table in which it records the connections made by 
clients from the private IP range to the Internet and which it uses to 
route the responses from the public range back to the clients in the pri-
vate IP address range. This table consist primarily of entries in which 
the private IP address and the port of the client are associated with the 
public IP address and the port of the NAT router for a connection via 
the NAT router into the Internet. In this manner, responses from the 
Internet can be forwarded to the NAT router and from this router to the 
corresponding client. This connection is only maintained for a matter of 

programs in network
net.

STUN helps to identif
necessary in order fo
return your call data.

For more informatio
sponding RFC standar

Private
networkA

S

NAT

STUN

SIP
Sig
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 ">",  IP: 192.168.100.5, Port: 55000 - 56000

also be formulated in a different way. However, 
riate if your firewall supports QoS for the audio 
e.g. LANCOM routers/firewalls). 
 Enabling of receipt of UDP, SIP and STUN messages at port 65002 of 
the SwyxLinkManager.

Example:

IP: [STUN server]/[Proxy server], port: any = ">" IP:192.168.100.5, port: 
65002

 Enabling of outgoing voice data of the SwyxLinkManager.
Example:

IP:192.168.100.5, Port: 55000 - 56000 = ">" IP: any, port: any

 Enabling of incoming voice data to the SwyxLinkManager.
inks    Configuring the Firewall for a SIP Trunk

Therefore, STUN messages, SIP logon, the SIP connection creation, and 
the voice data are sent via the NAT router.

If a firewall exists, it must be disabled for this type of communication 
only. The rules required for this are described below and must be con-
figured in the appropriate syntax in your firewall.

The SwyxLinkManager sends STUN messages from port 65002 to the 
configured STUN server. The destination port for STUN messages is 
usually port 3478 but there are exceptions, e.g. SIPGate uses port 
10000. 

STUN response messages should also be allowed. SIP messages are 
sent by the SwyxLinkManager from port 65002 to the SIP port of the SIP 
provider. The SIP port is usually the well-known port 5060. The return 
route for the responses should also be enabled.

The SwyxLinkManager uses ports 55000-56000 for sending and receiv-
ing voice data on the Internet. The destination address and the destina-
tion port cannot be limited in advance because this is solely dependent 
on the SIP opposite terminal, which is unknown (e.g., X-Lite Client, GMX 
Netphone or similar).

The reverse direction must also be cleared. This results in the following 
set of rules for the firewall:

 Clearance for sending UDP, STUN and SIP messages as well as audio  
packets from the IP address and ports 55000-56000 and 65002 of 
the SwyxLinkManager to STUN port 3478 of any STUN server and SIP 
port 5060 of a SIP provider (e. g., IP:  192.168.100.5, Port: 55000 - 
56000, 65002=">" IP: [STUN Server]/[Proxy Server], Port: 3478, 5060).

Example:

IP: any, port: any =

The above rules can 
this model is approp
data streams (as with 
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17 ink Connection

ver link there is a SwyxServer and a trunk (in this 
ach location (London and Liverpool) with the 
sers. Both locations function completely inde-
ly contact one another via the public telephone 

wyxServer in Liverpool only recognizes the Swyx-
ol, the London SwyxServer only recognizes the 

ndon.

: Connection of locations in server-server link

c telephone network

SwyxGate
SwyxServer

xLink

r A2 Subscriber B1 Subscriber B2
103 104

nternal numbers
Location B

SwyxLink
 Remote Server
 Numbers

Creating a SwyxLink Trunk Group

Creating a SwyxLink Trunk

Configuring a SwyxLink Trunk

The administrator must guarantee the consistency of the configuration data 
on both sides of a SwyxLink trunk.

Fig. 17-1

Subscriber A1 Subscribe
101 102

Location A
I

Link (Server-Server Connection)    The Basics

SWYXLINK (SERVER-SERVER 
CONNECTION)

Setting up and operating SwyxLinks to connect SwyxServers 
via IP links.

A SwyxLink trunk must be configured separately but consistently on 
each of the two SwyxServers involved in the process. The configuration 
of a connection takes place locally on one side and remotely on the 
other side. The service SwyxLinkManager must be active on the local 
side.

In order to guarantee error-free operation, the following settings must 
correspond on both sides of the SwyxLink:

 Trunk name
 SIP user ID within the "SIP Registration" tab
 Codecs
 Max. number of Concurrent Calls
 Type of Intersite connection (in the same organization, from another 

organization or without any presence interaction)

The following parameters must be configured differently on both sides:

 Managed

Properties of the SwyxL

17.1 THE BASICS
Prior to the server-ser
case SwyxGate) in e
assigned SwyxWare u
pendently and can on
network (ISDN). The S
Ware users in Liverpo
SwyxWare users in Lo

Publi

Swy

SwyxGate
SwyxServer
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17.

How

e SwyxWare Administration window, click with 
tton on "Trunk Groups" and select the entry "Add 
he context menu.
oup…" wizard will appear.

ion of the trunk group:
the trunk group, and a description.

p:
unk group here, in this case "SwyxLink".
n also be for "SwyxLink".

g:
alls this Trunk Group should be used. When 
ers or URIs you can use placeholders (*), e.g. "+*" 
bers or "*" for all internal numbers. Multiple 

separated by a semicolon. You have several 

alls
 calls to the following destination number or SIP-

alls and all unassigned internal numbers
 internal numbers
g records for the moment

Rights profile for the Trunk Group. This Calling 
es to the incoming calls over this Trunk Group.
ission of a trunk group, Page 124.

. This profile also includes the definition of e.g. 
ublic line access.
General parameters such as permissions, location and routings are 
specified in this group. When creating a trunk, you then simply assign 
the trunk group to the trunk. As a member of the group, the trunk is 
thus given the corresponding parameters.

 to create a SwyxLink trunk group
1 Open the SwyxWare Administration and choose the SwyxServer.

7 Call Permission
Specify the Calling 
Rights profile appli
See also  Call perm
Click on "Next>".

8 Location profile:
Define the location
country code and p
Click on "Next>".

9 Click "Finish".
Link (Server-Server Connection)    Creating a SwyxLink Trunk Group

The two existing SwyxServers can be linked with one another, i.e., a 
connection is established, which is represented by a SwyxLink Trunk at 
each location. If a number belonging to the Liverpool location is dialed 
in London, it will now be recognized by the SwyxServer as one of the 
Liverpool numbers. The call will then be directly established using the IP 
connection.

The configuration of an "Intersite connection" within the SwyxLink trunk 
means that status information ("Available", "Away", "Logged off", "Do 
Not Disturb", "Speaking") can now be exchanged between users who 
are logged in to different servers. Furthermore, users logged-on to dif-
ferent serves may now also communicate via the Collaboration, Video 
and Instant Messaging features. The relationships within the user and 
group properties can be used, following the trunk configuration, to 
define which users/groups on other servers should be signaled about 
the status. This configuration also makes the users visible in the respec-
tive Global Phonebook of the connected SwyxServer.

Detailed scenarios are used to explain the concept of location linking in 
26.3 Linking of two locations (head office and branch), Page 384. In this 
section, you will also find more detailed examples for the individual 
parameters used.

2 CREATING A SWYXLINK TRUNK GROUP
We recommend creating a SwyxLink trunk group before creating a 
SwyxLink trunk.

2 In the left side of th
the right mouse bu
Trunk Group…" in t
The "Add Trunk Gr

3 Click on "Next>".
4 Name and descript

Enter the name of 
Click on "Next>".

5 Type of trunk grou
Enter the type of tr
The profile will the
Click on "Next>".

6 Definition of routin
Specify for which c
entering call numb
for all external num
numbers/URIs are 
different options:
 for all external c
 only for external

URI
 for all external c
 For the following
 Create no routin
Click on "Next>".
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17.

How

reate a new trunk group, and then continue with 
unk.
eate a SwyxLink trunk group, Page 288.

 connection is managed by exactly one 
 If you would like to manage the SwyxLink on this 
ion, select "Locally managed SwyxLink trunk". 
t then be configured on the other side as 
d".

Server (when locally managed only):
he SwyxServer for which this SwyxLink trunk is to 
.
...", SwyxServer establishes a test connection to 
rver. 
re is a transparent TCP/IP connection between 
 the LinkManager service (local SwyxLink) is 
nts on the remote side and the SwyxServer.

ts to contact the remote server entered. If this 
ill receive a message. You can ignore the error 

int and proceed with the creation of the trunk.

Remote side

ager

Server B

Client C Client A Client B Client C
Trunk…" in the context menu.
3 An "Add new Trunk Wizard" opens up.

Click on "Next>".

4 Trunk name:
Enter a name and a short description for the new trunk here.
Click on "Next>".

5 Selection of a trunk group:
Select the trunk group here to which this trunk should be assigned.
General settings such as routings, rights and location-specific 
parameters are specified in the trunk group. You can use "New 

Click on "Next >".
SwyxServer attemp
attempt fails, you w
message at this po
Click on "Next>".

Client A Client B
Link (Server-Server Connection)    Creating a SwyxLink Trunk

The new SwyxLink trunk group is created, and is available for further 
configuration.

For changing the SwyxLink Trunk Group properties subsequently, see 
17.4 Configuring a SwyxLink Trunk, Page 291.

3 CREATING A SWYXLINK TRUNK
In order to make an additional SwyxServer available within SwyxWare, 
you can configure a SwyxLink trunk in the SwyxWare Administration. 
Each SwyxLink trunk represents a connection to a SwyxServer with the 
parameters configured for this purpose.

The SwyxLinkManager service, which is responsible for linking SwyxLink 
lines, is automatically installed with the standard version of the Swyx-
Server software.

The administration of a SwyxLink trunk is handled with the SwyxWare 
Administration. Please start SwyxWare Administration as described in 
7.1 Registration on SwyxWare Administration, Page 75. If you are not yet 
connected to this server, please connect now as described in  How to 
connect to a SwyxServer, Page 78.

 to configure a new SwyxLink trunk
1 Open the SwyxWare Administration and choose the SwyxServer.

2 In the left side of the SwyxWare Administration window, click with 
the right mouse button on "Trunks" and select the entry "Add 

Trunk Group..." to c
the creation of a tr
See also  How to cr
Click on "Next >".

6 SwyxLink trunk:
Each inter-location
SwyxLinkManager.
side of the connect
This SwyxLink mus
"Remotely manage
Click on "Next >".

7 Select remote Swyx
Enter the name of t
be configured here
With "Check server
the remote SwyxSe
Make sure that the
the server on which
running, and all clie

Local side

LinkMan

Server A
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nnection to one or more further SwyxServers 
ation means that status information ("Logged 
ot Disturb", "Speaking" etc.) can now be 
n users of different SwyxServers. As of version 
oration, video and instant messaging feature 
nger, not Swyx Messenger) can be enabled for 

rmore, users are shown in the Global Phonebook 
ervers.
 types are differentiated in the Intersite settings:

sence interaction:
n if you do not want any status information to be 

s link. See also l Without any presence 
 294.
and proceed with step (14).
xServer is in the same organization:
on if the remote SwyxServer is in the same organ-
yxServer you are presently administering. See l In 
ation, Page 294.
nd proceed with step (12).
xServer is in another organization:
on if the remote SwyxServer is in another organi-
wyxServer you are presently administering. See 
er organization, Page 294.
nd proceed with step (12).
erver status signaling/ communication:
bers should be synchronized over this trunk, and 
hould be transmitted.
zation
s
is option, only the users' internal numbers will be 
bal Phonebook on all sites. 

te for the synchronization of internal numbers is a 
er plan, as otherwise, in the event of duplicates, indi-

e discarded. See also 10 Numbers and Number 
here is to use as little bandwidth as possible. Here too, specify the 
filter(s). 

Click on "Next>".

10 Voice channels:
Enter how many calls may be routed via this trunk at the same time.
Using a SIP trunk, the provider will define how many connections at 
the same time will be possible. The maximum number of channels 
will be defined by the bandwidth to the provider and the Codec 
settings (i. e. the bandwidth per call).
Click on "Next>".

what information s
Number synchroni
 Internal number

If you activate th
shown in the Glo

 Public numbers

An absolute prerequisi
valid and unique numb
vidual numbers may b
Mappings, Page 141.
Link (Server-Server Connection)    Creating a SwyxLink Trunk

8 Numbers:
Please enter the Public Numbers to be routed by this Trunk..
To map several individual numbers or number ranges, enter only 
one number or one range here, and add the others subsequently in 
the trunk properties ( The "Numbers" Tab, Page 298).
Click on "Next >".

9 Codecs:
With the help of the Codec you select how the voice is compressed 
for transmission. The following options are available:

If the Codec priority "Prefer Quality" is selected, the Codecs are 
provided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. 
Specify the filter(s) you want:
 Voice, highest bandwidth (G.722)

HD quality. A voice connection requires approximately 64kbits/s.
 Voice, high bandwidth (G.711a, G.711µ)

The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice con-
nection requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection requires approximately 
24kbits/s.

 Fax
In this case, the special fax protocol T.38 is used, which takes the 
set-up of the IP network into consideration. A fax connection 
using T.38 requires approximately 20kbits/s.

If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The aim 

11 Intersite Settings:
You configure a co
here. This configur
off", "Away", "Do N
exchanged betwee
2011 R2, the collab
(only SwyxIt! Messe
employees. Furthe
of the connected s
Various connection
 Without any pre

Choose this optio
published via thi
interaction, Page
Click on "Next>" 

 The remote Swy
Choose this opti
ization as the Sw
the same organiz
Click on "Next" a

 The remote Swy
Choose this opti
zation than the S
also l From anoth
Click on "Next" a

12 Settings for cross-s
Specify which num
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the computer on which the SwyxLinkManager is 
name of the computer as it appears in the 
es.

reated, and is available for further configuration.
LinkTrunk properties subsequently, see 17.4 
 Trunk, Page 291.

G A SWYXLINK TRUNK
d a SwyxLink trunk as described in 17.3 Creating a 

289, you can subsequently change the settings of 
Ware Administration.

a trunk are changed, this change takes effect at 
 to halt and restart any services for this.

nk trunk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

u, select "Properties".
roperties of..." window will appear.
Click on "Next>".

14 Computer name:

When the Intersite connections are configured within the SwyxLink, status 
signaling between the different SwyxWare sites is not automatically acti-
vated. You then have to configure the relationship of the users/groups, to 
specify precisely who should be signaled about the status of another user or 
group. For how to configure the relationships between users and groups, 
see 11.2.8 The "Properties…" Dialog: The "Relationships" Tab, Page 197
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

If you activate this option, only the users' public numbers will be 
shown in the Global Phonebook on all SwyxServer sites.

 Internal and public call numbers
When this option is selected, both the internal and the public call 
numbers of users will be shown in the Global Phonebook on all 
sites.

Data synchronization:
 User Pictures

Say here whether the user pictures stored by the user should like-
wise be synchronized between the different servers. To save 
bandwidth, you can deactivate this option.

The trunk should be used for the transmission of:
 Calls. 
 Video
 Collaboration
 SwyxIt!Meeting
 Status information or
 Instant Messaging 
  If you deactivate calls, the video, collaboration and SwyxIt! meeting 
features are deactivated automatically. If you deactivate the status 
information button, you are not able to choose Instant Messaging 
See also  Use of the trunk, Page 294.
Click on "Next >". 

13 If you have selected the Intersite connection "From another 
organization", then you select here the groups that should be visible 
on the remote SwyxServer.
Otherwise, proceed with step (14).

Enter the name of 
managed. Use the 
computer properti

15 Click "Finish".
The new Trunk is c

For changing the Swyx
Configuring a SwyxLink

17.4 CONFIGURIN
When you have create
SwyxLink Trunk, Page 
this trunk in the Swyx

When parameters of 
once. There is no need

How to configure a SwyxLi
1 Open the SwyxWar

2 In the left side of th
"Trunks", and in th
configure.

3 In the context men
In each case, the "P
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tes the type of the trunk, and "Trunk Group" the 
p. Both parameters cannot be retrospectively 

roperties..." You will open the Properties of the 
p. You can edit the Properties of the Trunk Group 

heckbox "Trunk enabled", this gateway is blocked 
r outgoing calls.

the change log, if a trunk was activated or deacti-
In this tab you can modify the name and description of the trunk.

Trunk information:

In the fields "Trunk Name" and "Description" you will find the descrip-
tive information that is displayed in Administration.

The field "Computer Name" contains the name of the computer in 
which the service (LinkManager or SwyxGate) is installed.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

The "General" Tab The "Type" field indica
assigned Trunk Grou
changed.

Using "Trunk Group P
according Trunk Grou
directly.

Trunk status:

If you deactivate the c
for further incoming o

It won't be written in 
vated.
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rsite Settings..." button to configure a connection 
Servers, in order to make user data and status 
his configuration means that status information 
y", "Do Not Disturb", "Speaking" etc.) can be 
sers who are logged in to different SwyxServers. 

 between a connection to a SwyxServer within a 
on, and to a SwyxServer outside the local organi-
This tab contains information about managing the SwyxLink trunk.

The "Type" field indicates where the SwyxLink trunk is managed. If it is 
managed locally, i.e. by the SwyxServer on which the SwyxWare Admin-
istration is currently logged in, you will see the names of the computers 
on which this SwyxLinktrunk is managed remotely under Remote 
server. Please note that you can only change these settings on the site 
on which the SwyxLink trunk is locally managed.

Click on "Check Link" to launch an attempt to establish a connection 
with the remote SwyxServer.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

The "Link Settings" Tab You can use the "Inte
to one or more Swyx
information visible. T
("Logged off", "Awa
exchanged between u
A distinction is made
user's local organizati
zation.

Intersite Settings
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n

ization" field you can say whether the user pic-
er should likewise be synchronized between the 

ave bandwidth, you can deactivate this option.

ou do not want to make calls via this SwyxLink 
ou have a flat rate for the PSTN, you can deacti-

Status signaling via this SwyxLink trunk will then 
ill be routed via the public telephone network 
te this button, the trunk properties for Video, Col-
!Meeting below are deactivated automatically.

ephony to users outside the local server, this box 

, the screen of participants can be transmitted 
s.

tops via SwyxIt! Meeting may only be selected, 
 activated. 

ield "Presence", there is no further status signal-
runk. However, the users will still be displayed in 
 of the connected SwyxServer.

 the "Calls" field, you should publish the public num-
se the option "Public numbers" in the call number 
Number synchronization

You use the "Number Synchronization" field to say whether internal, 
public or both numbers should be synchronized along with the user 
names between the different servers. A synchronization takes place 
automatically when changes have been made e.g. to user data, or when 
a SwyxServer has been restarted.

The transfer of desk
when Collaboration is

 Presence

If you deactivate the f
ing via this SwyxLink t
the Global Phonebook

 Instant Messaging
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

In the field "Intersite Connection" you can specify which type of connec-
tion is involved.

Intersite connection

 Without any presence interaction
Choose "Without any presence interaction" if you want to disable 
status signaling across servers for this link.

 In the same organization
Choose "In the same organization" if you want to set up a connec-
tion to a SwyxServer that is within an organization. With this connec-
tion type, all groups and users on all connected sites are visible in 
the Global Phonebook. The relationships within the user and group 
properties must be used to specify precisely who should be signaled 
about the status of a user or group. 

 From another organization
Choose "From another organization" if you want to set up a connec-
tion to a SwyxServer in a different organization. With this connection 
type, you can specify individual groups on your SwyxServer to be vis-
ible on the SwyxServer of the other organization. The relationships 
within the user and group properties must be used to specify pre-
cisely who should be signaled about the status of the users of a 
group. The administrator of the other server can take the corre-
sponding action from his end, so that groups on his SwyxServer 
become visible on your site. Status signaling thus occurs only 
between users in selected groups. The users in these groups will 
also be displayed on both sites in the Global Phonebook.

Data synchronizatio

In the "Data synchron
tures stored by the us
different servers. To s

Use of the trunk

 Calls

If for some reason y
trunk, for instance if y
vate the "Calls" field. 
continue, but calls w
(ISDN). If you deactiva
laboration and SwyxIt

 Video

If you permit video tel
should be checked.

 Collaboration

If the box is checked
across multiple server

 SwyxIt! Meeting

If you have deactivated
bers. In this case, choo
synchronization field!
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ntersite connection within your organiza-

ettings...".
gs" window will appear.

e Connection", select "In the same organization".
ber synchronization" field whether internal, 
bers should be synchronized between the 

ers. See also 10 Numbers and Number 
1.
s" field you can say whether the user pictures 

should likewise be synchronized between the 
o save bandwidth, you can deactivate this option.
lls and/or presence should be routed via this link.

alls" field if calls are to be made via the ISDN 
n this SwyxLink - if you have a flat rate for the 
e. 
ever, all users will still be shown in the Global 
ked SwyxServers, and the status will still be sig-
Mappings, Page 14
4 In the "User Picture

stored by the user 
different servers. T

5 Choose whether ca
Calls:
 Deactivate the "C

trunk rather tha
PSTN for instanc
In this case, how
Phonebook of lin
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

By activating this check box, it is possible to exchange instant messages 
with users not logged in to the local server. This feature can only be 
used, when "status information" is activated.

Group selection

If you have chosen a connection to a SwyxServer of another organiza-
tion, you can specify individual groups to be visible on the SwyxServer 
site of the other organization.

Use the "Add" or "Delete" button to select groups, or remove previously 
added groups.

Please note that enough bandwidth is required in order to use the Video 
and Collaboration (SwyxIt! Meeting) feature. If not enough bandwidth is 
available, deactivate these check boxes.

Video and SwyxIt! Meeting connections between different SwyxServer loca-
tions require a direct connection of the SwyxIt! clients. Existing firewalls 
between the locations must be opened for the following ports: 
Video (RTP, UDP): 50000-50999 (equivalent to the ports for voice transmis-
sion) SwyxIt! Meeting: As of port 49152 (dynamic TCP ports)

This is how you define an I
tion

1 Click on "Intersite S
The "Intersite Settin

2 In the field "Intersit
3 Specify in the "Num

public or both num
different SwyxServ
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Thi
tion

 the "Presence" field, you disable the status 
e status of all users in the groups selected in step 
 be displayed on the linked server. However, all 
oups will still be shown in the Global Phonebook 
ver.

re groups that should be visible on the site of the 
 The users in these groups will be visible on the 
 Global Phonebook, and their status will be 

the "Presence" field has been activated).
re the Intersite settings for this link.

 the display of status information
ettings...".
gs" window will appear.

e Connection", select "Without any presence 

re the Intersite settings for this link.
hen visible on the other side of the link.

 the "Calls" field, you should publish the public num-
se the option "Public numbers" in the number syn-

 SwyxServer site should likewise no longer be visible 
e display of status information must similarly be 
er side.
5 Choose whether calls and/or presence should be routed via this link.
Calls:
 Deactivate the "Calls" field if calls are to be made via the ISDN 

trunk rather than this SwyxLink - if you have a flat rate for the 
PSTN for instance.
In this case, however, all users in the groups selected in step (6) 
will still be shown in the Global Phonebook of linked SwyxServers, 
and the status will still be signaled according to the relationships 
configured in the user or group properties.

on your SwyxServer, th
deactivated on the oth
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

naled according to the relationships configured in the user or 
group properties.

Presence:
 If you deactivate the "Presence" field, you disable the status 

signaling. But all users will be displayed in the Global Phonebook 
of the linked SwyxServers.

6 Click on "OK" to store the Intersite settings for this link.

s is how you define an Intersite connection to another organiza-

1 Click on "Intersite Settings...".
The "Intersite Settings" window will appear.

2 In the field "Intersite Connection", select "From another 
organization".

3 Specify in the "Number synchronization" field whether internal, 
public or both numbers should be synchronized between the 
different SwyxServers. See also 10 Numbers and Number 
Mappings, Page 141.

4 In the "User Pictures" field you can say whether the user pictures 
stored by the user should likewise be synchronized between the 
different servers. To save bandwidth, you can deactivate this option.

If you have deactivated the "Calls" field, you should publish the public num-
bers. In this case, choose the option "Public numbers" in the number syn-
chronization field! Presence:

 If you deactivate
signaling, i. e. th
(6) will no longer
users in these gr
of the linked ser

6 Choose one or mo
linked SwyxServer.
linked server in the
displayed there (if 

7 Click on "OK" to sto

This is how you deactivate
1 Click on "Intersite S

The "Intersite Settin

2 In the field "Intersit
interaction".

3 Click on "OK" to sto
No further data is t

If you have deactivated
bers. In this case, choo
chronization field!

If the data of the other
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method

 the LinkManager must authenticate itself to the 

 are available for selection:

lt
ected, the authentication method selected in the 
he server properties is used here. See 7.5.2 The 
 Tab, Page 83.

gs on without authentication.
e
ust always authenticate itself.

password

d SIP password are required for authentication.

e identical on both server sides.
On this tab you can give the SIP access data with which the LinkMan-
ager logs on via this trunk to another SwyxServer. For security reasons, 
you can also specify that the LinkManager must authenticate itself 
when logging on to the SwyxServer.

SIP User ID:

A unique SIP user ID is needed for logging on to the SwyxServer. This is 
identical to the name of the trunk as default, but can be changed.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

The "SIP Registration" Tab

SIP Authentication 

Specify here whether
SwyxServer or not.

The following options

 <SwyxServer defau
If this option is sel
client settings in t
"Client Preferences"

 No authentication
The LinkManager lo

 Always authenticat
The LinkManager m

SIP user name and 

The SIP user name an

The SIP user ID must b
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rs for this trunk

ow appears: "Numbers".

 an individual number or a range of numbers.
th "OK".
rs or ranges, simply select "Add" the relevant 

Ar
ea

 c
od

e
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cr
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er
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um
be

r

Fi
rs

t e
xt

en
si

on

La
st

 e
xt

en
si

on

231 4777 100 200

ber entries are automatically extended by the new 
 number" when updating to V.13.20. Make sure that 
n is correct and adjust the corresponding entries 
You can specify here which public numbers this trunk uses. External 
calls to these numbers go over this trunk. Calls with a Calling Party 
Number that is assigned to this trunk are routed over this trunk.

To ensure the unambiguity of the information, you must enter the complete 
phone number from SwyxWare V.13.20 onwards. In the new "Subscriber 
number" input field, enter the part of the phone number that follows the 
area code and precedes the extension (internal phone number).

2 You can add either
3 End your inputs wi
To add several numbe
number of times.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

The "Numbers" Tab

The following settings can be made:

Public numbers of this trunk

This is how you add numbe

1 Click on "Add...".
The following wind

Co
un

try
 c

od
e

e. g. 49

The existing phone num
entry field "Subscriber
the automatic allocatio
manually as required.
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ther, and how, the numbers for outgoing calls via 
ignaled.

mber
ber is signaled to the person being called (XXX), 

 number was configured for this trunk.

ation numbers 110 and 112 are reserved for emer-
ng call number to these destination numbers is 
ther SIP-URIs using "Add". To edit or delete a SIP-URI, highlight it in the 
list.

See 10.1.3 SIP-URIs, Page 142.

 Always suppress nu
In this case no num
regardless of which

In Germany, the destin
gency calls. The outgoi
always signaled.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

"SIP-URIs"

The following settings can be made:

A list of SIP-URIs mapped to this trunk appears here. You can enter fur-

"Number Signaling"

Here you specify whe
this trunk should be s
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els" Tab

 can be made:

e type of compression to be used on this connec-

Use the following 
number

<Number>

ber

ned to this 
otherwise:

If assigned to this 
trunk, otherwise: Entry
Hide number

Don't use this trunk

Use the following 
number

<Number>

Number of 
the trans-
feror

Origination Number Hide number

Don't use this trunk

The following settings

Codecs

Here you can define th
tion.
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

 Always Use This Number:
You can specify a number or SIP-URI here which will always be sig-
naled to the person being called (e.g. the operator's number), 
regardless of which number was configured for this trunk.

 Signal Caller Number
Although the caller number is not configured for this trunk, the caller 
number is signaled to the person being called.

Example:

Customer A (number 88 333 44) calls employee B (number 55 666 77). 
Forwarding to his mobile phone is activated, i. e. an incoming call is 
routed outwards again. If the customer's number (88 333 44) should 
also be signaled externally, then this can be allowed here, although this 
number was not defined for this trunk. 

 Use:
You can specify here which number this trunk uses. You can specify 
the action for numbers that are assigned to this trunk as well as for 
numbers which have no assignment.

The number must be entered in canonical number format.

Use: If assigned to this 
trunk, otherwise:

If assigned to this 
trunk, otherwise: Entry

Origination 
Number

Number of the trans-
feror

The "Codecs/Chann

Hide num

Use: If assig
trunk, 
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 from initial invite
 cannot correctly interpret an initial connection 
des T.38 as well as voice Codecs. 

 SwyxServer removes T.38 from the initial connec-
x devices first set up a voice connection and then 
rotocol T.38 because of the fax tone (CED tone, 

te by sender
evice switches to T.38 after detecting the fax tone 
). Alternatively, the switch to T.38 can be carried 
 fax device.
on't support switching by the sender.
, SwyxServer suppresses a switch to T.38 by the 

annels (connections) should be simultaneously 
k. You can also determine how many outgoing 
tions are established at most.

r of channels could be calculated from the availa-
 Codec settings.

d or removed, you will find these changes in the 
.7 Change log, Page 112.

olves a combined phone/fax device (fax switch), a fax 
possible when the option "Prohibit T.38 reinvite by 

nly be set when the Codec "Fax over IP (T.38...)" is 

tings made for this SwyxServer at location A for the 
tion B must correspond with the settings made on 
t location B for the SwyxLink trunk to location A.
Action on fax receipt

When a fax connection is set up, the T.38 protocol is negotiated 
between the two devices involved. Certain variants of this negotiation 
may not be supported by some IP adapters. Use the following filter 
options to establish compatibility with such devices.

It won't be written in the change log, if a Codec was activated or deacti-
vated. See also 7.7 Change log, Page 112.

routed over this trun
and/or ingoing connec

The maximum numbe
ble bandwidth and the

If channels were adde
change log. See also 7

Please note that all set
SwyxLink trunk to loca
the other SwyxServer a
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

If the Codec priority "Prefer Quality" is selected, the Codecs are pro-
vided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. 
Specify the filter(s) you want:

 Voice, highest bandwidth (G.722)
HD quality

 Voice, high bandwidth (G.711a, G.711µ)
The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice connec-
tion requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection 
requires approximately 24kbits/s.

 Fax over IP
In this case, the special fax protocol T.38 is used, which takes the set-
up of the IP network into consideration. A fax connection using T.38 
requires approximately 20kbits/s.

 If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The 
aim here is to use as little bandwidth as possible. Here too, specify 
the filter(s). 
Click on "Next>".

If there are several voice codecs selected, SwyxServer will filter voice 
data according to the current settings. The communicating sides will 
have to decide which voice codec to use.

 Remove T.38 codec
Some IP adapters
request which inclu
If this option is set,
tion request. The fa
switch to the fax p
2100Hz).
Prohibit T.38 reinvi
The receiving fax d
(CED tone, 2100Hz
out by the sending
Some IP adapters d
If this option is set
sender.

Channels

Specify how many ch

If the receiving side inv
data transmission is im
sender" is activated.

The filter options can o
activated.
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pends on the encryption settings within the user 
rvers. See also 21 Encryption, Page 337.

)

munication by SRTP between two SwyxServers, a 
edKey) must be defined between them.

hich use the SwyxWare database (e.g. SwyxIt!, 
eMgr, LinkMgr, Gateway), this key is automatically 
rver and distributed to the relevant component, 
.

xLink trunk. In this case the key must be entered 
e, the key entered here must likewise be entered 
properties of the linked server.

n within SwyxWare, Page 337.

ey for the encryption of a SwyxLink trunk
 Administration and log in to the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

.
ion" tab.
figured in the server properties is displayed.
 "Key" field. You must also enter this key in the 
perties of the linked server.

n 10 characters is not advisable. Longer keys offer 
eys can be up to 128 characters long. In order to 
ctionary attacks more difficult, the key should consist 
ters, numbers and special characters.
You can see here how and whether voice data going via this trunk 
should be encrypted. The settings were selected within the server prop-
erties, and apply equally to the SwyxLink trunk. See also 7.5.18 The 
"Security" tab, Page 105.

Whether a call is established via the SwyxLink trunk, and whether it is 
correspondingly encrypted from end point to end point (e.g. from 

For a SwyxLink trunk, it is advisable to configure both server sides identi-
cally in relation to encryption.

configure.
3 Select "Properties"
4 Select the "Encrypt
5 The encryption con
6 Enter the key in the

SwyxLink trunk pro
7 Click on "OK".
Link (Server-Server Connection)    Configuring a SwyxLink Trunk

The "Encryption" tab SwyxIt! to SwyxIt!), de
properties on both se

Key (PreSharedKey

To ensure secure com
common key (PreShar

For all components w
PhoneMgr, Conferenc
generated by SwyxSe
once again encrypted

It is different for a Swy
manually. Furthermor
in the SwyxLink trunk 

See also 21.1 Encryptio

This is how you specify a k
1 Start the SwyxWare

2 In the left side of th
"Trunks", and in th

A key length of less tha
greater security, and k
make brute-force or di
of a combination of let
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17.
Link (Server-Server Connection)    Properties of the SwyxLink Connection

5 PROPERTIES OF THE SWYXLINK 
CONNECTION
In this version, SwyxWare users are provided with the following fea-
tures for the SwyxLink connection:

 Call set-up between the locations
 Routing to subscribers at the other location
 Name resolution from the Global Phonebook of each location
 Hold, Call Swap and Call Transfer
 Status signaling between users of the different SwyxServers (Inter-

site connections)
Not available:

 Call signaling and the corresponding call pick up (Intersite connec-
tion)

 Groups and group calls across servers 
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 same number in the Internet and in the classical 

e DNS addresses *.e164.arpa (official ITU project) 
oject *.e164.org for the ENUM number resolution.

tly accepts the SIP messages from the opposite 
 forwarded via a SIP provider (as is the case with a 

1: SIP without Internet service provider (ITSP)

is can be a terminal device or a software-based 
 an ENUM trunk, the corresponding SIPURI (Uni-

fier) of the client must be known. If you call a SIP 
 is a SIP URI, as usual via the telephone number, 

P URI will be queried with the help of the ENUM 
or creating a connection.

 uses in the case of a call the telephone number 
55 1234), transforms it into a domain name (e. g. 
164.arpa.) and makes a DNS request. As part of 

ient

ient
NAT

ENUM Trunk

SwyxServer

Intranet
This postulate that the called party is registered at ENUM.

1.1 HOW AN ENUM TRUNK WORKS
When a call is made via an ENUM trunk, the system will start by access-
ing the ENUM registry and attempting to convert the number dialed 
into a SIP-URI. If the system manages to do this, a standard call will then 
be made directly via SIP to the opposite terminal with this SIP-URI.

The goal of an ENUM is to make different addresses, numbers and URLs 
available under a single number. This makes it possible for the user to 

To call a SIP client (th
telephony system) via
form Resource Identi
client, for which there
the corresponding SI
application and used f

This means that ENUM
dialled (e. g. +1 202 5
4.3.2.1.5.5.5.2.0.2.1.e
 Links    What is an ENUM Trunk?

ENUM LINKS

Setting up and operating ENUM trunks for the connection of 
the phone system to the ENUM number resolution service

What is an ENUM Trunk?

Creation of an ENUM Trunk Group

Creating an ENUM Trunk

Configuring an ENUM Trunk

Configuring the Firewall/NAT Router for an ENUM Trunk

1 WHAT IS AN ENUM TRUNK?
ENUM means the application of the Domain Name System to convert 
telephone numbers to internet addresses.

An ENUM link enables you to make SIP calls with ENUM number resolu-
tion via the Internet.

A user of a SIP phone is thus able to investigate the SIP address auto-
matically using only the telephone number of the called party, and to 
convert the number into the SIP address. The called party can then be 
reached over the IP network in spite of using a 'normal' phone number. 

be reached under the
telephone network.

SwyxWare supports th
and the alternative pr

An ENUM trunk direc
terminal. They are not
SIP trunk).

Fig. 18-

SIP Cl

SIP Cl
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4.3.

such as permissions, location and routings are 
. When creating a trunk, you then simply assign 

e trunk. As a member of the group, the trunk is 
onding parameters.

nk group
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click with 
tton on "Trunk Groups" and select the entry "Add 
he context menu.
oup…" wizard will appear.

ion of the trunk group:
the trunk group, and a description.

p:
unk group here, in this case "ENUM".
ption appears for selection in the "Profile" field.

calls from the Internet to SIP-URIs to be received 
r the dedicated realm here, which must be 
URIs 'dialed' from outside, e. g., ‘company.com'. 

a method based on user keyboard entries (DTMF 

m a variety of options:
alization is deactivated

RFC2833_Event: DTMF signalization, based on the 
 described in RFC2833, will be used.
F Relay DTMF signalling as recommended by 

ntype DtmfRelay) will be used

N server
with opposite terminals that are able to ensure the existence of a SIP-
URI. If the DNS server cannot provide a SIP-URI for the number dialed, it 
will not be possible to establish a connection.

2 CREATION OF AN ENUM TRUNK GROUP
We recommend creating an ENUM trunk group before creating an 
ENUM trunk.

signalize).
You can choose fro
 None. DTMF sign
 RFC2833_Event: 

event mechanism
 Info Method DTM

Cisco (applicatio
Click on "Next>".

7 Settings for the STU
 Links    Creation of an ENUM Trunk Group

this process, records known as NAPTRs (Naming Authority Pointer 
Records) are sent back. The evaluation of these records results in one 
or more different types of URI (e.g., SIP:name@domain.com or 
mailto:name@domain.com, etc.) under which the desired service of the 
given domain can be contacted.

SwyxWare currently supports the SIP URI type. The use of additional 
URI types (e.g., mailto, http, etc.) will feature in a later SwyxWare ver-
sion.

If a SIP URI exists, communication with the SIP client can take place.

Fig. 18-2: ENUM call process

Please note that communication via an ENUM trunk can only take place 

DNS Server

Inquiry
2.1.5.5.5.2.0.2.1.e164.arpa? 

Response
SIP: name@domain.com

Call
(+1-202-555-1234)

SIP:
name@domain.com

SIP proxy SIP proxy

General parameters 
specified in this group
the trunk group to th
thus given the corresp

How to create an ENUM tru
1 Open the SwyxWar

2 In the left side of th
the right mouse bu
Trunk Group…" in t
The "Add Trunk Gr

3 Click on "Next>".
4 Name and descript

Enter the name of 
Click on "Next>".

5 Type of trunk grou
Enter the type of tr
Only the "ENUM" o
Click on "Next>".

6 ENUM settings:
To allow incoming 
via this trunk, ente
mapped to the SIP-
DTMF method:
This mode defines 
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Manager, which is responsible for linking ISDN 
 installed with the standard version of the Swyx-

an ENUM trunk is handled with SwyxWare Admin-
SwyxWare Administration as described in 7.1 Reg-
re Administration, Page 75. If you are not yet 
ver, please connect now as described in  How to 
r, Page 78.

nk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click with 
tton on "Trunks" and select the entry "Add 
text menu.
 Wizard" opens up.

 short description for the new trunk here.

 group:
up here to which this trunk should be assigned.
ch as routings, rights and location-specific 
cified in the trunk group. You can use "New 
reate a new trunk group, and then continue with 

unk.
eate an ENUM trunk group, Page 305.

blic Numbers to be routed by this Trunk..
neration of SIP-URIs, numbers configured here 

 into the following format:
realm>

me one defined in the trunk group.
11 Click "Finish".
The new ENUM trunk group is created, and is available for further 
configuration.

For changing the ENUM Trunk Group properties subsequently, see 13.1 
Configure trunk groups, Page 222.

3 CREATING AN ENUM TRUNK
You can now create ENUM trunks.

See also  How to cr
Click on "Next >".

6 Numbers:
Please enter the Pu
In respect of the ge
are also converted

sip:<number>@<
The realm is the sa
 Links    Creating an ENUM Trunk

If you wish to use STUN, you can use the free STUN server 
"stunserver.org" with port "3478".
Click on "Next>".

8 Definition of routing:
Specify for which calls this Trunk Group should be used. When 
entering call numbers or URIs you can use placeholders (*), e.g. "+*" 
for all external numbers or "*" for all internal numbers. Multiple 
numbers/URIs are separated by a semicolon. You have several 
different options:
 for all external calls
 only for external calls to the following destination number or SIP-

URI
 for all external calls and all unassigned internal numbers
 For the following internal numbers
 Create no routing records for the moment
Click on "Next>".

9 Call Permission
Specify the Calling Rights profile for the Trunk Group. This Calling 
Rights profile applies to the incoming calls over this Trunk Group.
See also  Call permission of a trunk group, Page 124.
Click on "Next >".

10 Location profile:
Define the location. This profile also includes the definition of e.g. 
country code and public line access.
Click on "Next>".

The service SwyxLink
lines, is automatically
Server software.

The administration of 
istration. Please start 
istration on SwyxWa
connected to this ser
connect to a SwyxServe

How to create an ENUM tru
1 Open the SwyxWar

2 In the left side of th
the right mouse bu
Trunk…" in the con

3 An "Add new Trunk
Click on "Next>".

4 Trunk name:
Enter a name and a
Click on "Next>".

5 Selection of a trunk
Select the trunk gro
General settings su
parameters are spe
Trunk Group..." to c
the creation of a tr
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ice codecs selected, SwyxServer will filter voice 
current settings. The communicating sides will 
voice codec to use.
he change log, if a Codec was activated or 
7.7 Change log, Page 112.

lls may be routed via this trunk at the same time.
ber of voice channels is calculated on the basis of 

he IP connection and terminal used.

the computer on which the SwyxLinkManager is 
name of the computer as it appears in the 
es.

reated, and is available for further configuration.
M Trunk properties subsequently, see 18.4 
runk, Page 307.
 using a NAT router, port forwarding must be 
 SIP messages, which are received on the public 

 router on port 5060 are also forwarded to the 
port 65002 in the internal network. 
ing the Firewall/NAT Router for an ENUM 

G AN ENUM TRUNK
d an ENUM trunk as described in 18.3 Creating an 
6, you can subsequently change the settings of 
Ware Administration.

a trunk are changed, this change takes effect at 
 to halt and restart any services for this.

 trunk
e Administration and choose the SwyxServer.
 Fax over IP
In this case, the special fax protocol T.38 is used, which takes the 
set-up of the IP network into consideration. A fax connection 
using T.38 requires approximately 20kbits/s.

If the Codec priority "Prefer low bandwidth" is selected, the Codecs 
sequence changes to G.729, G.722, G.711a, G.711µ, Fax over IP. The aim 
here is to use as little bandwidth as possible. Here too, specify the 
filter(s). 

Click on "Next>".

18.4 CONFIGURIN
When you have create
ENUM Trunk, Page 30
this trunk in the Swyx

When parameters of 
once. There is no need

How to configure an ENUM
1 Open the SwyxWar
 Links    Configuring an ENUM Trunk

To map several individual numbers or number ranges to this trunk, 
enter only one number or one range here, and add the others 
subsequently in the trunk properties ( The "Numbers" Tab, Page 309).

7 SIP-URI
Enter the SIP addresses (URIs) to be managed by this trunk here. A 
SIP has the following format:

SIP:<Name 1>@<Name 2>
where <Name 1> represents the user name and <Name 2> the 
realm. Although the realm is set by default when the trunk group is 
selected, it can be overwritten individually here.
To make things easier, you can use '*' as a placeholder, e.g., enter 
'*@company.com' for all users with the realm 'company.com'.

8 Codecs:
With the help of the Codec you select how the voice is compressed 
for transmission. The following options are available:

If the Codec priority "Prefer Quality" is selected, the Codecs are 
provided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. 
Specify the filter(s) you want:
 Voice, highest bandwidth (G.722)

HD quality
 Voice, high bandwidth (G.711a, G.711µ)

The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice con-
nection requires approximately 64kbits/s.

 Voice, low bandwidth (G.729)
High compression. A voice connection requires  
approximately 24kbits/s.

If there are several vo
data according to the 
have to decide which 
It won't be written in t
deactivated. See also 

9 Voice channels:
Enter how many ca
The maximum num
the bandwidth of t

10 Computer name:
Enter the name of 
managed. Use the 
computer properti

11 Click "Finish".
The new Trunk is c

For changing the ENU
Configuring an ENUM T
Please note that when
configured so that the
IP address of the NAT
SwyxLinkManager on 
See also 18.5 Configur
Trunk, Page 314.
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tes the type of the trunk, and "Trunk Group" the 
p. Both parameters cannot be retrospectively 

roperties..." You will open the Properties of the 
p. You can edit the Properties of the Trunk Group 

heckbox "Trunk enabled", this gateway is blocked 
r outgoing calls.

the change log, if a trunk was activated or deacti-
In this tab you can modify the name and description of the trunk.

Trunk information:

In the fields "Trunk Name" and "Description" you will find the descrip-
tive information that is displayed in Administration.

The field "Computer Name" contains the name of the computer in 
which the service (LinkManager or SwyxGate) is installed.
 Links    Configuring an ENUM Trunk

2 In the left side of the SwyxWare Administration window, click on 
"Trunks", and in the right-hand window select the trunk you want to 
configure.

3 In the context menu, select "Properties".
In each case, the "Properties of..." window will appear.

The "General" Tab

The "Type" field indica
assigned Trunk Grou
changed.

Using "Trunk Group P
according Trunk Grou
directly.

Trunk status:

If you deactivate the c
for further incoming o

It won't be written in 
vated.
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rs for this trunk

by this ENUM trunk if these numbers have been 
.

rs for this trunk

rs" window will appear.

 an individual number or a range of numbers.

Ar
ea

 c
od

e

Su
bs

cr
ib

er
 n

um
be

r

Fi
rs

t e
xt

en
si

on

La
st

 e
xt

en
si

on

231 4777 100 200

ber entries are automatically extended by the new 
 number" when updating to V.13.20. Make sure that 
n is correct and adjust the corresponding entries 
Public numbers of this trunk

You can specify here which public numbers this trunk uses. External 
calls to these numbers go over this trunk. Calls with a Calling Party 
Number that is assigned to this trunk are routed over this trunk.

To ensure the unambiguity of the information, you must enter the complete 
phone number from SwyxWare V.13.20 onwards. In the new "Subscriber 
number" input field, enter the part of the phone number that follows the 
area code and precedes the extension (internal phone number).

2 You can add either
 Links    Configuring an ENUM Trunk

The "Numbers" Tab

The following settings can be made:

This is how you add numbe

can only be received 
registered with ENUM

This is how you add numbe
1 Click on "Add...".

The "Public numbe

Co
un

try
 c

od
e

e. g. 49

The existing phone num
entry field "Subscriber
the automatic allocatio
manually as required.
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mber:
umber or SIP-URI here which will always be sig-
on being called (e.g. the operator's number), 
 number was configured for this trunk.

er
 number is not configured for this trunk, the caller 
 to the person being called.

er 88 333 44) calls employee B (number 55 666 77). 
obile phone is activated, i. e. an incoming call is 

gain. If the customer's number (88 333 44) should 
ternally, then this can be allowed here, although this 
fined for this trunk. 

re which number this trunk uses. You can specify 
bers that are assigned to this trunk as well as for 
ve no assignment.

ation numbers 110 and 112 are reserved for emer-
ng call number to these destination numbers is 

ntered in canonical number format.

ned to this 
otherwise:

If assigned to this 
trunk, otherwise: Entry

of the trans-

ber

 this trunk
Here you specify whether, and how, the numbers for outgoing calls via 
this trunk should be signaled.

 Always suppress number
In this case no number is signaled to the person being called (XXX), 
regardless of which number was configured for this trunk.

the action for num
numbers which ha

Use: If assig
trunk, 

Origination 
Number

Number 
feror

Hide num

Don't use
 Links    Configuring an ENUM Trunk

3 End your inputs with "OK".
To add several numbers or ranges, simply select "Add" the relevant 
number of times.

"Number Signaling"

 Always Use This Nu
You can specify a n
naled to the pers
regardless of which

 Signal Caller Numb
Although the caller
number is signaled

Example:

Customer A (numb
Forwarding to his m
routed outwards a
also be signaled ex
number was not de

 Use:
You can specify he

In Germany, the destin
gency calls. The outgoi
always signaled.

The number must be e
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 can be made:

ed to this trunk appears here.

r more SIP-URIs. To edit or delete a SIP-URI, high-
Click on "Add" to ente
light it in the list.
 Links    Configuring an ENUM Trunk

The caller number signaled on an ENUM trunk combines the number 
and the configured realm as follows:

sip:<Caller name>@<realm>

Use the following 
number

<Number>

Number of 
the trans-
feror

Origination Number Hide number

Don't use this trunk

Use the following 
number

<Number>

Hide number

Use: If assigned to this 
trunk, otherwise:

If assigned to this 
trunk, otherwise: Entry

The "SIP-URIs" Tab

The following settings

A list of SIP-URIs mapp
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dth (G.711a, G.711µ)
lightly compressed. This keeps the packet delay 
cal Area Network) to a minimum. A voice connec-
ximately 64kbits/s.
th (G.729)
ion. A voice connection requires 

bits/s.

cial fax protocol T.38 is used, which takes the set-
rk into consideration. A fax connection using T.38 
ately 20kbits/s.
y "Prefer low bandwidth" is selected, the Codecs 
to G.729, G.722, G.711a, G.711µ, Fax over IP. The 
s little bandwidth as possible. Here too, specify 

ice codecs selected, SwyxServer will filter voice 
 current settings. The communicating sides will 

voice codec to use.

he change log, if a Codec was activated or deacti-
nge log, Page 112.

t

ion is set up, the T.38 protocol is negotiated 
ices involved. Certain variants of this negotiation 
d by some IP adapters. Use the following filter 
mpatibility with such devices.

 from initial invite
 cannot correctly interpret an initial connection 
des T.38 as well as voice Codecs. 

 SwyxServer removes T.38 from the initial connec-
x devices first set up a voice connection and then 
rotocol T.38 because of the fax tone (CED tone, 
Codecs

Here you can define the type of compression to be used on this connec-
tion.

If the Codec priority "Prefer Quality" is selected, the Codecs are pro-
vided in the sequence G.722, G.711a, G.711µ, G.729 or Fax over IP. 
Specify the filter(s) you want:

 Voice, highest bandwidth (G.722)
HD quality

may not be supporte
options to establish co

 Remove T.38 codec
Some IP adapters
request which inclu
If this option is set,
tion request. The fa
switch to the fax p
2100Hz).
 Links    Configuring an ENUM Trunk

The "Codecs/Channels" Tab

The following settings can be made:

 Voice, high bandwi
The voice data is s
time in the LAN (Lo
tion requires appro

 Voice, low bandwid
High compress
approximately 24k

 Fax over IP
In this case, the spe
up of the IP netwo
requires approxim

 If the Codec priorit
sequence changes 
aim here is to use a
the filter(s). 
Click on "Next>".

If there are several vo
data according to the
have to decide which 

It won't be written in t
vated. See also 7.7 Cha

Action on fax receip

When a fax connect
between the two dev
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how and whether voice data going via this trunk 

ify the mode of encryption for this trunk. The fol-
des are available:

is selected, the voice data going via this trunk is 
he encryption mode was set to "No encryption" 
roperties, the mode is likewise set to "No encryp-
not be changed. The field is then deactivated.
If channels were added or removed, you will find these changes in the 
change log. See also 7.7 Change log, Page 112.

Encryption mode

This is where you spec
lowing encryption mo

 No encryption
If "No encryption" 
not encrypted. If t
within the server p
tion" here, and can
 Links    Configuring an ENUM Trunk

 Prohibit T.38 reinvite by sender
The receiving fax device switches to T.38 after detecting the fax tone 
(CED tone, 2100Hz). Alternatively, the switch to T.38 can be carried 
out by the sending fax device.
Some IP adapters don't support switching by the sender.
If this option is set, SwyxServer suppresses a switch to T.38 by the 
sender.

Channels

Specify how many channels (connections) should be simultaneously 
routed over this trunk. You can also determine how many outgoing 
and/or ingoing connections are established at most.

The maximum number of channels could be calculated from the availa-
ble bandwidth and the Codec settings.

Please note that as well as the connection for ENUM number resolu-
tion, the conversations routed via a SIP connection (Internet) to a 
directly-dialed terminal are also routed via this trunk.

If the receiving side involves a combined phone/fax device (fax switch), a fax 
data transmission is impossible when the option "Prohibit T.38 reinvite by 
sender" is activated.

The filter options can only be set when the Codec "Fax over IP (T.38...)" is 
activated.

The "Encryption" tab

You can specify here 
should be encrypted.
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 encryption mode for an ENUM trunk
 Administration and log in to the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

.
ion" Tab.
tion mode", choose from:

rred
atory

 "Key" field. The key must also be entered on the 

G THE FIREWALL/NAT 
 AN ENUM TRUNK

 not need a SIP provider to log on. An ENUM trunk 
P messages from the opposite terminal. In order 
rio, the NAT router must have port forwarding 
 SIP messages, which are received on the public 

T router on well-known port 5060 are also for-
kManager on port 65002 in the internal network. 
le on the NAT router that forwards all messages 
 IP address an the port 5060 from the NAT router 
k to the IP address of the SwyxLinkManager and 

the SIP messages are also received by the Swyx-

xternal side of the NAT router  
0.5, Port: 65002
once again encrypted.

It is different for the ENUM trunk. In this case the key must be entered 
manually. The key must also be entered on the opposite terminal.

.

See also 21.1 Encryption within SwyxWare, Page 337.

A key length of less than 10 characters is not advisable. Longer keys offer 
greater security, and keys can be up to 128 characters long. In order to 
make brute-force or dictionary attacks more difficult, the key should consist 
of a combination of letters, numbers and special characters.

warded to the SwyxLin
To do this, create a ru
received on the public
to the internal networ
the port 65002.

This will ensure that 
LinkManager.

Example:

Port: 5060 on the e
= ">" IP: 192.168.10
 Links    Configuring the Firewall/NAT Router for an ENUM Trunk

 Encryption preferred
When "Encryption preferred" is selected, the voice data is only 
encrypted if the opposite terminal likewise supports encryption. If 
this is not the case, the voice data is not encrypted, but phoning is 
still possible.

 Encryption mandatory
When "Encryption mandatory" is selected, voice data encryption is 
obligatory. This means that either encryption always occurs or the 
call is aborted with the reason "Incompatible encryption settings". 
This can be the case, for example, if the opposite terminal does not 
permit any encryption.

See also 21 Encryption, Page 337.

Key (PreSharedKey)

To ensure secure communication by SRTP between SwyxServer and the 
opposite terminal, a common key (PreSharedKey) must be defined and 
exchanged between them.

For all components which use the SwyxWare database (e.g. SwyxIt!, 
PhoneMgr, ConferenceMgr, LinkMgr, Gateway), this key is automatically 
generated by SwyxServer and distributed to the relevant component, 

If the encryption mode was set to "No encryption" within the server proper-
ties, the mode is likewise set to "No encryption" here; if "Encryption manda-
tory" was configured there, then the setting "Encryption mandatory" also 
appears here. In both cases, the mode cannot be changed. The field is then 
deactivated.

This is how you specify the
1 Start the SwyxWare

2 In the left side of th
"Trunks", and in th
configure.

3 Select "Properties"
4 Select the "Encrypt
5 In the field "Encryp
 No encryption
 Encryption prefe
 Encryption mand

6 Enter the key in the
opposite terminal.

7 Click on "OK".

18.5 CONFIGURIN
ROUTER FOR
The ENUM trunk does
directly accepts the SI
to support this scena
configured so that the
IP address of the NA
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 Links    Configuring the Firewall/NAT Router for an ENUM Trunk

Placing the SwyxLinkManager in a DMZ (Demilitarized Zone) is not rec-
ommended because the clients must contact the SwyxLinkManager 
directly for voice transmission and a real DMZ cannot usually be 
accessed by LAN clients.
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 locations, each of which has its own SwyxServer, 
k trunks. See also 17 SwyxLink (Server-Server 
.

entral SwyxWare
stances, communication between the branch 

rs takes place via VPN using a DSL/ADSL IP broad-
ereby the communication devices in the branch 
s to the functions of the SwyxWare in the head-

rminals can be used in the branch office. These 
 and fax devices, digital phones, SwyxPhone, com-
phones. All functions of SwyxWare are used.

r client and SwyxPhone can be integrated seam-
 office environment alongside existing analog, 

. This means that all employees can benefit from 
yxWare, without having to work in isolation from 
ture.

 SIP GATEWAY TRUNK 

ing a SIP gateway trunk group before creating a 

such as permissions, location and routings are 
. When creating a trunk, you then simply assign 

e trunk. As a member of the group, the trunk is 
onding parameters.

ay trunk group
e Administration and choose the SwyxServer.
ments.

You can obtain more information about this subject from your special-
ist dealer.

2 APPLICATION SCENARIOS
A gateway connected directly to SwyxServer via SIP, can be used in a 
variety of scenarios. In applications of this type, the purpose is usually 
to connect a small to medium-sized branch office. An example scenario 
is described below.

SIP gateway trunk.

General parameters 
specified in this group
the trunk group to th
thus given the corresp

How to create a SIP gatew
1 Open the SwyxWar
ateway Links    What is a SIP Gateway Trunk?

SIP GATEWAY LINKS

What is a SIP Gateway Trunk?

Application scenarios

Creating a SIP Gateway Trunk Group

Creating a SIP Gateway Trunk

Configuring a SIP Gateway Trunk

Connecting the gateway to SwyxWare

1 WHAT IS A SIP GATEWAY TRUNK?
SIP gateway trunks are used for activating gateways which are them-
selves reached by SwyxServer via an SIP connection. This allows e.g. 
telephones in small branch offices to be operated with a local gateway 
in each case and with a local direct connection to the PSTN. In this way, 
sophisticated requirements of a company network can also be met 
when there are numerous small sites (e.g. many shops in a chain of 
stores).

Generally, gateways support extensive functions for routing, firewalls, 
security, VPN and intrusion detection; in other words, they provide an 
end device for branch offices that is tailored to meet company require-

If you need to link two
please use SwyxLin
Connection), Page 287

Branch office with c
Under normal circum
office and headquarte
band connection, wh
office have full acces
quarters.

A wide selection of te
include analog phone
puter clients, and SIP 

SwyxIt! as a compute
lessly into the branch
ISDN and SIP phones
the advantages of Sw
the existing infrastruc

19.3 CREATING A
GROUP
We recommend creat
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ay trunk group is created, and is available for 
n.

runk Group properties subsequently, see 13.1 
, Page 222.

  SIP GATEWAY TRUNK
d a SIP gateway trunk group, you can proceed to 
s to this SIP gateway.

f a SIP gateway trunk is handled with the Swyx-
n. Please start SwyxWare Administration as 
stration on SwyxWare Administration, Page 75. If 
nected to this server, please connect now as 
onnect to a SwyxServer, Page 78. 

ay trunk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click with 
tton on "Trunks" and select the entry "Add 
text menu.
 Wizard" opens up.

 short description for the new trunk here.

 group:
up here to which this trunk should be assigned.
ch as routings, rights and location-specific 
cified in the trunk group. You can use "New 

 service, which is responsible for linking SIP lines, is 
 with the standard version of the SwyxServer soft-
Click on "Next>".

8 Call Permission
Specify the Calling Rights profile for the Trunk Group. This Calling 
Rights profile applies to the incoming calls over this Trunk Group.
See also  Call permission of a trunk group, Page 124.
Click on "Next>".

9 Location profile:
Define the location. This profile also includes the definition of e.g. 
country code and public line access.
Click on "Next>".

Trunk…" in the con
3 An "Add new Trunk

Click on "Next>".

4 Trunk name:
Enter a name and a
Click on "Next>".

5 Selection of a trunk
Select the trunk gro
General settings su
parameters are spe
ateway Links    Creating a SIP Gateway Trunk

2 In the left side of the SwyxWare Administration window, click with 
the right mouse button on "Trunk Groups" and select the entry "Add 
Trunk Group…" in the context menu.
The "Add Trunk Group…" wizard will appear.

3 Click on "Next>".
4 Name and description of the trunk group:

Enter the name of the trunk group, and a description.
Click on "Next>".

5 Type of trunk group:
Enter the type of trunk group here, in this case "SIP gateway".

6 Enter the profile for this trunk group in the lower field "Profile". 
Here: "SIP Gateway Profile"
See also 19.4 Creating a SIP Gateway Trunk, Page 317.
Click on "Next >".

7 Definition of routing:
Specify for which calls this Trunk Group should be used. When 
entering call numbers or URIs you can use placeholders (*), e.g. "+*" 
for all external numbers or "*" for all internal numbers. Multiple 
numbers/URIs are separated by a semicolon. You have several 
different options:
 for all external calls
 only for external calls to the following destination number or SIP-

URI
 for all external calls and all unassigned internal numbers
 For the following internal numbers
 Create no routing records for the moment

10 Click "Finish".
The new SIP gatew
further configuratio

For changing the SIP T
Configure trunk groups

19.4 CREATING A
Once you have create
create individual trunk

The administration o
Ware Administratio
described in 7.1 Regi
you are not yet con
described in  How to c

How to create a SIP gatew
1 Open the SwyxWar

2 In the left side of th
the right mouse bu

The SwyxLinkManager
automatically installed
ware.
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es approximately 20 kbits/s.
ls:
lls may be routed via this trunk at the same time.
ber of channels available is determined by the 
 bandwidth of the connection between the 

branch office.

omputer name.

reated, and is available for further configuration.
runk properties subsequently, see 19.5 
way Trunk, Page 318.

G A SIP GATEWAY TRUNK
d a SIP gateway trunk as described in 19.4 Creat-
nk, Page 317, you can subsequently change the 
n the SwyxWare Administration.

a trunk are changed, this change takes effect at 
 to halt and restart any services for this.

eway trunk
e Administration and choose the SwyxServer.

e SwyxWare Administration window, click on 
e right-hand window select the trunk you want to 

u, select "Properties".
roperties of..." window will appear.

figuration of a SIP gateway trunk must also be made 
the gateway.
High compression. A voice connection requires approximately 
24 kbits/s.

 Voice, highest bandwidth (G.722)
HD quality

 Voice, high bandwidth (G.711a, G.711µ)
The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice con-
nection requires approximately 64 kbits/s.

 Fax over IP
In this case, the special fax protocol T.38 is used, which takes the 
set-up of the IP network into consideration. A fax connection 

2 In the left side of th
"Trunks", and in th
configure.

3 In the context men
In each case, the "P

Any changes to the con
in the configuration of 
ateway Links    Configuring a SIP Gateway Trunk

Trunk Group..." to create a new trunk group, and then continue with 
the creation of a trunk.
See also  How to create a SIP gateway trunk group, Page 316.
Click on "Next >".

6 SIP registration:
Enter the parameters the SIP gateway needs to log on to SwyxServer 
via this trunk.
SIP User ID:
The user ID is combined with the realm to create the SIP address 
(URI).
SIP Authentication method:
Indicate whether or not the gateway needs to authenticate itself.
SIP user name and password:
The user name and password are required for authentication.
This logon data must be entered in the same format as when was 
configured.

7 Numbers:
Please enter the Public Numbers to be routed by this Trunk..
To map several individual numbers or number ranges, enter only 
one number or one range here, and add the others subsequently in 
the trunk properties ( The "Numbers" Tab, Page 320).

8 Codecs:
With the help of the Codec you select how the voice is compressed 
for transmission. The following options are available:
Specify which Codecs should be permitted for this trunk. 
 Voice, low bandwidth (G.729)

using T.38 requir
9 Number of channe

Enter how many ca
The maximum num
codec used and the
headquarters and 

10 Computer name:
Apply the default c

11 Click "Finish".
The new Trunk is c

For changing the SIP T
Configuring a SIP Gate

19.5 CONFIGURIN
When you have create
ing a SIP Gateway Tru
settings of this trunk i

When parameters of 
once. There is no need

How to configure a SIP gat
1 Open the SwyxWar
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roperties..." You will open the Properties of the 
p. You can edit the Properties of the Trunk Group 

heckbox "Trunk enabled", this gateway is blocked 
r outgoing calls.

n" Tab
eters of the gateway, which the latter will use to 
 to the SwyxServer, appear on this tab.

e change log, if a trunk was activated or deactivated.
In the fields "Trunk Name" and "Description" you will find the descrip-
tive information that is displayed in Administration.

The field "Computer Name" contains the name of the computer in 
which the service (LinkManager or SwyxGate) is installed.

The "Type" field indicates the type of the trunk, and "Trunk Group" the 
assigned Trunk Group. Both parameters cannot be retrospectively 
changed.
ateway Links    Configuring a SIP Gateway Trunk

The "General" Tab

In this tab you can modify the name and description of the trunk.

Trunk information:

Using "Trunk Group P
according Trunk Grou
directly.

Trunk status:

If you deactivate the c
for further incoming o

The "SIP Registratio
The SIP access param
establish a connection

It won't be written in th
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 can be made:

his trunk

 which public numbers this trunk uses. External 
rs go over this trunk. Calls with a Calling Party 
ed to this trunk are routed over this trunk.

uity of the information, you must enter the complete 
yxWare V.13.20 onwards. In the new "Subscriber 
ter the part of the phone number that follows the 
s the extension (internal phone number).
The user ID is combined with the realm to create the SIP address 
(URI).

 SIP Authentication method:
Indicate whether or not the gateway needs to authenticate itself.

 SIP user name and password:
The user name and password are required for authentication.

Public numbers of t

You can specify here
calls to these numbe
Number that is assign

To ensure the unambig
phone number from Sw
number" input field, en
area code and precede
ateway Links    Configuring a SIP Gateway Trunk

Enter the parameters the SIP gateway needs to log on to SwyxServer via 
this trunk.

 SIP User ID:

The "Numbers" Tab

The following settings
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tab

 can be made:

mber
ber is signaled to the person being called (XXX), 

 number was configured for this trunk.

ation numbers 110 and 112 are reserved for emer-
ng call number to these destination numbers is 
2 You can add either an individual number or a range of numbers.
3 End your inputs with "OK".
To add several numbers or ranges, simply select "Add" the relevant 
number of times.

In this case no num
regardless of which

In Germany, the destin
gency calls. The outgoi
always signaled.
ateway Links    Configuring a SIP Gateway Trunk

s is how you add numbers for this trunk

1 Click on "Add".
The "Public numbers" window will appear.

Co
un

try
 c

od
e

Ar
ea

 c
od

e

Su
bs

cr
ib

er
 n

um
be

r

Fi
rs

t e
xt

en
si

on

La
st

 e
xt

en
si

on

e. g. 49 231 4777 100 200

The existing phone number entries are automatically extended by the new 
entry field "Subscriber number" when updating to V.13.20. Make sure that 
the automatic allocation is correct and adjust the corresponding entries 
manually as required.

"Number signaling" 

The following settings

 Always suppress nu
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els" Tab

 can be made:

Use the following 
number

<Number>

ber

ned to this 
otherwise:

If assigned to this 
trunk, otherwise: Entry

, the line characteristic "Clip no Screening" must be 
herwise the number is suppressed.
Hide number

Don't use this trunk

Use the following 
number

<Number>

Number of 
the trans-
feror

Origination Number Hide number

Don't use this trunk
The following settings
ateway Links    Configuring a SIP Gateway Trunk

 Always Use This Number:
You can specify a number or SIP-URI here which will always be sig-
naled to the person being called (e.g. the operator's number), 
regardless of which number was configured for this trunk.

 Signal Caller Number
Although the caller number is not configured for this trunk, the caller 
number is signaled to the person being called.

Example:

Customer A (number 88 333 44) calls employee B (number 55 666 77). 
Forwarding to his mobile phone is activated, i. e. an incoming call is 
routed outwards again. If the customer's number (88 333 44) should 
also be signaled externally, then this can be allowed here, although this 
number was not defined for this trunk. 

 Use:
You can specify here which number this trunk uses. You can specify 
the action for numbers that are assigned to this trunk as well as for 
numbers which have no assignment.

The number must be entered in canonical number format.

Use: If assigned to this 
trunk, otherwise:

If assigned to this 
trunk, otherwise: Entry

Origination 
Number

Number of the trans-
feror

The "Codecs/Chann

Hide num

Use: If assig
trunk, 

For Number Signalling
enabled on the line, ot
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rotocol T.38 because of the fax tone (CED tone, 

te by sender
evice switches to T.38 after detecting the fax tone 
). Alternatively, the switch to T.38 can be carried 
 fax device.
on't support switching by the sender.
, SwyxServer suppresses a switch to T.38 by the 

nnels (connections) should be routed simultane-
nd forwarded from there to the public network. 
ine how many outgoing and/or ingoing connec-
t most.

r is determined by the gateway used. 

d or removed, you will find these changes in the 

g, Page 112.

olves a combined phone/fax device (fax switch), a fax 
possible when the option "Prohibit T.38 reinvite by 

nly be set when the Codec "Fax over IP (T.38...)" is 
When a fax connection is set up, the T.38 protocol is negotiated 
between the two devices involved. Certain variants of this negotiation 
may not be supported by some IP adapters. Use the following filter 
options to establish compatibility with such devices.

 Remove T.38 codec from initial invite
Some IP adapters cannot correctly interpret an initial connection 
request which includes T.38 as well as voice Codecs. 
If this option is set, SwyxServer removes T.38 from the initial connec-
tion request. The fax devices first set up a voice connection and then 

If channels were adde
change log.

See also 7.7 Change lo
ateway Links    Configuring a SIP Gateway Trunk

Codecs

Here you can define the type of compression to be used on this connec-
tion.

Specify which Codecs should be permitted for this trunk. 

 Voice, low bandwidth (G.729)
High compression. A voice connection requires approximately 
24 kbits/s.

 Voice, highest bandwidth (G.722)
HD quality

 Voice, high bandwidth (G.711a, G.711µ)
The voice data is slightly compressed. This keeps the packet delay 
time in the LAN (Local Area Network) to a minimum. A voice connec-
tion requires approximately 64 kbits/s.

 Fax over IP
In this case, the special fax protocol T.38 is used, which takes the set-
up of the IP network into consideration. A fax connection using T.38 
requires approximately 20 kbits/s.
Click on "Next>".

If there are several voice codecs selected, SwyxServer will filter voice 
data according to the current settings. The communicating sides will 
have to decide which voice codec to use.

It won't be written in the change log, if a Codec was activated or deacti-
vated. See 7.7 Change log, Page 112.

Action on fax receipt

switch to the fax p
2100Hz).

 Prohibit T.38 reinvi
The receiving fax d
(CED tone, 2100Hz
out by the sending
Some IP adapters d
If this option is set
sender.

Channels

Specify how many cha
ously via this trunk a
You can also determ
tions are established a

The maximum numbe

If the receiving side inv
data transmission is im
sender" is activated.

The filter options can o
activated.
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d
 preferred" is selected, the voice data is only 
teway likewise supports encryption. If this is not 
 data is not encrypted, but phoning is still possi-

ory
mandatory" is selected, voice data encryption is 
ans that either encryption always occurs or the 
 the reason "Incompatible encryption settings". 

se, for example, if the gateway does not permit 

, Page 337.

)

munication by SRTP between SwyxServer and 
 key (PreSharedKey) must be defined between 

hich use the SwyxWare database (e.g. SwyxIt!, 
onferenceMgr,), this key is automatically gener-

nd distributed to the relevant component, once 

SIP gateway trunk. In this case the key must be 
ddition, the key stored here must also be entered 

 was set to "No encryption" within the server proper-
se set to "No encryption" here; if "Encryption manda-
ere, then the setting "Encryption mandatory" also 
ases, the mode cannot be changed. The field is then 

n 10 characters is not advisable. Longer keys offer 
eys can be up to 128 characters long. In order to 
ctionary attacks more difficult, the key should consist 
ters, numbers and special characters.
Encryption mode

This is where you specify the mode of encryption for this trunk. The fol-
lowing encryption modes are available:

 No encryption
If "No encryption" is selected, the voice data going via this trunk is 
not encrypted. If the encryption mode was set to "No encryption" 
within the server properties, the mode is likewise set to "No encryp-
tion" here, and cannot be changed. The field is then deactivated.

again encrypted.

It is different for the 
entered manually. In a
on the gateway.

A key length of less tha
greater security, and k
make brute-force or di
of a combination of let
ateway Links    Configuring a SIP Gateway Trunk

The "Encryption" tab

You can specify here how and whether voice data going via this trunk 
should be encrypted.

 Encryption preferre
When "Encryption
encrypted if the ga
the case, the voice
ble.

 Encryption mandat
When "Encryption 
obligatory. This me
call is aborted with
This can be the ca
any encryption.

See also 21 Encryption

Key (PreSharedKey

To ensure secure com
gateway, a common
them.

For all components w
PhoneMgr, LinkMgr, C
ated by SwyxServer a

If the encryption mode
ties, the mode is likewi
tory" was configured th
appears here. In both c
deactivated.
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19.
(VPN information) (kb5069)

INFO: SwyxON: IPsec VPN parameters for VPN clients (kb5073)

INFO: SwyxON: Configuration of Swyx with gateways for connection to 
SIP providers

(You may need to be logged in to view the content)
ateway Links    Connecting the gateway to SwyxWare

See also 21.1 Encryption within SwyxWare, Page 337.

s is how you specify the encryption mode for a SIP link trunk
1 Start the SwyxWare Administration and log in to the SwyxServer.

2 In the left side of the SwyxWare Administration window, click on 
"Trunks", and in the right-hand window select the trunk you want to 
configure.

3 Select "Properties".
4 Select the "Encryption" Tab.
5 In the field "Encryption mode", choose from:
 No encryption
 Encryption preferred
 Encryption mandatory

6 Enter the key in the "Key" field. The key must also be entered on the 
gateway.

7 Click on "OK".

6  CONNECTING THE GATEWAY TO 
SWYXWARE
For information on how to connect a gateway with a SwyxWare, see

HOW TO: SwyxON: How to connect a LANCOM 1783 VA to a UC Tenant 

https://service.swyx.net/hc/de/articles/360000577329-Wie-verbinde-ich-ein-LANCOM-Gateway-mit-einem-UC-Tenant-VPN-Informationen-
https://service.swyx.net/hc/de/articles/360000575725-IPsec-VPN-Parameter-f%C3%BCr-VPN-Clients
https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details.html?tx_swyxkbase_pi1[kbid]=kb5074
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hitelist
 the error message "No license available" during 
er of user licenses. 

es are present, but the logon fails, download the 

 up-to-date SwyxPhone Whitelist on the download 
rea or on the Enreach FTP server:

b/phonewhitelist/phonewhitelist.msi

, start the .msi file. 

g of the whitelist you should create a task in the 
ration Wizards. See also 5.4.2 Configuring 
p (31).

 the Windows task planning (under the name 
te") and is executed via presetting daily at 2 a.m.. 
me is moved using random time delay in order to 
 the update server.

 existing whitelist with a new one which is down-
te server.

 SwyxServer with a SwyxIt! and a system telephone 
only need a user license for this, but also a license for 
f it is not a SwyxPhone. 

t is updated automatically by default.

he "PhoneWhitelistUpdate" task are reset to the pre-
e the configuration wizard is executed.
"Licenses" Tab, Page 86.

If a system telephone cannot register due to missing licenses and you do 
not have any licenses, please contact the supplier of this system telephone.

A telephone license does not include a user license, it only serves to author-
ize the system phone to SwyxServer.

The task appears in
"PhoneWhitelistUpda
The precise starting ti
hinder overburdening

The task replaces the
loaded from the upda

Your own settings for t
set SwyxServer next tim
ection of SwyxPhone and SwyxIt!    

CONNECTION OF SWYXPHONE 
AND SWYXIT!

Requirements and configuration of SwyxServer for the opera-
tion of SwyxIt! and SwyxPhone

Depending on the telephony device (SwyxPhone Lxxx or SwyxIt!) and its 
use, you will need different licenses, see 3 Licensing via license 
key, Page 27 or 2 Online Licensing, Page 20. All of these licenses are 
entered in the SwyxWare Administration, see 7.5.5 The "Licenses" 
Tab, Page 86.

Licenses for System Phones
When using SwyxWare, you can also make calls with SIP telephones and 
so-called system telephones in addition to a telephony client. Valid sys-
tem phones here are desk phones from third-party manufacturers.

A separate system phone license is required for each system phone 
that is to be operated using SwyxWare. If telephones are purchased as 
part of a SwyxWareinstallation (SwyxPhone), this single license is 
included, i.e. either SwyxServer recognizes the SwyxPhone automati-
cally (whitelist), see  Install and update Whitelist, Page 326, or a single 
license must be entered for the system telephone, see 7.5.5 The 

Install and update W
If SwyxPhone displays
logon, check the numb

If sufficient user licens
current Whitelist. 

You will find the most
page in the Support a

ftp://ftp.swyx.com/pu

To install the Whitelist

Automatic Updates

For automatic updatin
SwyxServerConfigu
SwyxWare, Page 49 ste

If a user is logged on to
at the same time, they 
the system telephone i

In SwyxON the whitelis

ftp://ftp.swyx.de/pub/phonewhitelist/phonewhitelist.msi
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20.

(DYNAMIC HOST 
N PROTOCOL)
 be used for distributing unique IP addresses to 
The following clients are suitable for this:

indows Vista on)

component of the Windows Server operating sys-
ollowing advantages:

c assignment of IP addresses
ssion of the SwyxServer IP address to the teleph-

ffers you the option forwarding changes to the IP 
t directly to the DNS server. This is important in 
ssignment of the IP address to FQDN (Fully Quali-
) of the computer consistent.
rver in the network, install a DHCP server on the 
.

er
ttings | Control Panel." 

ftware" and then select "Add/Remove Windows 

indows components, select "Components | 
 Details".
ox DHCP (Dynamic Host Configuration Protocol) 

rvices" dialog field.

for Windows components on "Next" in order to 
tion. 
n of the setup, click on "Finish".

P server is installed and is then available to you.
s you the option forwarding changes to the client 
he DNS server. This is important in order to keep 
in a company can get the necessary network information.

To run SwyxWare there must be three services available:

 DHCP (Dynamic Host Configuration Protocol)
Distribution of the IP addresses to the telephony clients

 WINS (Windows Internet Name Service)
Resolution of the NetBIOS name to the IP addresses

 DNS (Domain Name System)
Resolution of the FQDN (Fully Qualified Domain Name) to the IP 
addresses

Network Services |
4 Activate the checkb

in the "Network Se
5 Then click on "OK".
6 Click in the wizard 

execute the installa
7 After the completio
8 The Windows DHC
The DHCP server offer
IP address directly to t
ection of SwyxPhone and SwyxIt!    General Network Configuration (DHCP/DNS/WINS Services)

You will find information on the (successful) actions in the Windows 
event display under "Windows logs | Application". Look for the line 
marked in the "Source" column as "Phone Whitelist Update".

Licenses for SwyxIt!
The number of telephony clients who can log on to SwyxServer is lim-
ited to four per user. This means that a user can e.g. log on simultane-
ously to a SwyxIt!, additional SwyxPhones at the workstation and a 
further SwyxPhone in the conference room. 

SwyxWare

The purchased user numbers limit the number of different users log-
ging in simultaneously to SwyxServer; it is possible to configure more 
users than the number licensed.

SwyxWare for DataCenter and SwyxON

All configured or ordered users are recorded in the usage report and 
thus licensed. (11.4 Activate/deactivate or delete users, Page 202).

1 GENERAL NETWORK CONFIGURATION 
(DHCP/DNS/WINS SERVICES)
This chapter describes the various ways a SwyxPhone and SwyxIt! used 

20.1.1 DHCP-SERVER 
CONFIGURATIO
A DHCP server should
the telephony clients. 

 SwyxPhone L6xx
 SwyxIt! (not from W

The DHCP server is a 
tem and it offers the f

 Unique and specifi
 Automatic transmi

ony clients
 The DHCP server o

address of the clien
order to keep the a
fied Domain Name

If there is no DHCP se
SwyxServer computer

How to install a DHCP serv
1 Click on "Start | Se

2 Double click on "So
Components". 

3 In the wizard for W



Conn 328

Thi

20.

Thi

pdate the resource entries in the DNS server.
figuration of the WINS is not necessary.

NAME SERVICE)
ves the names of the client FQDN, domains, loca-
he Active Directory in an IP address. If there is no 

ork, install it on the SwyxServer PC.

ver
ttings | Control Panel." 

ftware" and then select "Add/Remove Windows 

indows components, select "Components | 
 Details".
Network Services", activate the checkbox DNS 
tem).

for Windows components on "Next" in order to 
tion.
n of the setup, click on "Finish".
server is installed and is then available to you.
 be enabled on the DNS server. Dynamic updates 
mportant client computer changes, such as IP 
red on a DNS server and to be dynamically 
duces the manual administration particularly in 
puters, which have been assigned an IP address 

ery of server information via DNS is only possible for 
000 or later.
s is how you install WINS (Windows Internet Name Service)
1 Click on "Start | Settings | Control Panel."

Double click on "Software" and then select "Add/Remove Windows 
Components".

2 In the wizard for Windows components, select "Components | 
Network Services | Details".

3 Activate the checkbox "WINS (Windows Internet Name Service)" in 
the dialog field "Network Services".

makes it possible for i
address, to be registe
updated there. This re
the case of client com
based on DHCP.

Please note that the qu
clients with Windows2
ection of SwyxPhone and SwyxIt!    General Network Configuration (DHCP/DNS/WINS Services)

the assignment of the IP address to FQDN (Fully Qualified Domain 
Name) of the computer consistent.

s is how you configure the DHCP server for dynamic update
1 Start the DHCP Administration in Windows under "Start | 

Administration".

2 Click with the right mouse button on the server and select 
"Properties".

3 Click on the "DNS" tab.
4 Activate the checkbox "Automatically update DHCP client 

information in DNS".
In order for the Windows client computers to receive the IP address of 
the WINS and DNS servers, these must be entered on the DHCP server 
as DHCP options:
 006 DNS Server
 044 WINS/NBNS Server

Please note that the query of server information via DHCP is only 
possible for clients with Windows2000 or later.

1.2 WINS (WINDOWS INTERNET NAME SERVICE)
The service WINS resolves NetBios names into IP addresses and is 
therefore an elementary component of a Windows network. Given this 
fact, this service should already be installed on the Windows Server 
located in the network.

4 Then click on "OK".
The WINS server can u
A more extensive con

20.1.3 DNS (DOMAIN 
The service DNS resol
tions and services in t
DNS server in the netw

How to install the DNS ser
1 Click on "Start | Se

2 Double click on "So
Components". 

3 In the wizard for W
Network Services |

4 In the dialog field "
(Domain Name Sys

5 Then click on "OK".
6 Click in the wizard 

execute the installa
7 After the completio
8 The Windows DNS 
Dynamic update must
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ere are e.g. mobile computers in the network, 
requently. A DNS server which loads the obsolete 
en sent obsolete information as an answer to 
lt in name resolution problems in the network. In 
roblems, the DNS server provides the "Aging" 
ce entries. Please see the Microsoft 
re detailed information on this topic.

XPHONE LXXX
eries includes the following telephones: 

yxPhone L64, SwyxPhone L66, SwyxPhone L615, 
wyxPhone L660.

e Lxxx in your SwyxWare scenario, you can find 
rmation here for SwyxPhone Lxxx.

PhoneManager IP address to the SwyxPhone Lxxx
the SwyxPhone Lxxx
e Update for a SwyxPhone Lxxx

 OF THE PHONEMANAGER IP 
HE SWYXPHONE LXXX
stributes its IP address to the SwyxPhones from a 
t they log on to the PhoneManager when started. 
e necessary parameters in the SwyxWare Admin-

art the scan, i.e. the search for the SwyxPhone 
 ranges configured there (7.5.14 The "Search Swyx-
).

responsible PhoneManager remains permanently 
ne. For this reason, this process only needs to be 
ones are to be operated in the network.
7 Click on "Add" in order to add the IP address of the WINS server to 
the list.

8 If necessary, activate the checkbox "Do not replicate this record" for 
the WINS entry.

9 Close the DNS administration.
When using dynamic update, the resource entries are automatically 
added when computers are started in the network. In some cases these 
are not automatically deleted if the computers are removed from the 
network. If a computer e.g. registers its own resource entry for the host 
(A entry) while starting and if this computer is later disconnected from 
the network improperly, its resource entry for the host (A entry) can no 

istration and then st
Lxxx, in the IP address
Phones" Tab, Page 101

The IP address of the 
intact in the SwyxPho
started if new SwyxPh
ection of SwyxPhone and SwyxIt!    Use of SwyxPhone Lxxx

s is how you configure the DNS server for dynamic update
1 Open the DHCP Administration in Windows under "Start | 

Administration".

2 Select the appropriate zone in the console structure. 
3 Select "Properties" in the "Action" menu.
4 Check on the "General" tab whether "Active Directory integrated" is 

selected as zone type. 
5 Click in the Allow Dynamic updates? list on "Yes".
The WINS resolution for DNS must be activated on the DNS server. In 
this case, the WINS server will be queried if a client name cannot be 
resolved per DNS.

s is how you activate the WINS resolution for the DNS server
1 Open the DHCP Administration in Windows under "Start | 

Administration".

2 Click on the appropriate zone in the console structure. 
3 Click on "Properties" in the "Action" menu.
4 Click on the corresponding tab "WINS" or "WINS-R".
5 Activate the checkbox "Use WINS Forward Lookup" in order to 

enable the use of WINS resolution.
6 Enter the IP address of a WINS server, which is to be used for the 

further resolution of names that could not be found by the DNS 
server.

longer be deleted. If th
this may occur more f
resource entry, will th
queries. This will resu
order to avoid these p
mechanism for resour
documentation for mo

20.2  USE OF SWY
The SwyxPhone Lxxx s

 SwyxPhone L62, Sw
SwyxPhone L640, S

If you use SwyxPhon
detailed operating info

 Distribution of the 
 Initial operation of 
 Automatic Firmwar

20.2.1 DISTRIBUTION
ADDRESS TO T
The PhoneManager di
central location, so tha
You must configure th
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Lxxx with display
ministration.
rties open the "SwyxPhone Search" tab.

s range from which the IP addresses (per DHCP) 

y clicking on "Start".
er stops the search automatically after an hour.

re SwyxPhones on to the LAN and the power 

d by the PhoneController and logs on to the  
ng the assigned IP address.

e SwyxPhone Lxxx the prompt for PIN entry will 

is PIN and confirms this with "OK", the  
 logged in.

RMWARE UPDATE FOR A 
XXX
ware installed on SwyxPhone itself. It can be 
, i.e. the update is controlled by SwyxServer.

 

hone Lxxx compares its own firmware with that 
ver. If these versions differ, the user is requested 
x to confirm the software update with OK. During 
e downloads the current firmware version from 
 use an FTP server from your network, or you can 
ovided by Enreach on the Internet for this pur-

 PhoneManager requests an Update of the Swyx-
enu of the SwyxPhone points out if the automatic 

d.
phones and distribute the IP address of the PhoneManager.

See also the SwyxPhone documentation.

Please note that for a successful assignment of the user account, the auto-
matic log in must be enabled and the field for the MAC address must be 
empty. This will be the case for both when dealing with a newly created 
user. See 11.2.1.6 The Tab "SwyxPhone Lxxx", Page 166.

On every start, SwyxP
configured on the ser
on the SwyxPhone Lxx
the update SwyxPhon
an FTP server. You can
use the FTP server pr
pose. 
ection of SwyxPhone and SwyxIt!    Use of SwyxPhone Lxxx

2.2 CORRECT TIME TO CONNECT TO SWYXSERVER
For connections to the SwyxServer, the correct time has to made availa-
ble to all SwyxPhones. 

The correct time should thus setup at all SwyxPhones by means of a 
time server (NTP). 

A Windows domain controller can be used as a NTP server.

The IP address of the NTP server should be distributed via DHCP 
(option 42). Alternatively you can configure the NTP server via the web 
interface of the phone.

 

SwyxPhones require the correct time for connections to the SwyxServer 
service.swyx.net/hc/en/articles/360000014639

2.3  INITIAL OPERATION OF THESWYXPHONE LXXX
When the phones are set up at the workstations and connected to the 
network, SwyxWare Administration is used to search for the new 

Time differences between SwyxServer and SwyxPhones may result in errors 
during logon to SwyxServer and during call setups.

The time of the NTP server will only be internally used by the phone.  
The time appearing in the display depends on the assigned location of the 
SwyxWare user.

How to install SwyxPhone 
1 Start SwyxWare Ad

In the Server Prope

2 Enter the IP addres
will be assigned.

3 Begin the search b
The PhoneControll

4 Connect one or mo
supply.
SwyxPhone is foun
PhoneManager usi

5 On the display of th
appear.
If the user enters h
SwyxPhone is then

20.2.4 AUTOMATIC FI
SWYXPHONE L
Firmware is the soft
updated automatically

It may happen that the
Phone firmware. The m
updates is not activate

https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb4209
https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb4209
https://service.swyx.net/hc/de/articles/360000014639
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Thi
Pho

 FTP server under which the files containing the 
 version can be found (e. g. /pub/fw11).

d the file name should each not exceed 80 

ware should be used for the update.
rent firmware information from the FTP server 
 "Get". Then you can select the appropriate 
r the SwyxPhone from the drop-down list.

atic update for the telephone model to be 

es by clicking on "OK" and close the SwyxWare 

yxPhone, and after a user logs off from 
are version is compared and if necessary you will 
e your firmware. If you want the firmware query 
SwyxPhones, restart the SwyxPhoneManager 

irmware version in the SwyxWare Administration 
sion of the files on the FTP server. Otherwise the 
ed to update.

XIT!
your SwyxWare scenario, you can find detailed 
 here for SwyxIt!.

SwyxServer IP address to SwyxIt!
 home office
 from the Command Line
context menu for Speed Dials
ion

ables
tion of SwyxIt! in a network
4 Enter the corresponding data in the tab.

 Name of the FTP server
 User name, e.g. ‘anonymous’
 password (you have to enter your own password)

 Distribution of the 
 Using SwyxIt! from
 SwyxIt! installation
 Customer-specific 
 SwyxIt! Web Extens
 Use of System Vari
 Automatic distribu
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

s is how you set up the automatic firmware update on the Swyx-
ne Lxxx

1 Open the SwyxWare Administration.

2 In the context menu, select "Properties".
The "Properties of…" window will appear.

3 Switch to the "SwyxPhone firmware update" tab:

 Directory on the
current firmware

The firmware path an
characters.

5 Indicate which soft
You can get the cur
listed by clicking on
firmware version fo

6 Activate the autom
updated.

7 Confirm your entri
Administration.

When you restart a Sw
SwyxPhone, the firmw
be prompted to updat
to be displayed on all 
service.
Please verify that the f
is the same as the ver
user will always be ask

20.3  USE OF SWY
If you use SwyxIt! in 
operating information
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e byte sequence (73, 80, 80, 66, 88, 83, 82, 86 which is 
ring "IPPBXSRV") serves an identification purpose and 
 misconfiguration if this option is used elsewhere.

S Server for SwyxIt!
nal devices to contact the DNS server, they must 
of the DNS server and the domain name for the 
rver. This can be transmitted to the telephone per 
ard DHCP options or it can be entered into the 

 The latter has the disadvantage that the DNS 
t be configured individually for each device in the 

 the DNS server is made via the DNS A record 
, where <domain> stands for the Internet domain 
srvfallback.<domain>" for FallbackSwyxServer). 
S server then contains its IP address.

uired for the use of the DNS server:

 the server information is supported by the clients 
igher.

4
2

5
8

5
3

5
2

5
6

0
a

1
4

1
e

2
8

3
d

4
8

5
0

5
a

yte sequence for identification (73, 80, 80, 66, 88, 83, 
 string "IPPBXSRV") must always have eight bytes 

Name Meaning
DNS Server IP Address

e Option Domain name of the Subnet
Example:

If the IP address of SwyxServer is e. g. 10.20.30.40,

and the IP address of the standbySwyxServer 60.70.80.90 (obsolete)

The following byte sequence must then be entered:

decimal 7
3

8
0

8
0

6
6

8
8

8
3

8
2

8
6

1
0

2
0

3
0

4
0

6
0

7
0

8
0

9
0

The dynamic query of
in Windows 2000 or h

ID (dec)
6 DNS Option

15 Domain Nam
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

3.1 DISTRIBUTION OF THE SWYXSERVER IP 
ADDRESS TO SWYXIT!
SwyxIt! receives the required IP address of the SwyxServer via DHCP/
DNS.

Windows does not support the manufacturer-specific DHCP option 43. 
Please use the DNS method for distributing the SwyxServer addresses (
Configuration of DNS Server for SwyxIt!, Page 332).

SwyxIt! needs the following information for the IP configuration:

 IP Address of the SwyxServer

DHCP Configuration of SwyxIt!
This information is transferred to SwyxIt! via DHCP:

When uninstalling SwyxIt!, please note that some data can only be deleted 
manually from the respective directory. This includes the trace files in the 
temp folder (%temp%\Swyx\Traces\SwyxIt!.log), the files stored in the user 
directory of the operating system (C:\Users\[User]\AppData\Local\Swyx) 
and the credentials of the SwyxIt! user in the Windows-registry (Com-
puter\HKEY_CURRENT_USER\Software\Swyx\CommonLogin\CurrentVer-
sion\Options\).

ID (dec) Name Meaning
43 Vendor Specific Info IP Address of the SwyxServer

The beginning of th
equivalent to the st
it helps to prevent a

Configuration of DN
In order for the termi
know the IP address 
request to the DNS se
DHCP using the stand
telephone manually.
server IP address mus
network.

The SwyxIt! query of
"ippbxsrv. <domain>"
name (analog: "ippbx
The answer of the DN

The DHCP options req

hexadeci-
mal

4
9

5
0

5
0

 Please note that the b
82, 86 corresponds the
defined.
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SwyxIt! with all available functions, in a specified direc-
 be installed in CTI mode, in a silent installation, and a 
ritten.

SwyxIt!EnglishUK64.msi" /qb+ ADDLOCAL=ALL 
C:\Program Files\SwyxIt!" REGCTISETTING=#1 
SwyxIt!_install.log

SwyxIt! with all available functions, along with the 
ntation. The user should have the chance to alter 
hrough the installation wizard's interface during 

SwyxIt!EnglishUK64.msi" ADDLOCAL="All"

stall SwyxIt! with deactivated status signaling. The 
"Extended Status Information" tab under "Settings | 
"are deactivated:

SwyxIt!EnglishUK64.msi"/qb `

=120000 `
`
`
NT=0 `
NT_STATUS=0;
ing parameters

:

Explanation
Start of installation

Name of installation file
Please select the MSI installation file according to your 
operating system (32bit or 64bit). Please verify the correct 
designation.
i". You can control the scope and the progress of the installation with 
certain parameters.

Example 1:

You want to install SwyxIt! without additional functions, along with the 
Quickstart documentation. The installation should take place without 
user intervention (silent installation):

msiexec /i "SwyxIt!EnglishUK64.msi" /qb+  
ADDLOCAL="PhoneClient,Quickstart"

Example 2:

Parameter
msiexec /i

SwyxIt!EnglishUK32.
msi
or
SwyxIt!EnglishUK64.
msi
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

3.2 AUTOMATIC DISTRIBUTION OF SWYXIT! IN A 
NETWORK
Automatic installation or updating of SwyxIt! can be implemented in 
various ways:

You will find detailed information in the Knowledgebase:

Distribution of SwyxIt! via Swyx Control Center

Distribution of SwyxIt! via logon script

Distribution of SwyxIt! through group guidelines of the Active Directory

(You may need to be logged in to view the content)

3.3 USING SWYXIT! FROM HOME OFFICE
If SwyxIt! is going to be used from the field or a home office outside the 
company network, then it is recommendable to use a direct connection 
to SwyxServer via SwyxRemoteConnector.

See also 26.1 Internet connection via RemoteConnector, Page 380.

3.4 SWYXIT! INSTALLATION FROM THE COMMAND 
LINE
You can also start the installation of SwyxIt! by opening it via the com-
mand line. For this type of installation it is always advisable to create a 
log file (msiexec /l). Start the installation with the command "msiexec /

You want to install 
tory. SwyxIt! Should
log file should be w

msiexec /i "
INSTALLDIR="
/l*v %temp%\

Example 3:

You want to install 
Quickstart docume
these parameters t
installation:

msiexec /i "
Example 4:

You would like to in
checkboxes on the 
Local Configuration

msiexec /i "
RP_IDLE=0 `
RP_IDLE_TIME
RP_LOCKED=0 
RP_SCREEN=0 
RP_APPOINTME
RP_APPOINTME

You can use the follow

https://help.enreach.com/controlcenter/latest.version/web/Swyx/en-US/index.html#context/help/GeneralSettings-Firmwares
https://service.swyx.net/hc/de/articles/360000571289-Verteilung-von-SwyxIt-per-Logon-Skript
https://service.swyx.net/hc/de/articles/360000566205-Verteilung-von-SwyxIt-durch-Gruppenrichtlinien-des-Active-Directory
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Outlook Add-In (2007 or later)
(Subfunction of PhoneClient)

Swyx VisualContacts
(Subfunction of PhoneClient)

Swyx Connector for DATEV
(Subfunction of PhoneClient)

Lotus/IBM/HCL Notes Plugin
(Subfunction of PhoneClient)

Video function in SwyxIt!

TeamViewer function for Collaboration
(Subfunction of PhoneClient)

Netviewer function for Collaboration
(Subfunction of PhoneClient)

SwyxIt! Meeting function for Collaboration
(Subfunction of PhoneClient)

TAPI Service Provider
(Subfunction of PhoneClient)

Desktop link for SwyxIt!
(Subfunction of PhoneClient)

Add SwyxIt! to Startup group
(Subfunction of PhoneClient)

Quickstart documentation for SwyxIt!
(Subfunction of PhoneClient)

SwyxFax Client

Desktop link for SwyxFax Client
(Subfunction of FaxClient)

Add SwyxFax Client to Startup group
(Subfunction of FaxClient)

Swyx Meeting – Internal and external

Swyx Analytics: Extension for the analysis of corporate 
communication on the basis of the generated call data

Component name
Parameter Component name
All All available options are installed (see note after the 

table).

PhoneClient SwyxIt!

ScriptEditor Graphical Script Editor
(Subfunction of PhoneClient)

OfficeUCSupport Office Communication Add-In
(Subfunction of PhoneClient)

FaxClient

DesktopShortcutFax-
Client

StartupShortcutFax-
Client

SwyxMeeting

FAnalytics
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

The following table contains the functions valid for ADDLOCAL:

/qb+ Silent installation
The installation of SwyxIt! does not require any user 
entries. If you don't use this parameter, the installation 
wizard is started as for the normal installation. Each 
separate step must then be confirmed with the "Next" 
button, and the predefined options can be changed.

ADDLOCAL Definition of the functions
You will find the available features and components in the 
following table.

/l*v Generation of a detailed log file during the installation
A log file (*.log) enables you to detect errors during the 
installation. The directory to which the log file will be 
written must already exist.

REGCTISETTING Specification of the CTI setting (REGCTISETTING=#1)
With this option you can define whether SwyxIt! is 
executed directly after installation in the CTI mode. The 
user can also change this setting later via the SwyxIt! inter-
face.

INSTALLDIR Specification of the installation directory
This option allows you to set the directory in which SwyxIt! 
is to be installed.

/help Help function
This option displays further parameters of the Windows 
Installer, which you may be able to use.

Parameter Explanation
Outlook2007Support

EstosAccess

DatevIntegration

NotesAccess

Video

TeamViewer

NetViewer

ClientMeeting

CLMgrTSP

DesktopShortcut

StartupShortcut

Quickstart

Parameter
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ntry named "Video_conference" is added to all 
 entry is selected, then the program "c:\test.exe" 

nfigured parameters in relation to the selected 

item is selected, the variables are replaced by the 
s used always relate to the chosen Speed Dial or 
e selected line is not being used at the time or is 
information from the last call is used.

y program that can be executed by Windows can 

d.exe

ne" and "WorkingDirectory", the inputs can be 
.g. "c:\Programme\test\test.exe" %SelLinePeer-

a a context menu entry, the command line entry 
s follows

"C:\CallTo.vbs" %SelLinePeernumber%
 is then "C:\". Variable names are not case-sensi-

e replacement do not contain inverted commas, 
lude these already in the command line entry.

e\test\test.exe" "%SelLinePeername%"
ted into

e\test\test.exe" "Jones, Tom"

EXTENSION
n offers the option of displaying a website within 

cumentation.
dDialMenus
HKCU\SOFTWARE\Swyx\SwyxIt!\CurrentVersion\Options\Spee
dDialMenus

Such an entry has the following structure:

Key "Key1"

String "MenuLabel" (e.g. "Video_conference")
String "CommandLine" (e.g. "c:\test.exe 
%SpeedDialPeernumber%")
String "WorkingDirectory" (e. g. "c:\")

"c:\Programm
for example, is conver

"c:\Programm

20.3.6 SWYXIT!  WEB 
SwyxIt!  Web Extensio
the SwyxIt! skin.

See also the SwyxIt! do
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

3.5 CUSTOMER-SPECIFIC CONTEXT MENU FOR 
SPEED DIALS
For better integration of external applications (3rd party), SwyxIt! has 
been enhanced with a function that allows the customer's own entries 
to be added to the context menu of the Speed Dials. Applications are 
started with parameters of this Speed Dial, or of the current or last call 
of the currently selected Line button.

In order to add individual entries to the context menu of the Speed 
Dials, corresponding keys must be created in the Windows registry. The 
entries are later displayed in the context menu under the existing entry 
"Send email...".

Any number of keys can be created on the following registration path, 
which then represent the new context menu entries along with the 
associated command line and the working directory.

HKLM\SOFTWARE\Swyx\SwyxIt!\CurrentVersion\Options\Spee

MsTeamsIntegration Integration with Microsoft Teams

MsTeamsIntegration-
Settings

SwyxIt! default settings for the Swyx Connector for Micro-
soft Teams

DiscoveryService Service for Swyx Connector for Microsoft Teams Support 
on Terminal Servers

Auth0Client Auth0 Authentication

Parameter Component name In this example, an e
Speed Dials. If this new
is started with the co
Speed Dial. 

As soon as the menu 
real values. The value
the selected line. If th
even deactivated, the 

In "CommandLine", an
be used, for example

 notepad
 c:\test.doc
 c:\windows\notepa
 enreach.de/en

In both "CommandLi
entered in quotes (e
number%).

To start a VB script vi
must be constructed a

wscript.exe 
The working directory
tive.

The values for variabl
so it is advisable to inc
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Content
Number of the conversation partner 
(both call directions)

Name of the conversation partner
(both call directions)

Name and number of the conversation partner
(%SelLinePeername%, %SelLinePeernumber%), if 
both are available, otherwise just name or number

% Internal number of the person being called
blank for outgoing calls

Name of the person being called
blank for outgoing calls

% Name and number of the person being called
(%SelLineCalledname%, %SelLineCallednum-
ber%), if both are available, otherwise just name or 
number

Own SwyxWare user name
as displayed in SwyxIt!

SwyxServer Name
as displayed in SwyxIt!

r%*

able in context menu of a Speed Dial (20.3.5 Customer-
or Speed Dials, Page 335)

Number configured on the Speed Dial

Label configured on the Speed Dial

%* File name of the image configured on the speed 
Dial

Signals the status of the user configured on the 
Speed Dial
 0: Unknown
 1: Logged off
 2: Available
 3: Currently talking
 4: Call signaling/pickup possible
ualGroups are not yet compatible with Microsoft Edge WebView2.

3.7 USE OF SYSTEM VARIABLES
In SwyxIt!, program calls can be started at various points, e.g.

 Program call on shortcuts
 Program call using the context menu of a Speed Dial
 Composition of a web link as part of the SwyxIt!  Web Extension

Windows system variables can be used, but also SwyxWare variables:

*. Only us
specific context menu f

%SpeedDialState%*
ection of SwyxPhone and SwyxIt!    Use of SwyxIt!

It is possible to use special variables in the website address (URL) or 
HTML code in the websites. These variables are exchanged for their cur-
rent value (content) during the website loading process. These variables 
can be used flexibly and effectively in web applications. It is possible, 
e.g. to resolve the number of an incoming call into an address by using 
an Internet phonebook service. Information, such as in this case the 
address, can then be displayed directly in the SwyxIt! skin.

Example - Variables in a URL
With the help of the following URL, it is possible to resolve the num-
bers of incoming calls using the Internet phonebook service 
"www.dastelefonbuch.de":
http://www.dastelefonbuch.de/?kw=%SelLinePeernumberPublicFor-
mat%&cmd=search
In this example the variable "%SelLinePeernumberPublicFormat%" is 
used, which contains the caller number of the last (or the active) call 
in "non-canonical" format.

For  further  var iables ,  p lease refer  to  20.3 .7  Use  of  System 
Variables, Page 336.

SwyxIt! Web Extension supports Microsoft Edge WebView2
When you create or edit a SwyxIt! skin, you can configure the Web 
Extension to use Microsoft WebView2 instead of the old Internet 
Explorer control. WebView2 is a runtime environment that uses the 
Microsoft Edge Engine to integrate web content into applications. Exist-
ing skins and all VisualContacts and VisualGroups skins shipped with 
Swyx 14 will continue to use the legacy control. VisualContacts and Vis-

Variable
%SelLinePeernumber%

%SelLinePeername%

%SelLinePeeraddress%

%SelLineCallednumber

%SelLineCalledname%

%SelLineCalledaddress

%OwnName%

%ActiveServerName%

%SpeedDialPeernumbe

%SpeedDialLabel%*

%SpeedDialUserbitmap
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21
cryption mode which was set within the server 
fluence on the encryption mode within the SIP 
ryption on SIP trunks requires TLS as transport 
 supported by the SIP provider. The correspond-
fined in the properties of a SIP trunk group. See 
tion" tab of the SIP Trunk Group, Page 228.

 you specify the encryption mode globally for 

 WITHIN SWYXWARE
 data transfer between two end points, the RTP 
 Protocol) has previously been used. Within the 
n end point can be a SwyxIt!, SwyxPhone, Confer-
ateway or a device from another manufacturer. 

ossible to transfer media data encrypted and 
 based on RTP and encrypts the data stream with 

hm AES (Advanced Encryption Standard). 

munication by SRTP, a common key (the so-called 
), must be defined between SwyxServer and the 

eys (PreSharedKeys) by SwyxServer

s a key (PSK) to each end point logging on. End 
" and end point B PSK "B".

 SwyxWare, the encryption mode is set by default to 
. When an older version is updated to Version 2011, 
 preconfigured to "No encryption".
Exceptions

SwyxLink-Trunk

In the SwyxLink trunk, the encryption mode is taken from the server 
settings and cannot be changed. Only one key must be assigned. See 
The "Encryption" tab, Page 302.

Encryption mandatory

Encryption mandatory Encryption mandatory

"PreSharedKey" (PSK)
respective end point.

Assignment of the k

SwyxServer distribute
point A is given PSK "A
ption    Encryption within SwyxWare

ENCRYPTION

Encryption of call data with SRTP

from SwyxWare on, SwyxWare supports the encryption of call data via 
"Secure Real Time Transport Protocol" (SRTP). The protocol, designed 
for real-time communication, means security for voice data transmis-
sion. The data is encrypted, making listening to calls impossible.

The following encryption modes are available:

 No encryption
 Encryption preferred
 Encryption mandatory

You can specify this setting individually per user, or globally for Swyx-
Server. It must be remembered that the selection of SwyxServer in the 
global settings has an influence on the configuration options in the user 
and trunk properties within the "Encryption" tab:

On selection within the server 
properties of...

...the following selection options are 
available within the trunk* and user 

properties:
No encryption No encryption

Encryption preferred No encryption

Encryption preferred

SIP Trunk

The setting of the en
properties has no in
trunk. Voice data enc
protocol and must be
ing configuration is de
also 13.1.4 The "Encryp

See also  This is how
SwyxServer, Page 340.

21.1 ENCRYPTION
For the actual media
(Real-Time-Transport
encryption scenario, a
enceMgr, LinkMgr, G
With SRTP it is now p
authenticated. SRTP is
the encryption algorit

To enable secure com

In a new installation of
"Encryption preferred"
the encryption mode is
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k trunk and a SIP link must also be created man-
trunk this must be set correspondingly on both 
a SIP link, on the SwyxServer side and on the pro-

ange of keys by MIKEY and the SRTP connection 
e same way for the end points which are given a 
e end points which receive a PSK automatically.

SwyxServer

PSK "C"

Endpoint B
e.g. SwyxIt!

PSK "B"
SwyxServer. In such cases the key must be stored manually in the 
device (e.g. via a web interface). Furthermore, it must be configured in 
the properties of the user who uses this device. See also 11.2.1.9 The 
"Encryption" Tab, Page 169. 
ption    Encryption within SwyxWare

For all end points which use the SwyxWare database (e.g. , SwyxIt!, Pho-
neMgr, ConferenceMgr, LinkMgr, Gateway), SwyxServer automatically 
creates and distributes a PreSharedKey. On each successful logon of an 
end point, another key is generated and distributed encrypted to the 
end point.

Manual key assignment

Exceptions to the automatic PSK distribution are devices from third 
party manufacturers. The key is not automatically assigned to these by 

Encrypted with 
PSK "A"

PSK "B"SwyxServer
PSK "A"
PSK "B"
PSK ...

Endpoint A
e.g. SwyxIt!

Endpoint B
e.g. SwyxIt!

The keys for a SwyxLin
ually. For a SwyxLink 
SwyxServer sides; for 
vider side.

The subsequent exch
proceed in exactly th
key manually as for th

End point
e.g. 3rd Party

SIP device
PSK "C"
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crypted with SRTP. This means that calls can no 
r recorded..

dent on settings of the end points

tablished, and whether it is correspondingly 
oint to end point (e. g. from SwyxIt! to SwyxIt!), is 
 on the encryption settings within the user prop-

SwyxServer
PSK: A
PSK: B
PSK: ...

 data (SRTP) encrypted
 with SK* Endpoint B

e.g. SwyxIt!
PSK: B

SK
sion key is used by SRTP to encrypt the data stream.
ption    Encryption within SwyxWare

Exchange of keys by MIKEY

The end point from which the call is outgoing (here end point A) gener-
ates a session key (SK). The secure exchange of the session key is 
ensured by the protocol MIKEY (Multimedia Internet KEYing). This ses-

Encrypted with 
PSK "A"

Encrypted with
PSK "B"

SwyxServer
PSK "A"
PSK "B"
PSK ...

Endpoint A
e.g. SwyxIt!

Endpoint B
e.g. SwyxIt!

SK SK

PSK: "A" PSK: "B"

End point A... SwyxServer... End point B...
generates a session key SK 
(random key), encrypts this 
with PSK "A" and sends it 
to SwyxServer.

decodes SK with PSK "A" and 
encrypts SK once again with PSK 
"B". It then sends SK encrypted 
with PSK "B" to end point B.

decodes SK with 
PSK "B".

Connection by SRTP

The media data is en
longer be listened to o

Encryption is depen

Whether a call is es
encrypted from end p
ultimately dependent
erties:

Media
Endpoint A
e.g. SwyxIt!

PSK: A
SK
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ENCRYPTION MODE 
OR SWYXSERVER
 can be set globally for SwyxServers at user and 

 encryption mode globally for Swyx-

 Administration and log in to the SwyxServer.
r entry with the right mouse button to open the 

.
" tab.
tion mode", choose from:

ot encrypted. The selection of "No encryption" 
ration of the encryption within both the user and 
s ( Exceptions, Page 337). Here the mode is 
encryption", and cannot be changed by the user. 
ted within the user and trunk properties.

rred" is selected, encryption only occurs if both 
onfigured either "Encryption preferred" or 
tory". If this is not the case, the voice data is not 
ning is still possible. With this encryption mode, 
 to change the mode within his settings. The 
an also be changed within the trunk properties.
ry
mandatory" is selected, voice data encryption is 
ans that either encryption always occurs or the 
 the reason "Incompatible encryption settings". 
 example, when the other party has configured 
e selection of "Encryption mandatory" affects the 

e encryption within both the user and the trunk 

* It is assumed that the endpoint supports encryption.

+ = Telefony is possible- = Telefony is not possible

data is encrypted

data is not encrypted

encrypted, but pho
the user is allowed
encryption mode c

Encryption mandato
When "Encryption 
obligatory. This me
call is aborted with
This is the case, for
"No encryption". Th
configuration of th
ption    Configure Encryption Mode Globally for SwyxServer

If configured for end point A:
If 

co
nf

ig
ur

ed
 fo

r e
nd

 p
oi

nt
 B

:

No enctyp-
tion

Encryption 
preferred

Encryption 
mandatory

No enctyption + + -

Encryption 
preferred

+ +

*

+

*

Encryption 
mandatory

- +

*

+

*

21.2 CONFIGURE 
GLOBALLY F
The encryption mode
trunk level. 

This is how you specify the
Server

1 Start the SwyxWare
Click the SwyxServe
context menu.

2 Select "Properties"
3 Select the "Security
4 In the field "Encryp
No encryption

The voice data is n
affects the configu
the trunk propertie
likewise set to "No 
The field is deactiva

Encryption preferred
If "Encryption prefe
call partners have c
"Encryption manda
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ption    Configure Encryption Mode Globally for SwyxServer

properties ( Exceptions, Page 337). Here the mode is likewise set to 
"Encryption mandatory", and cannot be changed by the user. The 
field is deactivated within the user and trunk properties.
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22

22.

sts of the following components:

 person called (e.g. "Logged off", "Speaking", 

.g. time of the call, number of the caller, exten-
called)
ept Mondays, except for a specific caller)

s

 consists of a list of sub-actions which are carried 
ns include, for example:

al actions has parameters which can be assigned 
 to the sequence of action. Sequences of actions 
anaged independent of the rule definition.

r provides a graphic presentation option, which 
e and edit complex sets of rules. See also 
/latest.version/GSE/Swyx/en-US/index.html#con-

following text includes information necessary for 

 as well as the sub-conditions and actions availa-
n of rules, are defined and stored in the so-called 
ing calls. The Call Routing Manager manages a list of rules which 
describe what should happen to an incoming call and under which cir-
cumstances this should take place. Each rule is made up of two basic 
components; the condition and the sequence of actions. When a call is 
received, the rule list is examined and a check is run for each rule to see 
whether the condition applies to the call. A sequence of actions is car-
ried out as soon as a rule can be applied. Once a rule has been applied, 
all further rules in the list are ignored for this call.

can be defined and m

Graphical Script Edito
allows you to creat
help.enreach.com/cpe
text/help/GSE_$. The 
administration.

The rules themselves,
ble for the constructio
Rule Book. 
ts    Call Routing Manager and Graphical Script Editor

SCRIPTS

Swyx-Scripting for intelligent call routing; explanation of spe-
cial scripts such as "standard voice box" or "automatic call 
center"

Some scripts, which complete the functions of SwyxWare, are installed 
during the installation. At this time, the following scripts are available:

 22.2 Default call handling, Page 343
 22.3 Voice Box, Page 343
 22.4 Remote Inquiry, Page 344
 22.5 Operator (AutoAttendant), Page 346
 22.6 Dial by Name, Page 348

These scripts can be activated or altered by the administrator. For more 
information on script editing, see help.enreach.com/cpe/latest.version/
CRM/Swyx/en-US/index.html#context/help/scripting_$.

1 CALL ROUTING MANAGER AND 
GRAPHICAL SCRIPT EDITOR
The Call Routing Manager is an intelligent module for handling incom-

Condition

A rule condition consi

 The situation of the
"Available")

 Other conditions (e
sion of the person 

 Exceptions (e.g. exc

Sequence of Action

A sequence of actions
out sequentially. Actio

 Exit
 Connect To
 Connect Via DTMF
 Send email
 FollowMe
 Record Message
 Connect To Loop
 Play sound
 Voice Box
 Remote Inquiry

Each of these individu
when they are added

https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/skripting_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/skripting_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/GSE_$
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22.

ee the message "Subscriber not available" in the 

 assigned, i.e. neither to a user nor to a gateway 
ub PBX), the call is rejected.

r and every group has a personal answering 
oice messages can be called up in the call journal 
o be sent to an e-mail address. For this purpose, 
 uses SMTP (Simple Mail Transfer Protocol) as the 
col is used. Incoming calls can be forwarded to 
ll Forwarding function.

ess

 announcement recorded by a member of the 

 leave a message.
t end the call after recording a message, but 

ithout saying anything or pressing '#' for 10 sec-
 a tone selection menu:

Explanation

ed voice message

ecorded voice message

rding of the voice message

g and starts the menu announcement
2 DEFAULT CALL HANDLING
If an incoming call can be associated with a user but not transferred, 
because no rule of the user’s Rule Book is applicable, the caller hears a 
busy signal. Internal callers also see the message "Subscriber not avail-
able" in the display.

If a user has no rules defined, and no Call Forwarding is set, it is 
attempted to connect the call to the original number for 60 seconds. If 
the destination does not answer the call, the caller hears a busy signal. 

2 Listening to the r

3 Re-starts the reco

# Ends the recordin
ts    Default call handling

Each user also has a personal Rule Book with the rules he/she has 
defined in the SwyxServer user directory. The Call Routing Manager cre-
ates a script file called 'callrouting.vbs' which is based on the rules cur-
rently activated. This script is analyzed by SwyxServer when a call is 
received for the corresponding user. This script file can also be found in 
the user data directory of the user called.

The public Rule Book can be found in the server data directory in the 
sub-directory 'PhoneClient /Scripts'. This is used if no Rule Book exists 
for this user (22.2 Default call handling, Page 343).

Signing Scripts
If you have purchased the "Extended call routing" option pack, you can 
create your own scripts using use of the Graphical Script Editor.. You 
can sign these scripts so that they can only be run on SwyxServers 
whose serial numbers are explicitly given in the script.

See also help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/
index.html#context/help/serial_number_restriction_$.

 Please remember that the use of the Call Routing Manager must be 
approved for the user (11.2.8 The "Properties…" Dialog: The "Relation-
ships" Tab, Page 199). To use the rules created with the use of the Graphi-
cal Script Editor., the licenses for the option package 'SwyxECR'  or 
'SwyxProfessional' must have been added (3 Licensing via license 
key, Page 27).2 Online Licensing, Page 20

Internal callers also s
display. 

If a number cannot be
connection (e.g. to a s

22.3 VOICE BOX
Every SwyxWareuse
machine (voice box). V
and can optionally als
an e-mail system that
mail transport proto
Voice Box with the Ca

The Voice Box Proc

 The caller hears an
group.

 The caller can then
 If the caller does no

stays on the line w
onds, he will reach

But-
ton

1 Saving the record

https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/serial_number_restriction_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/serial_number_restriction_$
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as not defined any rules or detour, the standard 
ed. See also 22.2 Default call handling, Page 343.

UIRY
s the user to listen to his voice messages and to 
g Unconditional from any telephone line. When a 

r her own SwyxWare number, he or she identifies 
are with a Remote access PIN; only then can he or 
or delete new voice messages and afterwards all 
es.

 Voice Box, you must specify that you can access 
ressing the * button. After entry and verification 
as several options to choose from. These can be 
us.

rwarding, follow the instructions in the Remote 
Users can configure the remote inquiry within the 
elves. The administrator must set up this remote 

l i t y  for  the  SwyxP ho ne  users .  See  a l so 
/cpe/ la tes t . vers ion/C l ient /Swyx/en-US/

elp/remote_inquiry_$.

ote Inquiry for a user
erties and select the "Call Forwardings" dialog.

e box and activate the option "Start remote 
 key" 
andard Voice Box" tab, Page 178.
t of the Standard Voice Box provides the option of 
e Inquiry menu using the * key.

r remote access, see 11.2.5.5 Tab "Standard 
ge 179.
t is possible to reach the Remote Inquiry menu 
Recording Wizard will prompt again.

It is also possible for every user to record an individual announcement 
with SwyxIt! at a later point.

If SwyxIt! is started in a terminal session or as a CTI-SwyxIt!, the user will 
not be prompted to record his announcement. The same is true if the 
administrator has configured a company-specific announcement when 
creating the user.

The user can also listen to and edit these voice messages from another 
telephone connection. See also 11.8.1 Remote Inquiry, Page 208.

2 Set the default voic
inquiry using the *
See also 11.2.5.4 St
The announcemen
going to the Remot

3 Then set the PIN fo
Remote Inquiry", Pa

4 Make certain that i
with a phone call.
ts    Remote Inquiry

 The caller's message is recorded as an OPUS file and optionally sent 
to the SwyxWareuser or group by e-mail.
The calling party number, the calling party name, if available, and the 
length of the voice message are written in the subject of the Email. 
The name of the attachment is composed in the following way:
Voicemail-<date using the format yymmdd-hhmmss>-<Calling party 
number>-<Calling party name>
Each user and each group can individually set the e-mail address to 
which the voice messages are sent. The e-mail contains the date, 
time, number, and name of the caller (if available) in text form. The 
recorded message is included as a file attachment.
The files sent contain the voice message in a compressed form. The 
compression to be used for this can be indicated as the server 
standard or it can be individually set for the user.
See also 11.2.1.8 The "Advanced" Tab, Page 168.

Voice Box announcement

If a user starts SwyxIt! for the first time and if the user has been 
assigned the standard configuration (CompanyWelcome.wav (tem-
plate)), he will be prompted to record an announcement. Both 
announcements, e.g. the name announcement (name.wav) and the 
Voice Box announcement ("My welcome message.wav") will be saved in 
the database. If none of the announcement files ("default wel-
come.wav", "default welcome without recording.wav", "default wel-
come_with_menu.wav") is available, the user will be prompted to record 
the announcement again, regardless of whether he uses this 
announcement. If the announcement file "name.wav" is missing, the 

If the user or group h
call handling is activat

22.4 REMOTE INQ
Remote Inquiry allow
change Call Forwardin
user is called at the o
him/herself to SwyxW
she listen to, repeat, 
existing voice messag

When configuring the
the remote query by p
of the PIN, the caller h
selected from the men

To change the Call Fo
Inquiry menu. SwyxIt! 
Call Forwarding thems
inqu i ry  funct iona
he lp .enreach .com
index.html#context/h

This is how you set up Rem
1 Open the user prop

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/remote_inquiry_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/remote_inquiry_$
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f a voice message, the following options 

Explanation

iry (=Hook on)

essages

orwarding Unconditional

essages
e confirmed with the # key.

Explanation

ning of the voice message 

nd of the voice message

ward

e output of the voice message

rd

vious voice message

t voice message

u

ext information of the voice message (date, time, number, 
this Call Forwarding was configured, he will not be asked for his PIN.

Overview of the Remote Inquiry Menus
If a user calls the remote inquiry function, they will hear the main menu 
announcement after the announcement of how many new voice mes-
sages they have received. Here you can listen to the old voice messages 
or undertake further configurations.

8 Switch to the nex

9 to the main men

* Switches to the n
content)

# Help
ts    Remote Inquiry

Call Forwarding Configuration for Remote Inquiry
To listen to voice messages remotely, the call forwarding must be set up 
so that you can access the remote access menu by making a call:

 If no other call routing rules have been activated yet, set up "Delayed 
call forwarding" so that a call is forwarded to the standard voice box. 
To ensure access to Remote Inquiry even after changes to Call For-
warding Unconditional, open the Call Routing Manager and prioritize 
the Call Forwarding rule "Call Forwarding No Reply" by putting this 
rule at the beginning. During the welcome announcement the caller 
can use the *- key to reach the Remote Inquiry menu.

 If call routing rules are enabled, please make sure to include the 
remote inquiry option. See also help.enreach.com/cpe/latest.ver-
sion/CRM/Swyx/en-US/#context/help/remote_inquiry_$.

 If no call routing rules are enabled, and the immediate call forward-
ing is changed, (e.g. from the Standard Voice Box to another num-
ber), the caller can no longer perform a remote inquiry, i.e. he/she 
can no longer change or disable the immediate call forwarding 
remotely. To avoid this, create a call routing rule and place it before 
the immediate call forwarding in the list of rules. Such a rule could 
be, for example, always forward calls to Voice Box that are made 
from your mobile phone. In this manner, you will always be for-
warded to your Voice Box and thus to Remote Inquiry when you call 
from your mobile phone.

If you configure a Remote Inquiry within a Call Forwarding or system 
rule, you will always be asked for your user PIN. There is no checkbox 
for this. If a user is calling from his own extension number, for which 

Main Menu

During the output o
are available:

But-
ton

0 End Remote Inqu

1 Querying voice m

4 Change the Call F

7 Delete all voice m
Deletions must b

# Help

But-
ton

1 Back to the begin

3 Forward to the e

4 10 seconds back

5 Stops or starts th

6 10 seconds forwa

7 Switch to the pre

https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/remote_inquiryl_$
https://help.enreach.com/cpe/latest.version/CRM/Swyx/en-US/#context/help/remote_inquiryl_$
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nt
the number and the name of the caller for other 
he first time SwyxIt! is started with the help of the 
, a file called 'name.wav' is recorded and saved in 

the voice message is played, the internal caller is 
e number, and the file 'name.wav' will be played 
s. Alternatively, the administrator can create a 
er in the database, which contains the spoken 

 which has this name as a file name.

mith", a file labeled "John Smith.wav" is saved in this 
ile contains the spoken name "John Smith". If Otto 
ice message for another user Meier, Mr. Meier is not 
e number when the voice message is requested, but 
 played.

ent also functions for incoming external calls if 
d for such a call and if a corresponding entry has 
al or personal phonebook.

nouncement for the Standard Voice Box
uncement will be played. You can change this (1).

n then

.
in menu
ncement is not saved, the previous announcement will 
ed.

iguration
guration of Call Forwarding Unconditional is ended and 
 main menu.

Explanation
3 Deactivate Call Forwarding Unconditional
Call Forwarding Unconditional is switched off. Please note that in this case 
other rules of the Call Routing Manager can be applied.

4 Save a new destination number for Call Forwarding Unconditional
Here you can enter a new destination number and end with '#'. Call 
Forwarding Unconditional to this number is then activated.

5 Display the current status of Call Forwarding
The current status of Call Forwarding Unconditional will be given.

Example:

For the user "John S
directory and this f
Müller has left a vo
only announced th
"Otto Müller.wav" is

The name announcem
the number is signale
been made in the glob

Example:
ts    Remote Inquiry

After each voice message has been played, you have the choice 
of the following options:

Configuration Menu for Call Forwarding Unconditional

But-
ton Explanation

0 Create connection to caller (if the number is known)

1 Repeat the message played

3 Delete the played voice message. The deleting procedure must be 
confirmed with the * key.

9 to the main menu

But-
ton Explanation

0 Activate the Call Forwarding Unconditional to the number from which you 
are currently calling
You will only be provided with this option if SwyxWare has recognized the 
number.

1 Activate the Call Forwarding Unconditional to a destination number.
The Call Forwarding Unconditional to the saved destination number will be 
activated. If no destination number is saved, you will be prompted to enter a 
number.

2 Activate the Call Forwarding Unconditional to Voice Box
The Call Forwarding to your Standard Voice Box will be activated.

Name Announceme
In order to play both 
internal subscribers, t
announcement wizard
the database. Before 
identified based on th
from his personal file
WAV file for every us
name of the user and

6 Record a new an
The current anno
The recording ca
1: be saved
2: be listened to
3: be re-recorded
9. Back to the Ma
If the new annou
continue to be us

9 End remote conf
The remote confi
you return to the

# Help

But-
ton
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22.

 OF THE AUTOATTENDANT
 installation you can indicate whether the AutoAt-
talled.

es the following steps:

 generated with the name "Operator".
ated as examples, "Support" and "Sales". 
ript for the operator desk is then installed.
ript is installed in the SwyxWare directory under 
rator. This can be changed later (22.5.3 Change 
ge 348).

nstalled during the main installation, you can also 
roups "Support" and "Sales" at a later time. The 
ipt takes place via the name of the user or group.

perator using SwyxIt!, you must assign a Windows 
sword to Operator. To do this, open the adminis-
perator" in the SwyxWare Administration.

Authentication" Tab, Page 160.

 in as Operator using SwyxIt!, the Recording Wiz-
t you in recording the necessary announcements. 
ard once again at any time from the menu bar of 
s | Recording Wizard...).

 SWYXWARE UPDATE
are will be performed in a way that your existing 
 unchanged.

s can occur during the update:

. unauthorized dialing in to the telephone system fol-
argeable service numbers), the default setting only 
 dial internal calls. If transfer to external numbers is 
 be sure to protect the script e.g. with the help of a 
Operator Script, Page 348).

Afterwards the caller can make a selection per DTMF entry.

 If no entry is made, the caller will be connected to an operator after 
5 seconds.

 If the caller enters an internal or external number directly, he will be 
put through to this number. This is also true for extension numbers 
that begin with 7, 8 and 9 as long as the caller enters the first two 
numbers of the extension number within 2 seconds.

The first time you log
ard will start and assis
You can start this wiz
SwyxIt! (under Setting

22.5.2 OPERATOR AND
The update of SwyxW
configuration remains

The following situation
ts    Operator (AutoAttendant)

A caller from 00123456789 leaves a voice message for user Baker. In the 
global phonebook, there is an entry for the number 00123456789 under 
the name "Sample Company (Ms. Schmidt)". If you then save a WAV file 
with the name "Sample Company (Ms. Schmidt).wav" in the aforemen-
tioned directory, this will be played when Mr. Baker listens to his voice 
message by Remote Inquiry.

See also https ://help.enreach.com/cpe/latest.version/Client/Swyx/en-
US/index.html#context/help/recording_wizard_$.

5 OPERATOR (AUTOATTENDANT)
There is the option of directly configuring users and groups which are 
required within the company structure, during the SwyxWare installa-
tion.

The script "Operator" serves as the automatic forwarding option: You 
may e.g. receive any general calls to your company via an operator 
desk. Similar to all other users, an internal and an external number may 
be assigned to the operator desk. 

Script Process

First the announcement is played:

"Please enter the extension number or the 7 for Sales, the 8 for Sup-
port, the 9 for automatic dial by name or stay on the line to be con-
nected to an operator." The groups Sales and Support were chosen 
as an example. You can change these at any time (22.5.3 Change 

22.5.1 INSTALLATION
During the SwyxWare
tendant should be ins

The installation includ

 A SwyxWare user is
 Two groups are cre
 The Call Routing sc

This call routing sc
\data\defaults\ope
Operator Script, Pa

If the operator is not i
create this and the g
assignment to the scr

In order to log in as O
user account or a pas
tration for the user "O

See also 11.2.1.2 The "

To prevent misuse (e.g
lowed by transfer to ch
permits an operator to
nevertheless required,
PIN.

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/recording_wizard_$
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22.

Thi

mouse button on the action "Operator" in the list 
ct "Edit Editor Action" in the context menu.
itor will start.

ge the action according to your needs.

E
t of the operator script. This gives the caller the 
hrough to a user, assuming he knows the user's 
 'name.wav' in the user files.

layed first:

ached the automatic dial by name. Please type the 
d subscriber on the telephone keyboard." Here the let-
espond to the 2 button, the letters D, E and F corre-
on, etc.

ill be cancelled upon entry of a DTMF tone. The 
arched after each entry:

users with the entered letters are found, an addi-
ill be prompted.
s are identified, the caller can select from these 

found, the caller will be directly connected to this 

, the dial by name function will be discontinued.
el the name search at any time with ‘#’ and return 
 menu.

see help.enreach.com/cpe/latest.version/GSE/Swyx/
text/help/scripts_$.
If the "Extended call routing" or "SwyxProfessional" option pack has 
been installed, you can edit the operator script.

s is how you change the settings in the operator script
1 To do this, open the Call Routing Manager for the user "Operator" in 

SwyxIt! or in the SwyxWare Administration. 

2 Select the rule "Auto Attendant".
3 Click on the link "Auto Attendant Action" in the description field.

The dialog "Sequence of Actions" opens.

 If two or three user
per DTMF.

 If only one entry is 
user.

 If no entry is found
 The caller can canc

to the dial by name
ts    Dial by Name

The user "Operator" already exists

If there is already a user with the name "Operator", this will not be 
changed and the Call Routing remains the same. The "Operator" func-
tion provided by the "Operator" script will then not work.

The groups "Sales" and "Support" already exist

In this case these will be used by the Call Routing of the user "Opera-
tor".

The names "Sales", "Operator" or "Support" already exist

If other objects (users, SwyxLinks, Phonebook entries, etc) with the 
names "Sales" or "Support" already exist, these groups will not be cre-
ated and the operator will not function.

5.3 CHANGE OPERATOR SCRIPT

Before beginning the update, make certain that there are no user names, 
gateway names, link names or global Phonebook entries with the names 
"Operator", "Support" or "Sales".

You can also create the groups "Sales" and "Support" later using the Swyx-
Ware Administration.

4 Click with the right 
on the left and sele
Graphical Script Ed

5 There you can chan

22.6 DIAL BY NAM
This action e.g. is par
option of being put t
name. It uses the files

Script Process

An announcement is p

"Hello! You have re
name of the desire
ters A, B and C corr
spond to the 3 butt

This announcement w
list of user names is se

 If more than three 
tional letter entry w

For more information, 
en-US/index.html#con

https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/skripts_$
https://help.enreach.com/cpe/latest.version/GSE/Swyx/en-US/#context/help/skripts_$
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22.

22. ecific. As soon as the user draws up his own call 
is call forwarding, a new 'set of rules' is saved for 

rb).

exts for the script examples: 
Employee absent,
Employee vacation, 
Secretariat - no business hours

exts for describing the system functions

efault rule set for new users This is adopted when a new 
ser is created.

ntains the functions for use of the Graphical Script Editor.

ntains the system functions used by Graphical Script 
ditor.

Explanation
tains the rule set for the user. This consists of all activated 
 deactivated rules (*.rse) and actions (*.ase) which are 
layed to this user in Call Routing Manager.

be executed by SwyxServer and contains the executable 
pt which will be generated from the rule set (user_-
k.srb) when Call Routing Manager is closed. This script 
tains all rules and actions generated with the Call Routing 
ager. The rules created with use of the Graphical Script 

or. are stored in the file 'ruleXXX.rse', the corresponding 
cutable script in 'ruleXXXe.vbs'. If actions have been 
ted with use of the Graphical Script Editor., the files 

ionXXX.ase' and 'actionXXX.vbs' have been created. All 
e VBS files are included when call routing is executed.

tains the last selected parameters which are then available 
e drop-down lists of Call Routing Manager.

Explanation
These files are standard in every system. When a user is created, the 
examples could e.g. be made accessible to the user. As soon as a user 
opens and alters such a rule (e.g. saves it again with his parameters), 
the changed script is transferred to the user's rule set (user_book.srb).

Name Explanation
System_V4.3.srb Settings for Rule assistants in the Call Routing Manager

Man
Edit
exe
crea
'act
thes

crmhst.dat Con
in th
ts    The Group "Everyone"

7 THE GROUP "EVERYONE"
SwyxWare creates a group with the name "Everyone" during installation 
and adds all users (except for the user "Conference") to this group. Each 
new user created using the SwyxWare Administration will also be added 
to this group. This allows status signaling to be set up between all mem-
bers of this group (11.2.8 The "Properties…" Dialog: The "Relationships" 
Tab, Page 197).

Updating

If a group called "Everyone" already exists at the time of an update, this 
group will remain unchanged. All new users created using the Swyx-
Ware Administration will also be added to this group.

8 STANDARD SCRIPTS IN THE 
DATABASE
The call routing scripts for the call handling are stored in the database. 
You can display them in the server properties under Files (7.5.10 The 
"Files" Tab, Page 93).

After an installation, the following script files can be found in the data-
base:

System standard files

User files
These files are user-sp
routing rules, or sets h
this user (user_book.s

System_Re-
source_V4.3.srb

T



T

User_De-
fault_V4.3.srb

D
u

Templates_V4.3.vbs co

Functions.vbs co
E

Name
user_book.srb Con

and
disp

callrouting.vbs will 
scri
boo
con

Name
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22.

22.

rings relate to remote inquiries of external voice-
e only possible in block dialing, i.e. before the 
g. with an abbreviated dialing button).

 codes are available:

 (internal only)

tion Description
Initial sequence, which routes a call directly to 
the user. Additional characters are processed by 
the user's script (template.vbs).

 The remote inquiry for the user is activated; the 
PIN is not queried since the user himself is calling 
(from his own device)! Sub-menus of the remote 
inquiry can be reached directly by suffix.

ward-
ondi-
 nnn

 Enable Call Forwarding Unconditional to nnn* .
 If a * is entered instead of nnn, immediate for-

warding to the Voice Box is activated.
Without nnn, Call Forwarding Unconditional is 

deactivated.
ward-
y to 

 Enable Call Forwarding Busy to nnn*.
 If a * is entered instead of nnn, call forwarding 

to the Voice Box is activated when busy.
Without nnn, Call Forwarding Busy is deacti-

vated.
ward-
Reply 

 Enable Call Forwarding No Reply to nnn*.
 If a * is entered instead of nnn, delayed for-

warding to the Voice Box is activated.
Without nnn, Call Forwarding No Reply is deac-

tivated.
ate Call 
ding 
itional

Deactivate Call Forwarding Unconditional

ate Call 
ding 

Deactivate Call Forwarding Busy
of Third Party devices and control of phones via your phone num-
ber). Certain SwyxWare functions can be executed via DTMF function 
codes, independently of SwyxIt!, directly at the connected devices.

 Call Intrusion
These function codes are only used in the context of intrusion on 
external calls (SwyxMonitor option pack required). They are only 
possible in block dialing, i.e. before the handset is lifted (e.g. with an 
abbreviated dialing button).

ing No 
to nnn

##23 Deactiv
Forwar
Uncond

##24 Deactiv
Forwar
Busy
ts    PIN query for conference room (GSE) (kb2377)

9 PIN QUERY FOR CONFERENCE ROOM 
(GSE) (KB2377)
In SwyxWare v4.10 and higher, there is the "Conference" function, with 
the so-called virtual conference rooms. This article describes how you 
can restrict access to a conference room with a PIN query.

0P IN  query  for  co nference  ro om (GSE)  ( kb2377) 
enreach.com/products/support/knowledge-database/article-details/

swyxknowledge/kb2377.html

10 FUNCTION CODES
Within SwyxWare, certain functions can also be started by entering a 
function code. The character string is interpreted and executed as a 
command by SwyxServer.

A differentiation is made between 

 Template Script Code
These character strings are detected and interpreted by the user's 
script template.
Note that these codes can only be used within SwyxWare, and not 
externally.

 CTI+ Code
These DTMF strings are being used in connection with CTI+ (control 

 Feature Codes
These character st
messages. They ar
handset is lifted (e.

The following function

Template Script Code

Code Func
## -

##10 Remote
Inquiry

##20nnn# Call For
ing Unc
tional to

##21nnn# Call For
ing Bus
nnn

##22nnn# Call For

https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb2377.html
https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb2377.html
https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb2377.html
https://www.swyx.de/produkte/support/wissensdatenbank/artikel-details/swyxknowledge/kb2377.html
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all 
ctivate

The active call is put on hold. A switch is made to 
a free line or to another line on hold.
If a call has already been put on hold, it can be 
re-activated by pressing *7.

The currently active call is terminated.

nsfer The active call is connected to the call on hold.

all 
r

The active call will be connected to nnn without 
inquiry. Requirement: You have only one call.
If the connection with the destination subscriber 
cannot be established within 20 seconds, the 
originally received call will be displayed in your 
SwyxIt! as a call on hold. By pressing *7, the call 
on hold can be re-activated.

 DTMF 
tion

The DTMF recognition is disabled. This can be 
necessary in order to send DTMF signals to the 
call partner. Please use the sequence ## for # 
here.

DTMF 
tion

The DTMF recognition is enabled.

tion Description

 connection with SwyxCTI+, the SIP termial devices 
 SIP-INFO.

or using DTMF in connection with : SwyxCTI+ If there 
 and a second call needs to be aborted before being 
MF code cannot be used. In this case, hang up on 
ou'll now receive a call back for the line still on hold, 
e initialized again by entering *7.
*0 Disable DTMF 
recognition

The DTMF recognition is disabled. This can be 
necessary in order to send DTMF signals to the 
call partner. Please use the sequence ## for # 
here.

#0 Enable DTMF 
recognition

The DTMF recognition is enabled.

## Send single # Sends a # as a DTMF code to the caller (transpar-
ent), when the DTMF recognition is disabled.

*3 Starting a 
conference

A conference is started with active callers and 
those put on hold.

The following applies f
is an active call on hold
connected, then the DT
the controlled device. Y
and a second call can b
ts    Function codes

CTI+

##25 Deactivate Call 
Forwarding 
No Reply

Deactivate Call Forwarding No Reply

##70* Call All 
Devices

Regardless of the redirection rules, all logged-on 
terminal devices of the calling user will ring.

##71* Connecting to 
the Voice Box

Regardless of all forwarding settings, the calling 
user is connected to their own Voice Box. He can 
then leave himself a voice message.

##8nnn*ppp
#

Call Forward-
ing Uncondi-
tional from 
nnn

For the user with the number nnn, Call Forward-
ing Unconditional to the calling line is activated. 
The given PIN ppp is checked.

##9nnn# Remote 
Inquiry from 
nnn

The remote inquiry of the user with the number 
nnn is called. The PIN is queried in the Remote 
Inquiry menu.

*. <nnn> stands for extension or external number with public 
line access or in format **44231123456

<ppp> stands for the PIN

Code Function Description

Code Function Description
*7 Hold/C

Swap/A

*8 Exit

*9 Call Tra

*9nnn# Blind C
Transfe

*0 Disable
recogni

#0 Enable 
recogni

Code Func

In order to use DTMF in
must support DTMF via
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*. <nnn> stands for extension or external number with public 
line access or in format **44231123456

<ppp> stands for the PIN

nnn Inquiry menu.
ts    Function codes

Call Intrusion (only possible as block dialing)

Feature Code (only possible as block dialing)

Code Function Description
nnn*24*1# Call Intrusion 

(listening only)
A call that the agent is making with the number 
nnn is intruded in 'listening only' mode.

nnn*24*2# Call Intrusion 
(speak with 
agent)

A call that the agent is making with the number 
nnn is intruded on; the agent can hear the 
intruder.

nnn*24*3# Call Intrusion 
(Conference)

The call that the agent is making with the number 
nnn becomes a conference.

Code Function Description
nnn* 71* Voice Box Calls the Voice Box of user nnn, regardless of the 

selected call forwarding. You can leave a voice 
message directly.

nnn*72* Direct Call Calls the user nnn as a direct call (Intercom), i.e. a 
device of the called person is switched at once to 
output.

nnn*ppp*8* Call Forward-
ing Uncondi-
tional from 
nnn 

For the user with the number nnn, Call Forward-
ing Unconditional to the calling line is activated. 
The given PIN ppp is checked.

nnn*9* Remote 
Inquiry from 

The remote inquiry of the user with the number 
nnn is called. The PIN is queried in the Remote 
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23

23.

Thi

-name> - name of the SQL Server instance on the 
er

pt on the standby system and execute:
pbx -Q "EXEC sp_mergesubscription_cleanup 
t>', 'ippbx', 'ippbx_merge_publ'"
 SQL Server instance, then please use
ndby-host>\<standby-instance-name> -E -d 
C sp_mergesubscription_cleanup '<master-
r-instance-name>', 'ippbx', 
_publ'" 

host name (NETBIOS name) of the master 

e-name> - name of the SQL Server instance on 
Server
- host name (NETBIOS name) of the standby 

-name = name of the SQL Server instance on the 
rver.

 of the registry keys "StandbyType" and 
 the path 
HINE\SOFTWARE\Swyx\IpPbxSrv\CurrentVersion

tion wizard on the former master system that you 
ure as the standard SwyxServer. For the selection 
choose the option "Standard SwyxServer".
On the system with the master SwyxServer, open an input prompt 

under "Start | Run... | cmd", and execute:
osql -E -Q "EXEC sp_replicationdboption 'ippbx', 'merge 
publish', false"

If you use a named SQL Server instance, then please use
osql -S <master-host>\<master-instance-name> -E -Q 
"EXEC sp_replicationdboption 'ippbx', 'merge publish', 
false"

where
 master-host = host name (NETBIOS name) of the master 

SwyxServer

of the server type, 
by SwyxServer    Convert Master or Standby System to a Stand-alone System

STANDBY SWYXSERVER

1 CONVERT MASTER OR STANDBY 
SYSTEM TO A STAND-ALONE SYSTEM
An existing standby installation with a master system and a standby 
system can be converted into an installation with only one SwyxServer.

Please convert only the master system into a stand-alone SwyxServer, 
since the hardware dependency means that new permanent licenses 
have to be requested for the conversion of a standby system.

s is how you convert an existing standby installation
1 Deactivate the database replication.

You need to have administrator rights on the host system to do this.

2 Master System

As of SwyxWare 13, the standby functionality is not available.  
Enreach will be happy to assist you in selecting a suitable high-availability 
solution, see App. L: High Availability Solution for SwyxWare, Page 452

 master-instance
master SwyxServ

3 Standby System
Open an input prom

osql -E -d ip
'<master-hos

If you use a named
osql -S <sta
ippbx -Q "EXE
host>\<maste
'ippbx_merge

where
 <master-host> - 

SwyxServer
 <master-instanc

the master Swyx
 <standby-host> 

SwyxServer
 standby-instance

standby SwyxSe

4 Delete the content
"StandbyServer" in
"HKEY_LOCAL_MAC
\Options"

5 Start the configura
now want to config
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24 wyxFax Server together with the SwyxServer 

yxFax Server within the SwyxWare Administra-

 dispatch in the SwyxWare Administration
 even for fax connections
or fax connections (e.g. forwarding)

 number substitution and therefore the use of 
ast Cost Routing)
 SwyxLink
 from fax devices via VoIP adapters without the 
lephone network (e.g. via SwyxLink or SIP pro-

UIREMENTS
nt of SwyxServer. You will find the current match-
xIt!) on the SwyxWare DVD.

 for SwyxServer and other components, see 4 Sys-
e 35.

ponent of the telephony client SwyxIt!. The com-
ly satisfy the same requirements as for SwyxIt!. 
h.com/cpe/latest.version/Client/Swyx/en-US/

elp/requirements_$.

e appropriate matching (identical) server and client 
Furthermore, it is possible to create a personal telephone book for each 
user. Frequently used fax numbers and recipients can be saved here. 
Alternatively, you can also use Outlook Contacts or the fax addresses 
can be taken directly from a file.

The Advantages of Using SwyxFax Server with SwyxServer

SwyxFax Server is integrated in SwyxServer from Version 7.0. This pro-
vides you with all of the advantages of SwyxWare for SwyxFax users as 
well:

SwyxFax Client

SwyxFax Client is a com
puter must according
See also help.enreac
index.html#context/h
Fax Server    System requirements

SWYXFAX SERVER

Option Pack SwyxFax to send and receive faxes from every 
workstation.

This makes it possible to use the central fax service from any Windows 
computer in a Windows network, in which SwyxWare is installed. Each 
user can be assigned his or her own fax number. Once the SwyxFax Cli-
ent has been installed on the computer, the user can send, receive, for-
ward and manage documents both internally and externally by fax.

It is also possible to send the fax documents you have received to 
another user per email (Faxmail).

SwyxFax Server is a component of SwyxServer. It can be installed on the 
same computer together with SwyxServer, or as a separate service 
within the network. After the installation, a connection to SwyxServer 
will be established to exchange the user parameters, to verify the exist-
ing licenses, and to send or receive faxes. SwyxFax uses the same con-
nection as SwyxServer to public network. If SwyxFax is installed, the 
number of licensed SwyxFax users can use this fax service.

Incoming faxdocuments are received by SwyxFax Server and assigned 
to the corresponding user. If a fax is received on a number, which has 
not been assigned to any user, this document will be forwarded to a 
central distributer, e.g. the system administrator. Each user has a per-
sonal fax inbox, in which the received documents are shown.

 Installation of the S
installation

 Configuration of Sw
tion

 Observation of fax
 Call detail records,
 Call Routing, even f
 Internal telephone

routing records (Le
 Fax connections via
 Connections to and

use of the public te
vider)

24.1 SYSTEM REQ
SwyxFax is a compone
ing client version (Swy

System requirements
tem Requirements, Pag

Please always install th
versions.

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/requirements_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/requirements_$
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24. matically provides its services throughout the 
 environments. No other special supplementary 

orresponding client software for SwyxFax Server. 
talled as a component of the telephony client 

gs on to the SwyxServer. The authentication uses 
ount or user name and password.

ded in SwyxFax Client. This driver enables you to 
 other applications.

t ways to transmit fax documents, e.g. via a Swyx-
ffices or to a terminal adapter within the network.

censed voice channels, which are used by Swyx-
y SwyxFax Server during a transmission.

rs also offer fax transmission over SIP according 
You can find details about this in the Knowledge-

s/sip-provider.html

axes

nts are always in a page-oriented DCX format 
t).

een fax numbers and local recipients (SwyxFax 
ddresses (Faxmail) or printers are defined in the 
forwardings are specified in the properties of the 
.2.2.3 The "SwyxFax Numbers" Tab, Page 174.

d for a specific fax number, the table is used to 
ipient. The user will then see the received docu-
 inbox of his SwyxFax Client or he will receive a 
any other Windows computer in the network. This makes transparent 
network operation possible using a central SwyxFax Server and any 
number of distributed SwyxFax Clients.

All faxes sent and received are managed by SwyxFax Server. SwyxFax 
Client calls the user-specific data from SwyxFax Server, whereby the 
data continue to be stored on the server. Therefore, it is only possible 
to operate SwyxFax Client if the SwyxFax Server is available in the net-
work.

Forward Inbound F

Received fax docume
(multi-page PCX forma

The associations betw
Client), users' email a
forwarding table. The 
individual user. See 11

When a fax is receive
assign the fax to a rec
ment either in the fax
Fax Server    The Basics

2 THE BASICS
SwyxFax is a component of SwyxWare and expands the PBX with the 
option of a central fax service. SwyxFax represents a client/server solu-
tion and it includes the following components:

 SwyxFax Server as central fax server. It receives the fax documents 
and forwards them accordingly. SwyxFax Server is started as a ser-
vice, just like SwyxFax Printer Gateway is started for central print.

 

 SwyxFax Client for the individual users together with the corre-
sponding printer driver.

SwyxFax Server

The SwyxFax Server is installed as a component of SwyxServer together 
on one computer, or as a separated service. All SwyxFax parameters 
are configured in the SwyxWare Administration.

SwyxFax Server is implemented as a service and is automatically started 
when Windows is started. The service is permanently available on the 
machine, even if no user is logged on to SwyxFax Server.

The SwyxFax Server is only contacted by the SwyxFax Client. In doing so, 
the SwyxFax Client can run on the same computer as the server or on 

Please note that within a SwyxWare installation only one SwyxFax Server 
may be present .

SwyxFax Server auto
entire network in LAN
software is required.

SwyxFax Client

SwyxFax Client is the c
SwyxFax Client is ins
SwyxIt!.

The SwyxFax Client lo
the Windows user acc

A printer driver is inclu
easily send faxes from

Fax Transmission

SwyxFax uses differen
Link to other branch o

The ISDN cards and li
Server, are also used b

Some service provide
to the T.38 standard. 
base under

S IP  prov ider 
enreach.com/product

https://www.enreach.de/products/sip-provider.html
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l component for SwyxWare. The licensing of Swyx-
lly on the SwyxServer with the help of SwyxWare 

ng so, the following are licensed: 

xFax users to whom fax documents are delivered 

 channels, i.e. the number of documents to be 
ultaneously.

d further fax channels or SwyxFax users to your 
tallation, you will need a new license key. This 

 in the SwyxWare Administration ( 2 Online 
ge 356).

line Licensing, see 2 Online Licensing, Page 20.

Master key: If this key is set to true, it 
overwrites internally all keys 
mentioned here with true, so that 
SpanDSP is no longer used

false

Description Default value

are configured than there are licenses for SwyxFax 
x Server no longer starts. The message will be added 
ax Server failed to start within 3 minutes. It keeps try-

essage was:  License check failed (FaxChannel 
icenses: X/Z)". 
 the extra user fax numbers.
(set if value ≠0)
DisableSpanDspG711Rx SpanDSP is not used for receiving 

faxes via G.711 protocol
false

DisableSpanDspG711Tx SpanDSP is not used for receiving 
faxes via G.711 protocol

false

DisableSpanDspT38Rx SpanDSP is not used for receiving 
faxes via T.38 protocol

false

DisableSpanDspT38Tx SpanDSP is not used for receiving 
faxes via T.38 protocol

false

For information on On

.

to the eventlog "SwyxF
ing to start. Last error m
Licenses X/Y; FaxUser L
In such a case, remove
Fax Server    Licenses

Faxmail or will receive the document as a printout from a defined 
printer.

Faxmail

The fax documents you receive can also be delivered as a file per email. 
This requires that a corresponding SMTP mailserver is permitted for 
forwarding emails of the SwyxFax Server. SwyxFax Server takes the rele-
vant parameters from the SwyxServer.

Fax stack

From SwyxWare Version 12.40 onwards, the existing fax stack will be 
replaced by a new stack by default in order to offer a future-proof Swyx 
Fax solution. The SpanDSP library from www.soft-switch.org is then 
used.

However, if you want to continue using the old fax stack, you can set 
this via the Windows registry. To do this, you must create the corre-
sponding keys under "HKEY_LOCAL_MACHINE\SOFTWARE\Swyx\IpPbx-
FaxSrv\CurrentVersion\Options" and set them to true.

Please note that document printing is only available within a domain envi-
ronment.

Key 
(Reg_DWORD value 32-bit) Description Default value

24.3 LICENSES
SwyxFax is an optiona
Fax takes place centra
Administration. In doi

 the number of Swy
and 

 The number of fax
sent or received sim

If you would like to ad
original SwyxFax ins
license key is added
Licensing, Page 20., Pa

DisableSpanDsp

Key 
(Reg_DWORD value 32-bit) 

(set if value ≠0)

If more SwyxFax users 
users, then the SwyxFa
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24.

24.

Thi

lls, Page 81. You can then halt the service in the 
services (e.g. likewise in the MMC application). 

" TAB

yxFax are made on this tab.

rmation

puter running the "SwyxFax Server" service is 
e is only displayed if SwyxFax Server is active.

 Interval

me range after which the SwyxFax Server updates 
ments. Thus, if a SwyxFax Client sends a fax docu-
context menu.
3 Select "Properties".

You can now configure the settings for SwyxFax as described below.
By clicking on "OK", any changes made will be implemented after 
closing the settings. There is no need to halt or restart the SwyxFax 
Server service.
In order nonetheless to restart SwyxFax or other services after a 
configuration, you can prevent new calls and logins. Existing 
connections can be completed without disturbance. See  How to prevent 

General settings for Sw

SwyxFax Server info

The name of the com
entered here. The nam

Send Queue Polling

Here you define the ti
the queue of fax docu
Fax Server    Install SwyxFax Server

4 INSTALL SWYXFAX SERVER
SwyxFax Server is installed / uninstalled as a component of SwyxServer. 
See 5.4.1 SwyxWare - Run Setup, Page 48.

The SwyxServer Configuration Wizards undertakes an initial configura-
tion of the necessary parameters for SwyxFax Server. See 5.4.2 Config-
uring SwyxWare, Page 49.

Please note that local administrator privileges are required for the 
installation. If SwyxFax Server is installed as SwyxServer on some other 
computer, the installation and configuration must be carried out under 
a user account which is a member of the group "SwyxWare administra-
tors" on the SwyxServer computer.

5 CONFIGURING SWYXFAX SERVER
If SwyxFax Server is installed, you can use SwyxWare Administration to 
change the SwyxFax settings, to display a list of the fax documents on 
the server and to observe the state of the fax channels. 

s is how you start the configuration of SwyxFax
1 Open the SwyxWare Administration and establish the connection to 

the SwyxServer.
See 7.1 Registration on SwyxWare Administration, Page 75.

2 Click the SwyxFax entry with the right mouse button to open the 

new logins and new ca
administration of the 

24.5.1 THE "GENERAL
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24.

er page in the file system , or delete the file in 

age in the database, you can search here for an 
he TXT file will be saved into the database (cate-

") and can be used as cover page by all users. See 
Page 93.

ver page, you can enter information concerning 
nt, as well as other information such as the page 
s variables. This information is then replaced by 
You can use the following variables:

Explanation
Sender's company

Sender's name

Sender's address

Sender's department

Sender's email address

Sender's phone number

Sender's fax number

Recipient's company

Recipient’s name

Recipient's address

Recipient's department

Recipient's email address

Recipient's phone number

Recipient's fax number

Date

Number of pages

Short message
With the help of this dialog, you can set the page format, font and font 
size, and the headers and footers for the cover page.

Cover Page Template

The provided 'cover.txt' file is a template for the cover page and will be 
saved in the database. 

By selecting , the file is saved and then displayed, provided a suita-

ble program has been specified in the Windows configuration. You can 

<To.Postal>

<To.Dept>

<To.Email>

<To.Voice>

<To.Fax>

<Date>

<Pages>

<Message>
Fax Server    Configuring SwyxFax Server

ment, it will be added to the queue and processed by SwyxFax Server 
after the next refresh interval at the very latest.

5.2 TAB "COVER PAGE"

also just store the cov

the database .

To save a new cover p
existing TXT file . T

gory "Fax Cover Pages
7.5.10 The "Files" Tab, 

When creating the co
the sender, the recipie
number or the date a
the appropriate data. 

Variable
<From.Company>

<From.Name>

<From.Postal>

<From.Dept>

<From.Email>

<From.Voice>

<From.Fax>

<To.Company>

<To.Name>
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" TAB

ion of creating an automatic report on all incom-
xes.

hether an overview of all received and sent faxes 
 on which journal printer they should be printed.

ent printing is only available within a domain envi-
Print Journal

Here you can define w
should be created and

Please note that docum
ronment.
Fax Server    Configuring SwyxFax Server

Margins

Here you can define the width of the margins in centimeters for the 
cover page. This setting is applied for the display of the title page.

Font

"Select Font…" is used to define the font, the size and the typeface. This 
setting is applied for the display of the title page.

Graphic (PCX files)

You can insert graphics such as the company logo in the header or the 
footer of the cover page. In order to do this, you must have a PCX file in 
black-white display (monochromatic) with a maximum pixel size of 1768 
x 2200 pixels (breadth x height). In our experience, the best size is 800 x 
200 pixels.

By selecting , the file is saved and then displayed, provided a suita-

ble program has been specified in the Windows configuration. You can 

store the graphic in the file system  , or delete the file in the data-

base  . 

To save a new graphic in the database, you can search here for an exist-
ing PCX file . The PCX file will then be saved into the database (cate-
gory "Fax Cover Graphics") and can be used as footer or header for the 
cover page.  See 7.5.10 The "Files" Tab, Page 93.

24.5.3 THE "JOURNAL

You also have the opt
ing and/or outgoing fa
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24.

ecifically define the transmission parameters of 

on speed (Bps) either the maximum possible or a 
an select from the dropdown list. SwyxFax sup-
es of up to 14400 bits/second.

)

 also select the broadcast level from a dropdown 

" TAB
Fax Server    Configuring SwyxFax Server

Print Options

Define the time of the journal printout. The following options are availa-
ble:

 Daily printout upon entry of a specific time.
 Weekly printout upon entry of a day of the week and a specific time.
 Printout after transmission/receipt of the number of fax documents 

entered here

Journal Printer

Here you select the printer to be used to print the journal reports. 

5.4 THE "PARAMETERS" TAB

Here you can more sp
SwyxFax Server.

Speed

Define the transmissi
low rate, which you c
ports transmission rat

Broadcast Level (dB

Furthermore, you can
list.

24.5.5 THE "HEADLINE
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T REPORTING" TAB

her the user should receive a transmission confir-
cessful fax transmission. In addition, you define 
 decide to manage successfully transmitted faxes 
lder and failed fax transmissions in the "Error 

ds "Allow user to keep sent faxes in "Sent Faxes" 
er can keep failed faxes in "Error Faxes" folder", 
option to decide whether successful or faulty fax 
 be managed in the folders available in SwyxFax 
used on the cover page. This setting is applied for the display of the 
header.

whether the user may
in the "Sent Faxes" fo
Faxes" folder.

Client Options

If you activate the fiel
folder" and "Allow us
you give the user the 
transmissions should
Client.
Fax Server    Configuring SwyxFax Server

Define the header for the fax documents. This will appear each time a 
fax is sent and on each faxed page. 

In the default setting this line has the following format:

<CurDate> <CurTime>|To: <To.Name> <To.Fax> From: <From.Sta-
tion-Id>|S.<CurPage>/<Pages>

You can add a text here and make use of additional fields, which will be 
substituted with the current value during transmission. Select these 
fields from the drop-down list:

Font

"Select Font…" is used to define the font, the size and the typeface to be 

Variable Explanation
<CurDate> current date

<CurTime> Current Time

<To.Name> Recipient’s name

<To.Fax> Recipient's fax number

<From.Name> sender's name

<From.Fax> Sender's fax number

<From.StationId> Sender's Faxstation ID

<CurPage> Current page

<Pages> page number

24.5.6 THE "TRANSMI

Here you define whet
mation after each suc
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 email as a file. You can define the format for the 
ats include:

achments)

mation per Print

x "Print confirmation to:" and select the printer. 
 the printout. Decide whether just the transmis-
ransmission parameters and the first page of the 
ion parameters and the entire fax should be 

 selection with "OK". 
 Number of Pages
 Attempts
 Duration of Transmission
 Remote Station ID
 Resolution
 Speed
 Transmission Status

If you select "Transmission parameters and the first page" or "Trans-
mission parameters and the entire fax", the first page or the entire fax 
Fax Server    Configuring SwyxFax Server

When the field "Allow user to attach entire fax to the email send confir-
mation" is activated, you allow the user to decide whether he or she 
would like to attach the entire fax to an email transmit confirmation.

Transmit Confirmation of Error-Free Fax Transmissions

Here you define whether a transmit confirmation should be sent per 
email after a successful fax transmission or if a printout should be gen-
erated.

Transmit Confirmation via E-mail

Activate the checkbox "Send E-mail confirmation:". Enter the email 
address to which the transmit confirmation should be sent. Define the 
content of the e-mail. Decide whether just the transmission parame-
ters, the transmission parameters and the first page of the fax or the 
transmission parameters and the entire fax should be sent.

Transmission parameters include:

 Sender ID
 Recipient ID
 Recipient’s name
 Send Time

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

will be attached to an
file attachment. Form

 TIFF or
 PDF and
 TIFF and PDF (2 att

Fax Transmit Confir

Activate the checkbo
Define the content of
sion parameters, the t
fax or the transmiss
printed. Confirm your
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24. on "Write log into Text File", you specify here the 
ectory in the file system for saving the call detail 
erver. If necessary, you can limit the file size (100 
maximum file size is exceeded, a new file with the 
nter will be created and filled.

 files that are written by the fax components dur-
races, Page 373.

ENTS ON THE SERVER
 stored in the file system or in the database. The 
ecified by the Configuration Wizards during the 
Fax Server (see step (27), "Memory location for 

lation).

 this memory location later, please start the Con-
in ( This is how you configure SwyxWare, Page 49).

pt for a fax fails, SwyxFax Server can make multi-
mit the fax. The number of repeats is set by the 
yxFax Client.

f the faxes in SwyxFax Administration, please 
 context menu.

ssing personal data, observe the respective applica-
n regulations.

e deleted automatically from the data base. In order 
protection regulations, it may be necessary to delete 
ies manually.
file.

While SwyxFax Server is active, and after activation in administration, 
information concerning all activities of SwyxFax Server (similarly to the 
call detail records) is written to the file 'activity.log'.

If you don't want any recordings, please enable "no protocol".

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

If the first send attem
ple attempts to trans
sending user in the Sw

Updating
To update the view o
select "Refresh" in the
Fax Server    Fax Documents on the Server

5.7 TAB "PROTOCOL"

SwyxWare Saves information about established connections (itemized 
call records) in a similar format as the "Call Detail Records" into a text 

If you choose the opti
file name and the dir
records for SwyxFax S
– 32000 Kbyte). If the 
same name plus a cou

For an overview of all
ing operation, see 24T

24.6 FAX DOCUM
Fax documents can be
memory location is sp
configuration of Swyx
the  files" in the instal

If you want to change
figuration Wizards aga

When saving and proce
ble legal data protectio

Personal data cannot b
to meet the valid data 
the corresponding entr
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CUMENTS
inistration under "SwyxFax | Stored Fax Docu-

verview of all faxes which

fter a given number of repeats.

mpt for a fax fails, SwyxFax Server can make mul-
ransmit the fax. The number of repeats is set by 
 the SwyxFax Client.

oved or reactivated here. Furthermore, you can 
ation for each fax document.

ssing personal data, observe the respective applica-
n regulations.
Refresh View

If you would like to change the refresh interval, select "View | 
Options…" and enter the time interval between two updates in seconds.

The periodic update of the "Active fax documents" view will be disabled in 
more than one thousand active documents.
Fax Server    Fax Documents on the Server

Properties of the list "Active Fax Documents"

You can adapt the refresh interval for the list display here to suit your 
needs.

24.6.1 STORED FAX DO
In the SwyxWare Adm
ments", you have an o

 were received
 were sent or
 could not be sent a

If the first send atte
tiple attempts to t
the sending user in

All fax jobs can be rem
also open detail inform

When saving and proce
ble legal data protectio
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24.
ight the corresponding fax in the "Stored Fax Doc-
ntext menu of the highlighted fax document, click 

F A FAX JOB"
ut an individual job, highlight a job and choose 
text menu.

s will be described below.

nformation only. You do not have the option of 
ameters.
To reactivate a paused fax (status: "Paused"), highlight the correspond-
ing fax in the list "Active Fax Documents" and click in the context menu 
on "Resume". The highlighted fax will be sent once again.

You can only resume fax jobs that are in the "Active fax documents list" 
and have been paused.
Fax Server    Fax Documents on the Server

6.2 EDITING FAX DOCUMENTS
The fax documents in the lists can be further edited. To do so, open the 
document's context menu (right mouse button) and choose the rele-
vant entry.

Depending on the status and processing state, you can suspend, 
resume, delete or reactivate documents.

Delete fax documents
To delete fax jobs, highlight the entries in the list. Then, open the con-
text menu and click on "Delete". A single job will be deleted; for multiple 
documents, the delete will have to be confirmed again.

Pause
If you want to pause a fax, highlight the relevant job in the list and click 
in the context menu on "Pause". The highlighted fax will be stopped.

You can only pause fax documents, which are in the "Active fax docu-
ments" list and have not been sent yet.

Resume

Please remember that faxes that are deleted in SwyxFax Server are no 
longer available to the associated user in SwyxFax Client.

Reactivate
To re-send a fax, highl
uments" list. In the co
on "Reactivate".

24.6.3 PROPERTIES O
To obtain details abo
"Properties" in the con

The corresponding tab

These details provide i
changing the listed par
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24.6
ot be changed.

"PROPERTIES": "SEND OPTIONS" TAB

nly available for sent documents or those to be 

nt priorities when creating a fax job. The priority 
ormal) are available.
sending or receiving are displayed.

Sender / Receiver

Here you will find information on both the sender and the recipient:

 Name
 Number

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

This information is o
sent.

Priority

You can assign differe
levels 1 (high) and 0 (n
Fax Server    Fax Documents on the Server

.3.1FAX DOCUMENT "PROPERTIES": "GENERAL" TAB

Here you will find information on the sender and recipient of the high-
lighted fax job.

The Job ID, owner (SwyxWare user name), a description and the time of 

 Fax Station ID

This information cann

24.6.3.2FAX DOCUMENT 
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24.6

ther a fax has already been read (email delivery 
has already been sent, whether it is waiting to be 
ror has occurred.

f pages in this fax.

nd attempts.

ssion time or the time to the next send attempt.

ission attempt was started.

 which the last transmission attempt was started.

ELS
ted and configured in the SwyxWare Administra-
he channels individually or several together and 
 corresponding properties.

t you can only create as many fax channels as are 
er (fax channel = voice channel + fax channel 
nel license is simply the expansion of an existing 

smission or the reception of the fax occured, the 
 more detailed information.
In this dialog you can check the status of the highlighted fax document.

24.7 FAX CHANN
Fax channels are crea
tion. You can create t
afterwards change the

Please remember tha
licensed in SwyxServ
license). The fax chan
Fax Server    Fax Channels

Repetitions

If it was not possible to transmit a fax, you will see the number of retry 
attempts undertaken if a transmission error occurred.

Interval

The interval (in seconds) is the time period between a failed transmis-
sion attempt and the next transmission attempt.

Scheduled time

Scheduled time for sending a fax.

.3.3FAX DOCUMENT "PROPERTIES": "STATUS" TAB

Status

Here you will see whe
also counts as read), 
sent or whether an er

Pages

Displays the number o

Attempts

Lists the number of se

Duration

Lists the total transmi

Last attempt time

When the last transm

Last attempt speed

This gives the Bps with

If problems during tran
field "Info" will provide
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of fax channels. A fax channel wizard will appear 
 install the fax channels, and which will prompt 
ters, such as the fax station ID. After you have 
ax channels appear in the "Channels" list.  

w fax channel
dministration tree structure, open the entry 

u of  "Channels", select "Add Channel...".
zard appears.

is channel should only receive or send faxes or 

which should be transmitted to the sending fax 
tion when a fax is received. The canonical format 
here, e.g. +44 1234 567890.

n:
 to which the SwyxFax Server should react. You 
umbers or number ranges separated by a 
0-199; 356; 401). 
le the "Use channel for all calls" option. 

mber
rnal fax number that will be used for outgoing 
 Client has configured "Use channel default".

nnels:
x channels you would like to create with the given 
x channel wizard offers you the maximum 
f licensed channels.
You can adapt the refresh interval for the list display here to suit your 
needs.

Add
Start the SwyxWare Administration and enter all of the license keys for 
the fax channels in SwyxServer (24Licenses, Page 356). Then add the 

Click on "Next>".

6 Internal default nu
Select here an inte
calls if the SwyxFax

7 Number of fax cha
Enter how many fa
parameters. The fa
possible number o
Click "Finish".
Fax Server    Fax Channels

voice channel into a fax channel, and does not offer a license for an 
independent additional channel.

Updating
To update the view of the faxes in SwyxFax Administration, please 
select "Refresh" in the context menu.

Parameters of the list "Fax Channels"

appropriate number 
which will help you to
you to enter parame
made all settings, all f

This is how you create a ne
1 In the SwyxWare A

SwyxFax.

2 In the context men
The fax channel wi
Click on "Next>".

3 Operating steps:
Indicate whether th
both.
Click on "Next>".

4 Faxstation ID:
Enter the number, 
device as identifica
is usually selected 
Click on "Next>".

5 Channel Reservatio
Enter the numbers
can enter several n
semicolon. (e.g. 10
Alternatively, enab
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24.

" TAB

 to configure the general information of the fax 

ation

hannel can be changed. Make sure that the name 
tion, you can insert supplementary comments 

is channel / Send faxes on this channel

whether the selected fax channel should only be 
eceive faxes. In order to achieve optimal availabil-
Fax Channel Inform

The name of the fax c
is unique. As descrip
here.

Receive faxes on th

Here you can decide 
used to send and/or r
Fax Server    Fax Channels

The desired number of fax channels will be created. A corresponding 
list will appear in the "Channels" window.
You can still change all parameters of a fax channel later (24.7.1 Fax 
channel properties, Page 369).

Remove
If you would like to remove a fax channel, highlight the corresponding 
fax channel in the "Channels" window and select "Remove" in the con-
text menu. The highlighted channel will be removed from the list.

7.1 FAX CHANNEL PROPERTIES
This dialog helps you to configure the various parameters for the high-
lighted fax channel.

The values entered always refer to the highlighted fax channel. You can 
configure the fax channels individually.

The data, which you have entered when creating these fax channels, 
were applied as the default setting. You can still change these values 
here.

24.7.2 THE "GENERAL

This tab can be used
channel.
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pty, this channel will react to all fax extensions.

rated by semicolons can be entered here.

2;205", SwyxFax will react to the numbers 100, 101, 

 Calls

ult number here. This number will be signaled to 
k when sending a fax. This default number is only 
lient has configured "Use channel default". Please 
 already assigned fax number.

al fax channel, highlight the relevant fax channel, 
 Reset" in the menu. If you want to reset all chan-
ax Server service.

DING AS FAXMAIL OR 
CUMENT

e delivery of fax documents via e-mail. SwyxFax 
erver that SwyxServer uses to send voice mes-
o enter the email addresses for forwarding in the 

ssing personal data, observe the respective applica-
n regulations.

o all fax documents that a user receives, regardless 
s different fax numbers.
This dialog can be used to define the number to be signaled externally.

Fax Station ID

Enter here the number that the SwyxFax should transmit to the sending 
fax device when it receives a fax.

Reserve Channel for internal numbers

Here you can enter the fax extensions or ranges to which this fax chan-
nel should react, both when sending and receiving faxes. Please use 
only valid, i.e. already assigned fax numbers.

user administration.

When saving and proce
ble legal data protectio

Fax forwarding refers t
of whether this user ha
Fax Server    Fax forwarding as Faxmail or printed document

ity, you can assign a number of channels for fax reception only, for 
example.

The "Numbers" Tab

If this field remains em

Several numbers sepa

Example:

If you enter "100-10
102 and 205.

Use Channel for All

Enter the internal defa
the telephone networ
used if the SwyxFax C
use only a valid, i.e. an

Clear
To restart an individu
and select "Channel |
nels, restart the SwyxF

24.8 FAX FORWAR
PRINTED DO
SwyxFax supports th
uses the same mail s
sages. You only have t



Swyx 371

Thi

 Numbers" tab.

 fax forwarding...".
rdings" appears.
<Sender's number>-
<Sender's name>, if this can be resolved.
<File format PDF or TIFF>

s is how you configure forwarding as Faxmail
1 Open the user list.

2 Open the user properties in the context menu.
The user's administrator properties open up.

3 Select the dialog  "Numbers...".
Fax Server    Fax forwarding as Faxmail or printed document

Format of the Faxmail

The Faxmail contains not only the sent document as an attachment, but 
also information about the document in the subject line and in the text 
of the email.

 Subject line
Fax from Station <Sender's number> (<Sender's name>, if this can 
be resolved)

 Email text
The email text contains detailed information on the fax procedure:
Sender information

Number, name, (if this can be resolved) and the transmitted 
Faxstation ID.

Recipient information, e.g. the destination fax number
Information about the transmission process

Date (dd.mm.yyyy hh:mm), number of pages, duration of 
transmission process (mm:ss), the resolution (in dpi), the 
speed (baud rate, internal fax), the status (e.g. receive errors, 
successful transmission)

 Name of the attached file
The attached file has a name which is composed from several 
parameters and is thus unique, so that the document can be stored 
directly under this unique name.

faxdoc-
<Date in format ddmmyy>-
<Time in format hhmm>-

4 Go to the "SwyxFax

5 Click on "Configure
6 The tab "Fax forwa
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ion if you want every fax to this fax extension to 
 printer too. It is also possible to specify multiple 

 by clicking on "OK".

ed to an email can be TIFF or PDF files. These files 
ned by the programs (Windows Photo and Fax-
fice Document Imaging) which are included in the 
 operating systems. To open PDF documents you 
at Reader. You will find it on your SwyxWare DVD.

e saved as DCX files within SwyxFax. SwyxFax Cli-
Client viewer for displaying these documents.

AGE
e option of adding forms, such as letterhead, to 
fore they are sent. These are graphics files, which 
base and which are added to the fax when it is 

ent letterheads for the first page (after the cover 
ional page of the fax. In SwyxFax Client you can 
rheads present in the database.

ored as a PCX file in the database, in the category 
7.5.10 The "Files" Tab, Page 93.

r fax sent by email, you have to use the internet 
resses, i.e. the address must contain the "@" symbol.

g only by email for a user, the fax will be deleted 
er management after it is transferred to the email 
 SwyxFax Client
In this case the fax document is stored on the SwyxFax Server, 
and can be retrieved by the SwyxWare user with the help of the 
SwyxFax Client.

 Email with fax attachment
Enter the email address (e.g. "user@company.com") to which a 
Faxmail should be sent.
Select the format of the email attachment. The fax document can 
be attached to the email in TIFF and/or in PDF format. If you select 
"TIFF and PDF", the email will include two attachments.

 Printing

are stored in the data
sent.

You can choose differ
page) and each addit
choose from the lette

The forms must be st
"Fax Letterhead". See 
Fax Server    Form Storage

7 Choose the forwarding type. You can also select multiple options:

Activate this opt
be output to the
printers here.

8 Confirm your input

Fax documents attach
are automatically ope
viewer or Microsoft Of
Windows 2000 and XP
will need Adobe Acrob

The fax documents ar
ent uses the SwyxFax 

24.9 FORM STOR
SwyxFax offers you th
the fax documents be

If you want to have you
notation for email add

If you define forwardin
from the SwyxFax Serv
server.
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Thi

 is active, information regarding the operation will 
 per  defaul t ,  E .5  Traces  of  the  SwyxWare 

XX (at error level per default)
ages of the SwyxFax Printer Gateway, and thus 
inter log' from now on. 
le on the PC on which the 'SwyxFax Printer Gate-
 started, in the directory "C:\Program-
.
t error level per default)
ges of the SwyxFax Server.
e on the PC on which the 'SwyxFax Server Printer 

is started, in the directory "C:\Program-
.

formation regarding all SwyxFax Server activities 
). 
ettings for this Report file in the properties of 
.5.7 Tab "Protocol", Page 363).

DMP files as a reflection of the current memory. 
e on the PC on which the 'SwyxFax Server ' service 
rectory "C:\ProgramData\Swyx\MemoryDumps".

INTER GATEWAY
or more printers in the Fax forwarding table as 
are assigned to a printer are processed by a sepa-
"SwyxFax Printer Gateway".

ssing personal data, observe the respective applica-
n regulations.
8 Then select the format "PCX" and save the displayed page. The 
"Export" function always saves the currently displayed page only.

9 The PCX file created can be saved into the database (category "Fax 
letterhead") If you don't activate the option "Private", this template is 
available to all SwyxFax Client users as a form.  See 7.5.10 The "Files" 
Tab, Page 93.

 MemoryDumps
Here you will find 
You will find this fil
is started, in the di

24.11 SWYXFAX PR
You can specify one 
recipients. Faxes that 
rate Windows service 
Fax Server    Traces

Format of the Letterhead Files

The PCX graphics must have a resolution of 1728x2338 and can have 
two colors. You can create such a PCX file using a graphics program (e.g. 
Irfan View). Alternatively, the following provides a description of how 
you can create such a file with the help of the SwyxFax Client.

s is how you create a letterhead
1 Design a new letterhead in an application (for example, Microsoft 

Word).
Make certain that the letterhead has the DIN A4 format because 
otherwise you will have problems applying it to the documents to be 
sent.

2 Print the document you have created from this application and 
select the printer "SwyxFax".
The SwyxFax Client Send dialog will be opened.

3 Deactivate the option "Send Cover Page" and enter your own fax 
extension in the "Fax" field and send the fax.

4 In a moment (refresh interval), the sent fax will appear in your fax 
inbox of your SwyxFax Client.

5 Highlight the fax in the fax inbox and open the context menu (right 
mouse button).

6 Select "Export…".
The "Export Fax…" window will open.

7 Display the page you created as a letterhead and select "Export…".

24.10 TRACES
While SwyxFax Server
be wr i t ten  in  f i les
Services, Page 423.

 IpPbxFaxPrtGate-X
contains the mess
replaces the file 'pr
You will find this fi
way' service is
Data\Swyx\Traces"

 IpPbxFaxSrv-XXX (a
contains the messa
You will find this fil
Gateway' service 
Data\Swyx\Traces"

 activity.log
This file contains in
(Call Detail Records
You will find the s
SwyxFax Server (24

When saving and proce
ble legal data protectio
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24.
Word). To do this, create the letter as a Word document and enter 
defined serial print fields instead of an address. For more information 
on this, please refer to the documentation for the Microsoft application.

This function allows you to create and send serial faxes in SwyxFax Cli-
ent. 

Please refer to help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-
US/index.html#context/help/print_fax_$ for information on how to 
print serial faxes with SwyxFax Client. 
Fax Server    Printing serial letters with SwyxFax Client

This service is an independent component and is installed as default on 
the SwyxFax Server computer during installation, and automatically 
started in a restart. It regularly checks for print jobs from SwyxFax 
Server. These are executed and then removed from the fax job list. 
Therefore, print jobs are only visible for a short time in the SwyxFax 
Administration.

If for some reason the print job cannot be executed, for example 
because the SwyxFax Printer Gateway does not have access to the 
defined printer, the print job will be given the "Error" status and will 
remain in the fax job list.

User account of the SwyxFax Printer Gateways

SwyxFax Printer Gateway usually logs in using the user account in which 
the SwyxFax Server service is started. This user must therefore also 
have access rights for all of the printers required.

Alternatively, the configuration of the SwyxFax Printer Gateway can be 
changed so that it logs in under a different user account. To do this, 
start the configuration wizard and enter a different user account, which 
thus gains the necessary access rights. 

12 PRINTING SERIAL LETTERS WITH 
SWYXFAX CLIENT
You can print serial letters from a Microsoft Office application (e. g. 

https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/print_fax_$
https://help.enreach.com/cpe/latest.version/FaxClient/Swyx/en-US/#context/help/print_fax_$
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25

 SWYXCTI+ WITH A THID 
E

 party device can be authorized within the user 
 registration. There, you can authenticate SIP 

+ with a third party phone
e user list with the right mouse button.

 in the context menu and click on 

 logon via SIP" option in the "SIP" tab and enter 
r name and SIP password into the respective 

inal server environment is only useful, if SwyxIt! is 
In order to achieve this, a registry key must be set. 
 please refer to the knwoledge database 

net/hc/en/articles/360000022140-How-to-force-use-
If you use SwyxCTI+ in combination with SwyxWare for DataCenter, you 
have to activate "SwyxCTI" and "SwyxCTI+" in the standard feature profile.

In column "CTI+" of SwyxWare Administration user list, you can see if CTI+ is 
configured for a user. The number of users cannot be bigger than the num-
ber of available SwyxCTI+ licenses.
CTI and SwyxCTI+    Authorize SwyxCTI+ with a thid party phone

SWYXCTI AND SWYXCTI+

With SwyxIt! in CTI mode (CTI SwyxIt!), you can control phones from 
your computer.. 

With SwyxCTI the following options are available:

 CTI SwyxIt! controls a SwyxPhone
 CTI SwyxIt! on a terminal server controls SwyxIt!

Additionally, the SwyxCTI+ option contains the following func-
tions:

 CTI SwyxIt!  controls a third-party telephone, such as a DECT tele-
phone

 CTI SwyxIt! controls an external telephone via its call number

See also help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/phonecontrol_cti_$.

You need an appropriate license for the use of the SwyxCTI+ option.

25.1 AUTHORIZE
PARTY PHON
SwyxCTI+ with a third
properties or the SIP
devices for the user.

How to authorize SwyxCTI
1 Click an entry in th

2 Select "Properties"
"Administration...".

3 Activate the "Allow
SIP User-ID, SIP use
fields.

Using SwyxIt! in a term
operated in CTI mode. 
For further information
HOW TO: service.swyx.
of-CTI-in-SwyxIt-Client

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonecontrol_cti_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonecontrol_cti_$
https://service.swyx.net/hc/de/articles/360000022140-Wie-man-die-Verwendung-von-CTI-im-SwyxIt-Client-erzwingt
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option, SIP devices are no longer able to perform 
 as on hold, call swap, call transfer, and start or pick 
r, some of these functions can be set via function 

 Code (only possible as block dialing), Page 351 for 
 using DTMF strings with CTI+.
now listed among the used devices. 
If the entry is not visible, the service has not been started or not enough 
SwyxCTI+ licenses are available. Check the entries in the Eventlog. Please refer to  Feature

further information on
CTI and SwyxCTI+    Authorize SwyxCTI+ with a thid party phone

 

4 Activate "Use SIP devices as system phone" to authorize SwyxCTI+ 
with a third party device.

5 Click on "OK" and again on "OK".
Under the "Devices" tab in the user properties, the entry "CTI+ (SIP) is 

After activation of this 
special functions, such
up second call. Howeve
codes.
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Permissions:", activate the option "Enable CTI+ for 
by its number".

" tab in the user properties, the entry "CTI+ 
ted among the used devices.
isible, the service has not been started or not 
icenses are available. Check the entries in the 

 

 Code (only possible as block dialing), Page 351 for 
 using DTMF strings with CTI+.
Please refer to  Feature
further information on
CTI and SwyxCTI+    Authorize SwyxCTI+ with external phone via its number.

2 AUTHORIZE SWYXCTI+ WITH 
EXTERNAL PHONE VIA ITS NUMBER.
SwyxCTI+ with an external phone via its number can be configured in 
the user properties on the "Rights" tab.

This option is disabled by default, as an activation would significantly 
increase resource consumption (e.g. memory usage, start and stop 
behaviour.

 to authorize SwyxCTI+ with an external phone via its number.
1 Click an entry in the user list with the right mouse button.

2 In the context menu, select "Properties" and click on the "Rights" tab.

3 Under "Functional 
an external phone 

4 Click on "OK".
Under the "Devices
(number) is now lis
If the entry is not v
enough SwyxCTI+ l
Eventlog. 
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so deliver calls to this number when SwyxIt! is not 
itched off" you ensure that incoming calls are 

xternal phone independently from SwyxIt!, even if 
e user is shut down or CTI is deactivated. 

gain on "OK".

g with the number of an external phone.
e user list with the right mouse button.

 in the context menu and click on "Numbers".

airing with a number, which is assigned to the same 
sible.
4 Click on "OK" and a

How to change a CTI pairin
1 Click an entry in th

2 Select "Properties"

Please note that a CTI p
user account is not pos
CTI and SwyxCTI+    Authorize SwyxCTI+ with external phone via its number.

2.1 CONFIGURE A  CTI PAIRING TO THE NUMBER OF 
AN EXTERNAL PHONE
The user can enter a phone number in SwyxIt!, with which he/she wants 
to control an external phone. It is also possible to enter this number in 
the SwyxWare Administration, so it is already available in the SwyxIt! CTI 
d ia lo g ,  when the  use r  s ets  up  the  CT I  pa i r ing . 
These two entry options are equal, i.e. deleting a number in the SwyxIt! 
CTI dialog will also delete the number in SwyxWare Administration. 

 to create a CTI pairing with the number of an external phone.
1 Click an entry in the user list with the right mouse button.

2 Select "Properties" in the context menu and click on "Numbers".
3 Click on the "CTI+" tab and enter the number of the external phone 

into the entry field.

If a number of an external phone is assigned to the user, which has been 
previously assigned to another user as a CTI pairing, the first user immedi-
ately loses his/her CTI pairing with this phone.

With the option "Al
running or CTI is sw
forwarded to the e
the computer of th
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CTI and SwyxCTI+    Authorize SwyxCTI+ with external phone via its number.

3 Click on the "CTI+" tab and enter the number of the new external 
phone into the entry field.

4 Click on "OK" and again on "OK".

 to delete a CTI pairing with the number of an external phone.
1 Click an entry in the user list with the right mouse button.

2 Select "Properties" in the context menu and click on "Numbers".
3 Click on the "CTI+" tab and delete the number of the external phone 

in the entry field.
4 Click on "OK" and again on "OK".

Please note that this change becomes immediately effective in SwyxIt!. The 
CTI pairing with the new phone will be created immediately and directly 
without any further confirmation.

Please note that this change becomes immediately effective in SwyxIt!. The 
CTI pairing will be deleted directly. 
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26.

xIt! installed and configured can log-on to Swyx-
are telephony from his/her home office and via 
nnection almost without any restrictions.

Connector for SwyxIt! have no influence on the 
ealink.

et with Windows user data are not possible. 
ve configured authentication by user name and pass-
 Authentication with user name and 

Internet

Subscriber
out and about

Public
telephone netw

/

ver

are Administration shows whether the user is cur-
e of his clients via RemoteConnector: 
n "via RemoteConnector" contains a "Yes".
REMOTECONNECTOR
Remote Connector for SwyxIt! is a SwyxWare service that enables and 
manages the connection of SwyxWareclients to SwyxServer or Swyx-
Standbyservers from the Internet. A direct TLS-encrypted connection is 
set up between the server and the client.

SwyxRemoteConnector
as separated service

SwyxSer

The user list of SwyxW
rently connected to on
In this case, the colum
-network connections    Internet connection via RemoteConnector

CROSS-NETWORK 
CONNECTIONS

Configuration of SwyxWare for cross-network connections

 Internet connection via RemoteConnector

The RemoteConnecotor establishes a direct and secure connection 
between clients and SwyxServer via a TLS tunnel. The client does not 
need to be logged-on to the company network (LAN) or a virtual private 
network (VPN). 

 WAN connections

Thanks to the "Trunks" concept, SwyxWare now supports an inter-loca-
tion structure independent of the type of trunk used. The trunks/trunk 
groups simply represent instances of connections between locations/
conversation partners.

The route used to set up a connection is defined in detail via the Rout-
ing Table and Calling Right profiles.

For configuring forwarding or call permissions, see 14 Routing, Page 234 
or 9.1 Call Permissions, Page 123.

1 INTERNET CONNECTION VIA 

A subscriber with Swy
Server and use SwyxW
any type of Internet co

 settings of the Remote
RemoteConnector for Y

Registrations via Intern
Make sure that you ha
word for the user, see 
password, Page 161 

Home Office

NAT gateway
router
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d to the client computer (and/or smartphone), 
ections and subsequently updated as required.

N
on on the server is ensured by RemoteConnector 
n also be installed separately. 

r component comes standard activated for the 
o installed. The functionality of RemoteConnector 
 in the Swyx Connectivity Setup Tool, see 6 Swyx 
l, Page 63.

nnection is run through RemoteConnector Client. 
ted into clients and does not require any addi-
s, see 26.1.3 Configuration of SwyxIt!, Page 382.

router
 from SwyxIt! out of the Internet to be forwarded 
tor server on the company network, the forward-
gured on the company router (or NAT gateway) 
dress:port" to the IP address of SwyxServer and 

strates an example configuration for a company 
 public IP address:

 authentication service
t forwarding to the RemoteConnector, the port 
entication service must also be configured on the 

Public IP 
address:TCP port Target IP address:TCP port

 205.0.0.1:16203 192.168.0.2:16203

205.0.0.1:16203 192.168.0.16:16203
Fig. 26-1: Establishing connections via authentication service

When a connection is established, the client sends a request to the pub-
lic endpoint and authenticates itself via HTTPS by using its SwyxWare 
user name and password. The required configuration data for the TLS 
tunnel (e. g. the client certificate and server address of the RemoteCon-

Internet

16203

TLS tunnel

TLS tunnel

Client PC
SwyxRemoteConnector
as separated service

Port forwarding to the
In addition to the por
forwarding to the auth
company router.

RemoteConnector on the
SwyxServer

RemoteConnector as 
separated service
-network connections    Internet connection via RemoteConnector

see also Authentication Service.

1.1  AUTHENTICATION SERVICE

This services establishes connections via RemoteConnector in a simple 
yet secure way. Within the client settings, users simply enter the public 
end point (as FQDN or IP Address) of the company network, to which 
the authentication service is connected. 

When connecting via RemoteConnector DATEV, SwyxIt! Meeting, the SwyxIt! 
video function and SwyxIt! on a terminal server are not available in the cur-
rent version. 
When using a VPN connection, however, above functions can be used in 
their full scope.

As of v12.20 SwyxIt! uses the authentication service for connections via 
RemoteConnector analogue to Swyx Mobile and Swyx Desktop for macOS.

Username
and password

9101
Certificate for 

SwyxServer with
authentication service

nector) is transferre
saved for further conn

26.1.2  CONFIGURATIO
The Internet connecti
server. This service ca

The RemoteConnecto
SwyxServer and is als
has to be configured
Connectivity Setup Too

The user's Internet co
This service is integra
tional installation step

Port forwarding via 
In order for the query
to the RemoteConnec
ing needs to be confi
from the public "IP ad
TCP-Port 16203.

The following table illu
network with only one

Port forwarding to...
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NECTION VIA REMOTECONNECTOR

ection via RemoteConnector
e Windows computer. 
ch.com/cpe/latest.version/Client/Swyx/en-US/

t/help/installing_swyxit_$.

n "Settings| Local Settings", and open the "Local 

 button.
ctor" dialog window will appear.

ee connection modes.
ch.com/cpe/latest.version/Client/Swyx/en-US/

t/help/define_connection_settings_$.

address of the company network and the port via 
cation service can be reached in the "Public server 

mation by clicking on the "OK" button.
SwyxServer via RemoteConnector is configured.

ICE COMPRESSION
h of 84kbit/s is required for an Internet connec-

on of SwyxIt! to SwyxServerviaRemoteConnector, 
rmation in the "Public server address" field since 

s FQDN or IP address) of the company network with 
er which the Authentication Service must be entered 
gs of SwyxIt!. For example, connect.server.net:9101

rd for the generation of the Client certificate is not 
1.3 CONFIGURATION OF SWYXIT!
The following describes the configuration measures facilitating the 
Internet connection to SwyxServer and guaranteeing seamless running:

Configure connection via RemoteConnector

Configuring voice compression
26.1.3.2CONFIGURING VO

A minimum bandwidt
tion. 

In SwyxON, the passwo
required.
-network connections    Internet connection via RemoteConnector

Fig. 26-2: Establishing connections via authentication service

The "public IP address(:port)" combinations must be entered into the 
Client connection settings. SwyxIt! automatically uses port 9101 if you 
don't specify a port. If there is also a valid resolvable DNS name on the 
Internet for the public IP address, then you can also use that in  in stead 
of the public IP address.

See 26.1.3.1 Configure connection via RemoteConnector, Page 382 (5), 
(6)).

The following table illustrates an example configuration: 

Port forwarding to... Public IP 
address:TCP port Target IP address:TCP port

Authentication Service server.net:9101 192.168.0.4:9101

Username
and password

9101

Internet

16203

Certificate for 
TLS tunnel

TLS tunnel

Client PC

SwyxServer with
authentication service

SwyxRemoteConnector
as separated service

26.1.3.1CONFIGURE  CON

How to configure the conn
1 Install SwyxIt! on th

See also help.enrea
index.html#contex

2 Start SwyxIt!, click o
Settings" tab.

3 Click on the "More"
The "RemoteConne

4 Select on of the thr
See also help.enrea
index.html#contex

5 Enter the public IP 
which the authenti
address:" field. 

6 Confirm your infor
The connection to 

To enable the connecti
enter the following info
v12.20 and later: 
The public endpoint (a
corresponding ports ov
in the connection settin

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/installing_swyxit_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/installing_swyxit_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/define_connection_settings_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/define_connection_settings_$
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26.

etwork that already has an IP connection to the 
) (headquarters).
fice - Connection, Page 383.
d also be possible to connect the branch office via 
k.
 Links, Page 316.
erver Link)
nd Liverpool (B) have a network with one Swyx-
each location.

e WAN connection is an IP connection between 
pool (B). Such an IP connection can be imple-

ays:

mote Access Server (RAS), as well as a demand-
l-in) or a permanent connection (leased line) or

Internet.

t connecting a branch office to SwyxWare at the 
N connection using SwyxConnect , please refer to 
age 316.

 - CONNECTION
 how to create a connection between networks in 
talled.
2 WAN CONNECTIONS
SwyxWare can connect two locations via a WAN (Wide Area Network). In 
this case, you'll need to differentiate between two basic scenarios:

 Small Office - Connection
A SwyxServer is installed at the London location (A) (e. g., at the 
headquarters) and there is no SwyxServer at the Liverpool location 
-network connections    WAN connections

After installing SwyxIt! on the Windows computer, it might be necessary 
to adjust voice compression to the Internet connection's minimum 
bandwidth. The highest audio quality should always be used, if a suffi-
cient data transmission rate is available for SwyxIt!. If the transmission 
rate is lower than 84 kbit/s (during upload or download), then voice 
compression will have to be used.

 to select a voice codec for the Internet connection
1 Start SwyxIt!, click on "Settings| Local Settings", and open the "Local 

Settings" tab.

2 Select a bandwidth in the "voice codec" field that corresponds to the 
bandwidth of the connection.

As telephony clients on both sides use the same voice codec during a 
call, please verify the list of authorized codecs in the codec filter for the 
server. See 7.5.20 The "Default Codec Filter" Tab, Page 108.
Please also verify that the respective codecs are authorized for the 
individual users. See 11.2.1.10 The "Codec Filter" Tab, Page 171.

Starting SwyxIt! and then playing and listening to announcements can take 
some time because the files needed in this case must be loaded from Swyx-
Server via the Internet connection.

Saving recordings may take longer and use additional bandwidth, if the 
directory for the recorded calls are not locally stored on the user PC.

(B), but rather a n
London location (A
See 26.2.1 Small Of
In this case, it woul
a SIP gateway trun
See 19 SIP Gateway

 SwyxLink (Server S
Both London (A) a
Server installed at 

A requirement for th
London (A) and Liver
mented in different w

 connection to a Re
dial connection (dia

 connection via the 

For information abou
headquarters via a VP
19 SIP Gateway Links, P

26.2.1 SMALL OFFICE
This section describes
which SwyxWare is ins
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S

ne for a WAN connection
ministration and open the "Properties" dialog for 
SwyxPhone user.

ministration..." and open the "SwyxPhone" tab.
hone" field, activate the option "Always 

ta".
 SwyxPhone is a user property, which means if a 
user logs in to SwyxPhone, then compression will 
ured for that user in SwyxServer.

TWO LOCATIONS (HEAD 
 BRANCH)
s two locations, London (A) and Liverpool (B). An 
l public network is installed at both locations. Fur-
ions have a SIP trunk to a SIP provider. The two 
nected directly via a SwyxLink trunk connection 

within the Small Office also have to support compres-
Configuration of SwyxIt!
SwyxIt! is configured for voice compression with low bandwidth accord-
ing to the description found in 26Configuration of SwyxIt!, Page 382.

Configuration of SwyxPhone
The configuration for SwyxPhone is carried out in SwyxServer only.
-network connections    Linking of two locations (head office and branch)

Fig. 26-3: Location Link for Small Office

You have a location at London (A) (headquarters) with a SwyxServer and 
an ISDN trunk (SwyxGate). A second location in Liverpool (B) (Small 
Office) is already connected to the Remote Access Server in London (A) 
using an IP connection, via either the Internet or a permanent line. In 
this case, the IP telephones or telephone clients connected at the Liver-
pool location (B) are managed at the London location (A) and external 
calls are made via the SwyxGate in London (A).

Internet Public 
telephone network

SwyxGate
SwyxServer

RASRAS

Leased line

mall Office (B) Headquarters (A

How to configure SwyxPho
1 Open SwyxWare Ad

the corresponding 

2 Go to "Settings|Ad
3 Then, in the "SwyxP

compress voice da
Data compression for
different Small Office 
also need to be config

26.3 LINKING OF 
OFFICE AND
This scenario include
ISDN trunk to the loca
thermore, both locat
locations are also con
on a VPN.

Additional SIP devices 
sion.
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 London (A) Location

s

 settings

to Liverpool (+44151*) should first be routed via 
ection.
nection is not available, then these calls should 
IP trunk (SIP London; priority 500).
utes fail should calls be routed via the public tele-
N London) to London.

London

access in London

 4777 00 -99

ndon

cess in London

 888 00-99 (numbers assigned by provider)

ink AB

cts London with Liverpool

erver B

 555 00 -99
When calls are made from London (A), the system should attempt to 
dial into the Liverpool location (B) and the local public network in Liver-
pool (C) first via the SwyxLink trunk connection. Thereafter, it should 
attempt to dial in via the SIP trunk and the public network (ISDN).

Internal calls should also be routed via the SwyxLink trunk connection.
Routing

 Calls from London 
the SwyxLink conn

 If the SwyxLink con
be routed via the S

 Only if these two ro
phone network (ISD

Remote Server SwyxS

Public number 44151
-network connections    Linking of two locations (head office and branch)

Public telephone network

SIP provider

SwyxLink AB
(Intranet/VPN)

Subscriber A1
101

Subscriber A2
102

Subscriber B1
103

Subscriber B2
104

LONDON (A)
+44 20 4777 xxx

LIVERPOOL (B)
+44 151 555 xxx

Configuration at the

ISDN Trunk Setting

SIP Trunk Settings

SwyxLink Trunk AB

Parameter
Name ISDN 

Description ISDN 

Public number 44151

Parameter
Name SIP Lo

Description SIP ac

Public number 44151

Parameter
Name SwyxL

Description Conne

Managed locally
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nection Settings:

l to London (+4420*) should first be routed via 
ection.
nection is not available, then these calls should 
IP trunk (SIP Liverpool; priority 500).
utes fail should calls be routed via the public tele-
N Liverpool) to London.

ccess in Liverpool

55 00-99

erpool

ess in Liverpool

 666 00-99 (numbers assigned by provider)

nk AB

cts London with Liverpool

ly

rver A

777000-999

Phone number Trunk Group
+4420* SwyxLink AB

+4420* SIP Liverpool
Configuration at the Liverpool (B) Location

ISDN Trunk Settings:

SIP-London Allowed +* All

ISDN London Allowed +* All

Parameter
Name ISDN Liverpool

the SwyxLink conn
 If the SwyxLink con

be routed via the S
 Only if these two ro

phone network (ISD

Priority Allowed
1000 Allowed

500 Allowed
-network connections    Linking of two locations (head office and branch)

Call Permissions

 It is permitted to route calls made via the SwyxLink trunk to London 
into the local public network in London (allowed; +[CC][AC]*). It is 
not permitted to make calls to other external numbers via this trunk 
(not allowed; +*). It is permitted to dial internal numbers in London 
(allowed; *).

 Users in London may make calls to any location in the United King-
dom (allowed; +44*).

 Calls made via the SIP trunk or ISDN trunk in London may be routed 
to any location (allowed; +*).

Priority Allowed Phone number Trunk Group
1000 Allowed +44151* SwyxLink AB

500 Allowed +44151* SIP London

100 Allowed +44151* ISDN London

Profile Allowed Destination 
number

With public line 
access

SwyxLink-Trunk Allowed +[CC][AC] All

SwyxLink-Trunk Not allowed +* All

SwyxLink-Trunk Allowed * All

User DO Allowed +44* All

SIP Trunk Settings

SwyxLink Trunk Con

Routing

 Calls from Liverpoo

Description ISDN a

Public number 44305

Parameter
Name SIP Liv

Description SIP acc

Public number 44151

Parameter
Name SwyxLi

Description Conne

Managed remote

Remote Server SwyxSe

Public number 44204

Parameter
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etween the following types of connection:

r in the same organization
r from another organization

 SwyxLink Trunk, Page 291.

presentation of various scenarios for connecting 
using different connection types.

F THREE SWYXSERVERS WITHIN 
ION
 SwyxServers which are all within one organiza-
pany) are each interconnected via a SwyxLink 

iguration of the relevant trunk, the Intersite con-
yxServer in the same organization" has been 
k-up there is typically a degree of mutual trust 
al branches, allowing the status of colleagues to 
 them. The administration in such a link-up is usu-
ly from one site for all connected systems.

es users of server A to be visible in the Global 
 B and server C, and vice versa. If the administra-
ue number plan in advance for the organization, 

users are displayed in the Global Phonebook with 
umbers. If there is no unique number plan, it 
 that a synchronization of the public numbers is 
he servers.

atus information of the users or groups among 
ssibility of using functions such as Collaboration, 
ssaging (only SwyxIt! Messenger, not Swyx Mes-
, can be configured from each server side via the 
sers and groups to each other. See 11.2.8 The 

he "Relationships" Tab, Page 197.
4 INTERSITE PRESENCE
By setting up a SwyxLink it is possible to implement a connection 
between two or more SwyxServers. The configuration of this link allows 
status information (logged off, free, speaking) to be exchanged 
between users who are not logged on to the same SwyxServer. From 
version 2011 R2 onwards, the collaboration, video and instant messag-
ing function (only SwyxIt! Messenger, not Swyx Messenger) is also possi-
ble across servers. Similarly, the users of one site will be displayed in 
the Global Phonebook of the other site, and vice versa.

The visibility of the st
each other, or the po
Video and Instant Me
senger) across servers
relationships of the u
"Properties…" Dialog: T
-network connections    Intersite Presence

Call Permissions

 It is permitted to route calls made via the SwyxLink trunk to Liver-
pool into the local public network in Liverpool (allow; +44151*). It is 
not permitted to make calls to other external numbers via this trunk 
(not allowed; +*). It is permitted to dial internal numbers in Liverpool 
(allowed; *).

 Users in Liverpool may make calls to any location in the United King-
dom (allowed; +44*).

 Calls made via the SIP trunk or ISDN trunk in Liverpool may be 
routed to any location (allowed; +*).

100 Allowed +4420* ISDN Liverpool

Profile Allowed Destination 
number

With public line 
access

SwyxLink-Trunk Allowed +44151* All

SwyxLink-Trunk Not allowed +* All

SwyxLink-Trunk Allowed * All

User B Allowed +44* All

SIP Liverpool Allowed +4420* All

ISDN Liverpool Allowed +4420* All

Priority Allowed Phone number Trunk Group A distinction is made b

 Remote SwyxServe
 Remote SwyxServe

See 17.4 Configuring a

Below is a graphical re
multiple SwyxServers 

26.4.1 CONNECTION O
AN ORGANIZAT
In this example, three
tion (e.g. within a com
trunk. Within the conf
nection "Remote Sw
defined. In such a lin
between the individu
be exchanged among
ally controlled central

This connection caus
Phonebooks of server
tor has created a uniq
it can be defined that 
only their internal n
should be configured
carried out between t
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iverpool location (SwyxServer B)

 settings

 settings

 Vienna location (SwyxServer C)

 settings

ink AB

cts Liverpool with London

ely

erver A

te SwyxServer in the same organization

ink BC

cts Liverpool with Vienna

erver C

te SwyxServer in the same organization

ink BC

cts Vienna with Liverpool

ely

erver B

te SwyxServer in the same organization
Parameter
Name SwyxL

Description conne

Managed remot

Remote Server SwyxS

Connection type Remo
-network connections    Intersite Presence

Fig. 26-4: Intersite connection "Remote SwyxServer in the same organization"

Configuration at the London location (SwyxServer A)

SwyxLink Trunk AB settings

Parameter
Name SwyxLink AB

Description Connects London with Liverpool

Managed locally

Remote Server SwyxServer B

Connection type Remote SwyxServer in the same organization

In the same
organization

In the same
organization

SwyxLink AB SwyxLink BC

SwyxServer A
at the London location

SwyxServer B
at the Liverpool location

SwyxServer C
at the Vienna location

Configuration at the L

SwyxLink Trunk AB

SwyxLink Trunk BC

Configuration at the

SwyxLink Trunk BC

Parameter
Name SwyxL

Description conne

Managed remot

Remote Server SwyxS

Connection type Remo

Parameter
Name SwyxL

Description conne

Managed locally

Remote Server SwyxS

Connection type Remo
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 Liverpool location (SwyxServer B)

 settings

cts London with Liverpool

erver B

te SwyxServer from another organization

t team A

ink AB

cts Liverpool with London

ely

erver A

te SwyxServer from another organization

t team B

 within a SwyxLink trunk must always be identical on 
rver A and server B). I.e. if the configuration of the 
erver A specifies the connection type "Remote Swyx-

anization" , then on the remote server site, in this 
Link trunk to server A must likewise be configured 
e "Remote SwyxServer in the same organization" .
Fig. 26-5: Intersite connection "Remote SwyxServer from another organization"

Configuration at the London location (SwyxServer A)

SwyxLink Trunk AB settings

Parameter
Name SwyxLink AB

The type of connection
both servers (e.g. on se
SwyxLink trunk AB on s
Server in the same org
case server B, the Swyx
with the connection typ
-network connections    Intersite Presence

4.2 CONNECTION BETWEEN TWO SWYXSERVERS OF 
DIFFERENT ORGANIZATIONS
In this scenario, the SwyxServer of Smith Ltd is connected to the Swyx-
Server of Jones Ltd by a SwyxLink trunk. As different companies are 
involved, the configuration of the SwyxLink trunk specifies the intersite 
connection "Remote SwyxServer from another organization". With this 
connection type, the administrator of a server can specify individual 
groups to be visible on the other server site. This is useful, e.g. if a 
group of employees in one company is collaborating with a group of 
employees in another company as a project team. With the help of the 
relationships within the group properties, the administrator can then 
specify precisely who should be signaled with the status information for 
the users in the group, and which users may use the collaboration, 
video and/or instant messaging functions.

Company A Company B

From a different
organization
SwyxLink AB

SwyxServer A 
location London

SwyxServer B 
location Liverpool

Configuration at the

SwyxLink Trunk AB

Description Conne

Managed locally

Remote Server SwyxS

Connection type Remo

Select groups 
for publishing

Projec

Parameter
Name SwyxL

Description conne

Managed remot

Remote Server SwyxS

Connection type Remo

Select groups 
for publishing

Projec

Parameter
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26.

S

are visible
are not visible

yxServer A

 settings

yxServer B

 settings

 settings

ink AB

cts server A to server B

r B

te SwyxServer in the same organization

ink AB

cts server B to server A

ely

r A

te SwyxServer in the same organization

ink BC
On SwyxServer A,

 User A and User B are visible
 User C and User D are not visible

On SwyxServer B,

 User A, User B and User C are visible
 User D is not visible

On SwyxServer C,

 User B, User C and User D are visible

SwyxLink Trunk BC

Description conne

Managed remot

Remote Server Serve

Connection type Remo

Parameter
Name SwyxL
-network connections    Different connection types between multiple SwyxServers

5 DIFFERENT CONNECTION TYPES 
BETWEEN MULTIPLE SWYXSERVERS
In this scenario you see four SwyxServers, two in each case (servers A 
and B / servers C and D) being within one organization (here: Smith Ltd 
and Jones Ltd). Each pair is linked via a SwyxLink trunk with the connec-
tion type "In the same organization".

Between the organizations is a further SwyxLink trunk connection, in 
which the connection type is specified as "From another organization". 
For the example, a user is created on each server and assigned to a 
group.

As a result of this trunk configuration, the data of the following users is 
thus visible (or not visible) in the Global Phonebook of the other server 
sites:

Company A Company B

In the same
organization

In the same
organization

From a
different

organization

SwyxLink AB SwyxLink BC SwyxLink CD

wyxServer A SwyxServer B SwyxServer C SwyxServer D

User A =
Member of
Group A

User B =
Member of
Group B

User C =
Member of
Group C

User D =
Member of
Group D

 User A is not visible

On SwyxServer D,

 User C and User D 
 User A and User B 

Configuration on Sw

SwyxLink Trunk AB

Configuration on Sw

SwyxLink Trunk AB

Parameter
Name SwyxL

Description conne

Managed locally

Remote Server Serve

Connection type Remo

Parameter
Name SwyxL
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yxServer D

 settings

NS BETWEEN LOCATIONS 

r is located in the computer center. All customer 
d to SwyxServer via VPN and carries out external 
ndent of other customer locations.

onnected via VPN.

made between the customer’s locations, call sig-
 exchanged directly between the locations.

te SwyxServer in the same organization

ink CD

cts server D to server C

ely

r C

te SwyxServer in the same organization
SwyxLink Trunk CD settings

Parameter
Name SwyxLink CD

Description connects server C to server D

Managed locally

Remote Server Server D

If telephone calls are 
nals and RTP data are
-network connections    Connections between locations in SwyxON

Configuration on SwyxServer C

SwyxLink Trunk BC settings

Description connects server B to server C

Managed remotely

Remote Server Server C

Connection type Remote SwyxServer from another organization. Select Group B 
for publishing.

Relationship Add the Group C from server C to the relationships of Group B 
on server B.

Parameter
Name SwyxLink BC

Description connects server C to server B

Managed locally

Remote Server Server B

Connection type Remote SwyxServer from another organization. Select Group C 
for publishing.

Relationship Add the Group B from server B to the relationships of Group C 
on server C.

Parameter

Configuration on Sw

SwyxLink Trunk CD

26.6 CONNECTIO
IN SWYXON
In SwyxON, SwyxServe
locations are connecte
telephone calls indepe

All locations are interc

Connection type Remo

Parameter
Name SwyxL

Description conne

Managed remot

Remote Server Serve

Connection type Remo

Parameter
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C

-network connections    Connections between locations in SwyxON

 

SwyxServer on 
SwyxON platform

Gateway 1

VP
N

Gateway 2

VPN

VPN

ustomer point 1 
Liverpool

Customer point 2 
Manchester
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AP eta i l  Records  in  a  database 
n-gb/articles/360000013819-Call-Detail-Records-
reibe

ogged in to view the content)

T
xt file contains a CDR for each line. Each CDR con-
comma-separated and placed in quotation marks. 
ader line containing comma-separated column 
arks).

 following fields in the given order:

Explanation
tion for a call.

(each CDR) contains a unique number. This ID is communi-
wyxIt!, which means that it can be used via the client SDK 
 also be queried in the call routing script.
tring

umber
e of internal calls, it is just the internal extension, for exter-
 is the number that is signaled in the network. If the call 
ugh a trunk, the complete number will be entered in 
 format here (+44204777222). If no number is delivered 
network for an external call, this field will remain empty.
tring

me
he Swyx client used to start the call, the user name or the 

 the SwyxWare global phonebook.
tring

mber
riginally dialed by the caller.

tring
Call Detail Records can also be written in a database instead of in a text 
file.

For further information see 

Single connection information cannot be deleted from the database. Please 
observe the respective applicable legal regulations. Please observe this in 
particular if you select the database as the memory location.

Origination-
Name

Caller na
Name of t
name from
Format: S

CalledNum-
ber

Called Nu
Number o
Format: S
etail Records (CDR)    File Format

P. A:CALL DETAIL RECORDS (CDR)
SwyxWare allows you to record information concerning connected calls, 
so-called "Call Detail Records", in a text file.

The following parameters can be configured:

 Activate / deactivate records (deactivated by default) 
 Path and file name in which the record should be stored
 maximum file size.
 Display of external numbers

To define the parameters, go to the SwyxWare Administration and open 
"Properties" in the SwyxServer context menu. You can make all neces-
sary settings on the "Call Detail Records" tab:

Here, you define the file and the directory where SwyxServer will save 
the Call Detail Records. If necessary, you can limit the file size (100 – 
32000 Kbyte). If the maximum file size is exceeded, a new file with the 
same name plus a counter will be created and filled.

The CDR recorded in this way can be processed with a suitable billing 
software; in the simplest case Microsoft Excel, OpenOffice or StarOffice.

Write Call Detail Records in a database

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

Wri te  Ca l l  D
service.swyx.net/hc/e
in-eine-Datenbank-sch

(You may need to be l

A.1 FILE FORMA
The recorded ASCII te
tains fields which are 
+The first line is a he
names (in quotation m

Each line contains the

Attribute
CallID Identifica

Each call 
cated to S
and it can
Format: S

Origination-
Number

Caller's n
In the cas
nal calls it
goes thro
canonical
from the 
Format: S

https://service.swyx.net/hc/de/articles/360000013819-Call-Detail-Records-in-eine-Datenbank-schreiben
https://service.swyx.net/hc/de/articles/360000013819-Call-Detail-Records-in-eine-Datenbank-schreiben
https://service.swyx.net/hc/de/articles/360000013819-Call-Detail-Records-in-eine-Datenbank-schreiben
https://service.swyx.net/hc/de/articles/360000013819-Call-Detail-Records-in-eine-Datenbank-schreiben
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on time
hich the call is picked up.
h:mm:ss

hich the call is terminated.
d.mm.yyyy

hich the call is terminated.
h:mm:ss

 of the charges
’(Advice of charge) and if the public network supplies the 
nits with currency, the currency is included here.
’ and the public network only supplies the charging unit, 
cy included here is the currency which was configured in 
are Administration.
’, no charging information was delivered. 

tring
e Charging Information, Page 398.

 call
’(Advice of charge) and if the public network supplies the 
nits with currency, the supplied value is included here.
’ and the public network only supplies the charging units, 

ated value of the costs included here as configured in the 
 Administration.
’, no charging information was delivered.
 are incurred, this is shown as "0.00".

tring

he call
d: Initial state when picking up the handset. 
: The call was ended while it was ringing at the destination 
r (DestinationNumber).
ted: The call was ended while it was connected to the des-
 number.
tedToScript: The call was ended while it was connected to 
uting script.
: The call was ended while on hold.
rred: The call was ended after it was transferred.
tring

Explanation
Delivered-
Date

Delivery date
Date on which the call is delivered (e.g. by a ConnectTo in the script). 
(Only for incoming calls.)
Format: dd.mm.yyyy

Delivered-
Time

Delivery time
Date on which the call is delivered (e.g. by a ConnectTo in the script). 
(For incoming calls only)
Format: hh:mm:ss

Connect-
Date

Connection date
Date on which the call is picked up.
Format: dd.mm.yyyy

Format: S

State State of t
 Initialize
 Alerting

numbe
 Connec

tination
 Connec

a call ro
OnHold
 Transfe
Format: S
etail Records (CDR)    File Format

CalledName Name of the person called
Name of the subscriber called, the user name or the name from the 
SwyxWare global phonebook.
Format: String

Destina-
tionNum-
ber

Destination Number
Number of the subscriber who picks up the call. This is the same as 
CalledNumber for calls which are not picked up.
Format: String

Destina-
tionName

Destination Name
Name of the subscriber who picks up the call, the user name or the 
name from the SwyxWare global phonebook. CalledName will be 
used in the case of calls which are not picked up.
Format: String

StartDate Start Date
Date on which SwyxServer receives the client’s call.
Format: dd.mm.yyyy

StartTime Start Time
Time at which SwyxServer receives the client’s call.
Format: hh:mm:ss

ScriptCon-
nectDate

Script start date
Date on which a script accepts the call. (Only for incoming calls.)
Format: dd.mm.yyyy

ScriptCon-
nectTime

Script start time
Time at which a script takes the call. (For incoming calls only)
Format: hh:mm:ss

Attribute Explanation
Connect-
Time

Connecti
Time at w
Format: h

EndDate End Date
Date on w
Format: d

EndTime End Time
Time at w
Format: h

Currency Currency
If AOC = ‘1
charging u
If AOC = ‘1
the curren
the SwyxW
If AOC = ’0
Format: S
See A.3 Th

Costs Cost of a
If AOC = ‘1
charging u
If AOC = ‘1
the calcul
SwyxWare
If AOC = ’0
If no costs

Attribute



Call D 395

transferred call
 of the new CDR resulting from a call transfer.
tring

ransfer
hich the call is transferred.
d.mm.yyyy

ransfer
hich the call is transferred.
h:mm:ss

Explanation
ferredBy-
Name

Name of the subscriber who transferred the call.
Format: String

Trans-
ferredCal-
lID1

ID of the first call
In the case of a call transfer, this is the CallID of the first CDR from 
which this CDR stems.
Format: String

Trans-
ferredCal-
lID2

ID of the second call
In the case of a call transfer, this is the CallID of the second CDR from 
which this CDR stems.
Format: String
etail Records (CDR)    File Format

PublicAc-
cessPrefix

Public Line Access
For outgoing external calls: The public line access number dialed 
(optional).
Format: String

LCRPro-
vider

LCR code
This field remains empty.
Format: String

Project-
Number

Project Codes
The code for a project (optional).
Format: String

AOC Charges information (Advice of Charge)
"1": The advice of charge information was taken from the network.
'0'. The advice of charge information could not be taken from the 
network.
Format: String

Origination-
Device

Origin (Trunk)
This gives the origin of the call (Name of the trunk).
Format: String

Destina-
tionDevice

Destination (trunk)
This gives the destination of the call (Name of the trunk).
Format: String

Trans-
ferredBy-
Number

Number of the transferor
Number of the subscriber who transferred the call.
Format: String

Trans- Name of the transferor

Attribute Explanation
Trans-
ferredTo-
CallID

ID of the 
The CallID
Format: S

Transfer-
Date

Date of t
Date on w
Format: d

Transfer-
Time

Time of t
Time at w
Format: h

Attribute
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A.2

better overview, only those CDR fields are listed, 
erstand CDR recording.

n  o f  the  cha rges ,  se e  A .3  The  C harg ing 
.

PLE INTERNAL CALL
alls user B (number 456). Before dialing the num-
 assign the call to a project. This results in the fol-

Content
3

"+123"

"User A"

"+456"

"User B"

"19.11.2012"

"13.03:28"

"19.11.2012"

"13.03:24"

"19.11.2012"

"13.03:28"

"19.11.2012"

"13.03:48"

"Connected"

"+4711"

OriginatorDisconnected
EXAMPLES FOR CDR
The following examples are given to help you better understand CDRs. 
These are CDRs which are recorded after the call has been discon-

NoChannelAvailable: No SwyxWare channel available
OriginatorDisconnected: Caller ended the call
 CallTransferred: The call has been transferred. The call will be 

recorded further under the newly assigned TransferredToCallID.          
Format: String

ConnectTime

EndDate

EndTime

State

ProjectNumber

DisconnectReason
etail Records (CDR)    Examples for CDR

Disconnect 
Reason 

Reason for call termination
 Busy: Destination number is busy
 Reject: Destination rejects call
NoAnswer: Destination does not pick up
 TooLate: A different device picked up the call
UnknownNumber: The number called is unknown
Unreachable: Destination cannot be reached
 DirectCallImpossible: A connection for a direct call is not possible 

(deactivated in the settings)
 DivertToCallerImpossible: A caller cannot divert a call to himself.
NetworkCongestion: Network is overloaded
 BadFormatAddress: Format of the address is invalid
 ProceedWithDestinationScript: The call has been diverted to a call 

routing script of another subscriber 
 CallRoutingFailed: Call routing failed (e.g. a call routing script could 

not be started)
 CallIgnored: The call has been ignored by the call routing script 

(e.g., when several ISDN devices are connected)
 PermissionDenied: Insufficient permission for this call
 CallDisconnected: Normal caller
 CallDeflected: The call was manually forwarded to another num-

ber or to the Voice Box without being answered
 IncompatibleDestination: Caller and destination are not compati-

ble, e.g. different codecs.
 SecurityNegotiationFailed: Caller and destination have incompati-

ble encryption settings, e.g. "Encryption mandatory" - "no encryp-
tion)

NumberChanged: Destination number has been changed in PSTN

Attribute Explanation nected. To provide a 
which help you to und

For  the  ca lcu la t io
Information, Page 398

A.2.1 CDR FOR A SIM
User A (number 123) c
ber, he dials *4711# to
lowing CDR:

Attribute
CallID

OriginationNumber

OriginationName

CalledNumber

CalledName

StartDate

StartTime

DeliveredDate

DeliveredTime

ConnectDate
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A.2 L WITH CALL ROUTING
 call routing script. This script picks up a call, plays 
 transfers the call to an internal telephony client. 

ed up there, the call will be transferred to the 

Content
5

"+44204777123"

"User A"

"+44204777456"

"User B"

"+4416012345678"

""

"19.11.2012"

"13.03:28"

"19.11.2012"

"13.03:30"

"19.11.2012"

"13.03:55"

"19.11.2012"

"13.03:59"

"19.11.2012"

"13.05:09"

"Connected"

"+0"

""

"SwyxGate1"
The CalledName "Jones, Tom" comes from the global SwyxServer 
phonebook. The connection was terminated by the external subscriber 
(DisconnectReason = CallDisconnected).

PublicAccessPrefix "+0"

DestinationDevice "SwyxGate1"

DisconnectReason CallDisconnected

ConnectTime

EndDate

EndTime

State

PublicAccessPrefix

OriginationDevice

DestinationDevice
etail Records (CDR)    Examples for CDR

.2 CDR FOR AN EXTERNAL CALL
User A (number +44204777123) forwards an external call to John Jones 
(number +4420456789). SwyxServer uses the trunk "SwyxGate 1", to 
execute the call.

Attribute Content
CallID 4

OriginationNumber "+44204777123"

OriginationName "User A"

CalledNumber "+4420456789"

CalledName "Jones, John"

StartDate "19.11.2012"

StartTime "13.03:28"

DeliveredDate "19.11.2012"

DeliveredTime "13.03:28"

ConnectDate "19.11.2012"

ConnectTime "13.03:28"

EndDate "19.11.2012"

EndTime "13.03:48"

State "Connected"

A.2.3 CDR FOR A CAL
User B has activated a
an announcement and
If the call is not pick
mobile telephone.

Attribute
CallID

OriginationNumber

OriginationName

CalledNumber

CalledName

DestinationNumber

DestinationName

StartDate

StartTime

ScriptConnectDate

ScriptConnectTime

DeliveredDate

DeliveredTime

ConnectDate
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A.2
o B)

"19.11.2012"

"13.10:06"

CallTransferred

Content
7

"+44204777101"

"User C"

"+44521087654321"

"User B"

"13.09:34"

"13.09:56"

"13.03:48"

"EUR"

"4.33"

"Transferred"

"1"

""

"SwyxGate1"

8

"19.11.2012"

"13:10:06"

CallTransferred

Content
Currency "EUR"

Costs "1.23"

State "Transferred"

AOC "1"

OriginationDevice ""

DestinationDevice "SwyxGate1"

TransferredToCallID 8

OriginationDevice

DestinationDevice

TransferredToCallID

TransferDate

TransferTime

DisconnectReason
etail Records (CDR)    Examples for CDR

.4 CDR FOR A TRANSFERRED CALL
User C (number +44204777101) calls user A (number +4416012345678) 
and  puts  th i s  ca l l  on  "Ho ld" .  U ser  C  then  ca l l s  user  B 
(+44521087654321) and speaks with him. User C then connects users A 
and B to one another. Due to the fact that user C initiated both calls, he 
will be charged for the costs for both calls. This results in three CDRs, 
which can all be used for cost calculation.

CDR 1 (Call from C to A)

DisconnectReason CallDisconnected

Attribute Content

Attribute Content
CallID 3

OriginationNumber "+44204777101"

OriginationName "User C"

CalledNumber "+4416012345678"

CalledName "User A"

StartTime "13.08:24"

ConnectTime "13.08:45"

EndTime "13.15:44"

CDR 2 (Call from C t

TransferDate

TransferTime

DisconnectReason

Attribute
CallID

OriginationNumber

OriginationName

CalledNumber

CalledName

StartTime

ConnectTime

EndTime

Currency

Costs

State

AOC

Attribute
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A.3

PBX or an ISDN device, which are switched after 

describe how charging information is transmitted 
nd how it is saved in the CDRs.

n via ISDN
 can be transmitted by ISDN in various formats 
. SwyxWare uses this information, which occurs 
ring practical application, during the connection 
 of the connection (AOC-E). There are different 

 the above variants: The transmission of charging 
ion of charges as currency units. The type of infor-
itted depends on the provider and the existing 
 information on this, contact your ISDN provider.

n Charging Units

 information contains the number of charging 
elekom generally uses this type of charge display. 
erver to be able to display the charges for a call in 
or in the Call Detail Records, SwyxServer must 
ne charging unit is.

 of the charging unit
e Administration.

ver | Properties" and switch to the "Charges" tab.
 per charging unit".
value have no influence on the connections made 
alue will be used when determining the charges 
.

ttings made in the administration are only valid for 
mation. If the charges are transmitted in as currency 
e ignored.
THE CHARGING INFORMATION
SwyxServer requires charging information in order to control the dis-
play of charges in the telephony client and in order to create the Call 
Detail Records. SwyxWare receives charging information from the pub-
lic network via the ISDN channel from the "Advice of Charge" informa-
tion element (IE). This section describes in detail how SwyxWare 
interprets charging information and how the charging information is 

2 Open the "SwyxSer
3 Set the value "Cost
Changes made to this 
in the past. The new v
for future connections

Please note that the se
this type charging infor
units, these settings ar
etail Records (CDR)    The Charging Information

CDR 3 (Transferred Call; A Speaks to B)

Attribute Content
CallID 8

OriginationNumber "+4416012345678"

OriginationName "User A"

CalledNumber "+44521087654321"

CalledName "User B"

StartTime "13:10:06"

ConnectTime "13:10:07"

EndTime "13:15:44"

Currency ""

Costs ""

State "Connected"

OriginationDevice "SwyxGate1"

DestinationDevice "SwyxGate1"

TransferredByNumber "+101"

TransferredByName "User C"

TransferredCallID1 3

TransferredCallID2 7

transmitted to a sub-
SwyxWare.

Furthermore, we will 
via a SwyxLink trunk a

Charging Informatio
Charging information
and at different times
almost exclusively du
(AOC-D) or at the end
variations for both of
units or the transmiss
mation that is transm
line. For more detailed

"Advice of charge" i

This type of charging
units. The Deutsche T
In order for the SwyxS
the telephony client 
know how expensive o

How to configure the value
1 Open the SwyxWar
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Charging Information via SwyxLink Trunk

SwyxServer also routes charging information to other locations via a 
SwyxLink trunk.

If user A1 at site A dials a number, which is transferred via a SwyxLink 
trunk to site B and an ISDN trunk_GB and from there into the PSTN, the 
charging information received by the ISDN trunk_GB will be sent via the 
SwyxLink trunk to user A1. 
etail Records (CDR)    The Charging Information

"Advice of charge" in Currency Units

This type of charging information contains the number of charging 
units, the value of a charging unit and the currency. Since this informa-
tion is complete, SwyxServer ignores the configured charging unit value 
and the currency. Swiss Telecom generally sends this type of charging 
information.

Accuracy of the Charges

The accuracy of the charging information provided via ISDN depends on 
your provider.

Enreach cannot guarantee that the charges displayed match the costs 
charged by your provider. In addition, no provider will guarantee that 
the charging information provided via ISDN is 100% correct.

Charge information in sub-PBX or ISDN device on internal S0/
S2m-Bus

From SwyxWare version 4.0, fee information is also sent to the internal 
S0/S2m-Bus. This requires that the ISDN card be operated in NT mode 
(D.1.2 SX2 in NT Mode, Page 413). The SwyxServer then generally sends 
AOC-D information in currency units, regardless of how the charging 
information was signaled on the external ISDN line. 

If a PBX or an ISDN device is in operation, which cannot interpret the 
AOCD information element, SwyxGate can be reconfigured so that it 
sends display information elements instead.
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AP

B.1

Thi
nal

 not use DHCP, the adapter will have the IP 
.10.10.

etting
er and enter the IP address of the AudioCodes 
s the web address.
tion of the adapter and a window for entering a 
sword will appear.

d password (default setting: Admin/Admin).
nfiguration | System | Application Settings | 

 DHCP" you can change the DHCP setting (default: 

ges by clicking "Submit" and "Burn", and restart 
ould not be a soft reset via the web interface, but 

 e.g. by pressing the reset button on the back of 

is delivered, the file "call_progress_germany.dat" 
-specific ringtones. You can change this file for 

cific tones.

er and enter the IP address of the AudioCodes 
s the web address.
tion of the adapter and a window for entering a 
sword will appear.

e and password.
anagement | Software Update | Load Auxiliary 

e file in the input field "Call Progress Tones file", 
...".
and click on "Load File".
ed on to the adapter.
s is how you determine the IP address of the AudioCodes Termi-
 Adapter

1 Connect the AudioCodes Terminal Adapter to the IP network.
If DHCP is used (as delivered), the adapter has a new, associated IP 
address. You can find this e.g. in the log file of the DHCP server with 
the help of the MAC address, which is on the underside of the 
AudioCodes Terminal Adapter.
If the AudioCodes Terminal Adapter is still in the state it was 
delivered in, i.e., it has not yet been used in an environment with 

The Web configura
user name and pas

2 Enter the user nam
3 Select the page "M

Files".
4 Specify the rington

or click on "Browse
5 Choose a *.dat file 

The file will be load
Codes Terminal Adapter    AudioCodes Terminal Adapter MP-11x or MP-124 with SwyxWare

P. B:AUDIOCODES TERMINAL 
ADAPTER 

Connecting and operating "IP terminal adapters" for the oper-
ation of fax machines on the SwyxWare IP network.

We describe the configuration and updating of the AudioCodes termi-
nal adapters MP-11x/FXS and MP-124/FXS with SIP firmware.

AUDIOCODES TERMINAL ADAPTER 
MP-11X OR MP-124 WITH SWYXWARE
The AudioCodes Terminal Adapter is a SIP terminal adapter (often 
referred to as a SIP FXS Gateway) for the connection of analog terminals 
(phone, fax machine). The AudioCodes company uses the term MP-11x 
to identify its FXS-type MP-112 (2 ports), MP-114 (4 ports) and MP-118 (8 
ports) multiport adapters. The MP-124/FXS adapter has 24 ports. The 
functionality and configuration of this equipment is the same except for 
the different number of ports. MP-10x (MP-112, MP-114, MP-118) 
adapters use the same firmware but the MP-124 has its own firmware.

The configuration of the AudioCodes Terminal Adapter can take place 
via a web interface by entering the IP address as the web address.

DHCP and if you do
address http://10.1

How to change the DHCP s
1 Open a web brows

Terminal Adapter a
The Web configura
user name and pas

2 Enter user name an
3 Open the page "Co

DHCP Settings".
4 In the field "Enable

Enable).
5 Then save the chan

the adapter. This sh
rather a cold start,
the device.

When the equipment 
is used for the country
your own country-spe

How to change ringtones
1 Open a Web brows

Terminal Adapter a
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B.2

How

 a DHCP, change "DHCPEnable = 1" to 

ess for "ProxyIp 0" by entering the SwyxServer's 

 numbers of the adapter's individual analog 
 the parameters "TrunkGroup" (e.g. "TrunkGroup 

 201 for port 1). If your AudioCodes terminal 
than 2 ports, remove the semi-colons at the 
e.
 authentication of the SIP registration for each 

uthentication_0" parameter etc.).
on file once you have made your changes.

e
er and enter the IP address of the AudioCodes 
s the web address.
tion of the adapter and a window for entering a 
sword will appear.

e and password.
Upgrade Wizard under "Device Actions" or 
ftware Update".
ware Upgrade". A separate window will open.
 from your computer to the device", click on 

e.
 now appears in the assigned field.

.
n to the adapter, and a display then shows 
g was successful.

 load the previously customized initialization file 
 the initialization file, Page 402) on to the adapter.
rom your computer to the device", click on 

alization file. The path to this file now appears in 
 to change the initialization file
1 Open the initialization file with an editor.

The initialization file is a text file split into two parts. The first part "1) User 
Parameters" contains the parameters that can be changed by the user. The 
second part "2) IpPbx Interoperability Parameters" contains the parameters 
that are required for interoperability with SwyxWare. These cannot be 
changed.

The path to this file

7 Click on "Send file"
The file is loaded o
whether the loadin

8 Click on "Next", and
(see  How to change

9 In "Load an ini file f
"Browse...".

10 Select the *.ini initi
the assigned field.
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6 Then save the change by clicking "Submit" and "Burn", and restart 
the adapter. This should not be a soft reset via the web interface, but 
rather a cold start, e.g. by pressing the reset button on the back of 
the device.

UPDATE AUDIOCODES TERMINAL 
ADAPTER FOR SWYXWARE
If you are using an older version of the firmware (e.g. a version 
4.80.38.002) or you have not purchased the AudioCodes Terminal 
Adapter from Enreach (or one of its partners), you need to use the firm-
ware and configuration tested by Enreach.

You can obtain the files you will need from Support in a ZIP archive. 
When submitting your request, please indicate which AudioCodes Ter-
minal Adapter you are using (MP-11x or MP-124). The ZIP archive con-
tains the firmware (*.cmp), a preconfigured initialization file (*.ini) and a 
file for the German ringtones (call_progress_germany.dat).

The update and configuration procedures are described below.

The configuration uses an initialization file, which you should preferably 
customize to your circumstances before the firmware is updated.

The program DConvert.exe can be used to create another ringing tone file 
based on your settings. For more information please refer to the Audio- 
Codes Terminal Adapter home page (www.audiocodes.com)

2 If you are not using
"DHCPEnable = 0".

3 Change the IP addr
IP address.

4 You can change the
ports if you wish, in
0" has the number
adapter has more 
beginning of the lin

5 You can change the
port if you wish ("A

6 Save the initializati

How to update the firmwar
1 Open a Web brows

Terminal Adapter a
The Web configura
user name and pas

2 Enter the user nam
3 Start the Software 

"Maintenance | So
4 Click on "Start Soft
5 In "Load a CMP file

"Browse...".
6 Select the *.cmp fil

https://www.audiocodes.com
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11 Click on "Send file". The file will be loadedon to the adapter. Then 
you can restart the adapter by clicking on "Reset".

Independently of updating the firmware, you can also load a changed 
initialization file on to the adapter as follows.

 to load the initialization file
1 Open a Web browser and enter the IP address of the AudioCodes 

Terminal Adapter as the web address.
The Web configuration of the adapter and a window for entering a 
user name and password will appear.

2 Enter the user name and password.
3 Select the page "Management | Software Update | Configuration 

File".
4 In "Send INI File to the device", click on "Browse...".
5 Select the *.ini initialization file.

The path to this file now appears in the assigned field.

6 Click on "Load INI File".
The file will be loadedon to the adapter.

7 Then save the changes by clicking "Submit" and "Burn", and restart 
the adapter.
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se for operation as SIP proxy)

izes the most important terms required for the 
Connect 5000/8000.

 of up to five proxies, which are grouped in order 
ilability. They can be used for load distribution or 
other in case of breakdowns. 

y which is formed in order to be assigned further 
r logical structuring. You can, for example, assign 

oups, i.e. define, which proxies shall be used for 
oup will then register with these proxies via SIP. 

an furthermore define, where calls shall be for-
g rules). Calls can e.g. be defined as destinations 
ay also be defined, which use the IP group of the 
ination. 

ical group of physical trunks and channels to the 
cted devices. It consists of one or more BRI, PRI or 
physical trunk (BRI, PRI, FXS) must be assigned the 

lid for it. The channels must also be assigned to 

onsists of two channels, a PRI trunk of 30 chan-
The following chapter gives an overview on the technical concepts and 
components of SwyxConnect 5000/8000.

.1 VARIANTS
Enreach offers SwyxConnect 5000/8000 in different configuration lev-
els:

 Up to two ISDN PRI connections 
 Up to 8 ISDN BRI connections
 Up to four FXS connections

PSTN and/or to conne
FXS connections. The 
numbers which are va
the trunk. 

A BRI trunk typically c
nels.
Connect 5000/8000    System requirements

P. C:SWYXCONNECT 5000/8000
SwyxConnect 5000/8000 is structurally identical to the AudioCodes 
Mediant 500/800 and consists of a multifunctional media gateway to 
connect the PSTN with IP networks. 

It has the following functions in conjunction with SwyxWare:

 SIP Gateway, so that calls can be set up from SwyxWare into the 
PSTN and vice versa

 Connection and integration of legacy PBX, or analog and ISDN 
devices with SwyxWare for migration scenarios

 Operation as independent SIP proxy in separated smaller locations 
with fallback function, in case the IP/VPN connection to the central 
location or SwyxServer fails

See the AudioCodes Mediant 500/800 manual for further technical 
details, user scenarios and functions.

SYSTEM REQUIREMENTS
 SwyxWare 2015 or newer

 AudioCodes Mediant Firmware v6.60A.245 or higher

OVERVIEW

 SAS support (Licen

C.2.2 KEY CONCEPTS
This chapter summar
configuration of Swyx

C.2.2.1 PROXY SET
The proxy set consists
to achieve higher ava
as backups for one an

C.2.2.2 IP GROUP
An IP group is an entit
definitions. It serves fo
proxy set IDs to IP gr
which group. The IP gr

With IP groups, you c
warded to (call routin
of PSTN calls. Rules m
call to decide the dest

C.2.2.3 TRUNK GROUP
A trunk group is a log
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twork. Thus, calls can be forwarded per SIP from 
e ISDN or analog network, and the other way 
n is comparable to the SwyxGate. The gateway 
ctive.

n is the SAS application (Stand Alone Survivabil-
e activated and must be separately licensed. The 
parable to a SIP proxy. Provided SwyxConnect is 

wyxWare, the SAS application will act as a pure 
ently forwards all SIP messages between the SIP 

ns that all additional functions used by SIP end 
re are retained (e.g. SIP subscribe for name key 
ce box display, etc.). If the IP route (e.g. the VPN 
wyxWare and SwyxConnect, the SAS Application 
ission between the SIP terminals automatically, 
vides the complete PBX functionality and trans-
 PSTN gateway, the SIP terminals and the ISDN or 
 are connected via SIP.

parated into two functional units, two TCP/UDP 
 (one port per application).

-1: Structure of SwyxConnect 5000/8000:

S
00 can be used to manipulate CallControl mes-

 call direction can be defined using the web con-
ing numbers. However, this only applies to simple 
, e.g. removing the "0" for public line access from 

SAS
Port 5060

Gateway-
Port 5080

SwyxConnect 5000/8000
IP-to-IP calls are calls that take place within the SIP network and do not 
proceed to the ISDN or analog network, e.g. a call from a SIP client to a 
proxy (and finally to another SIP client).

.3 FUNCTIONAL UNITS OF SWYXCONNECT 5000/
8000
SwyxConnect basically consists of two functional units (applications): 

The first application is the gateway. The gateway provides the function-
ality to make ISDN and analog calls, and serves, at the same time, as a 

Fig. C

C.2.4 MANIPULATION
SwyxConnect 5000/80
sages in two ways: 

Firstly, rules based on
figuration, for process
number manipulation
Connect 5000/8000    Overview

2.4 ACCOUNT TABLE
The account table is used to configure SIP accounts. If you want to use 
SwyxConnect 5000/8000 with SwyxWare, please create a SIP account 
for each PSTN trunk, i.e. every SIP gateway trunk configured in Swyx-
Ware needs a SIP account onSwyxConnect with the same configuration 
data (username, password). This creates a one-to-one relationship 
between the PSTN trunks of SwyxConnect, the SIP accounts of Swyx-
Connect and any SIP gateway trunks of SwyxWare.

You can also use SwyxConnect for the connection of ISDN or analog 
telephones, which are each assigned to a SwyxWare user. In this case 
you configure a SIP account in the account table for each telephone, 
applying the same SIP login data of the SwyxWare user to which you 
want to assign the telephone.

2.5 CALL DIRECTIONS: IP-TO-TEL, TEL-TO-IP AND IP-TO-
IP
IP-to-Tel calls are SIP calls which are forwarded from the IP network into 
the public telephony network. SIP calls which are forwarded to ISDN or 
analog phones locally connected to SwyxConnect 5000/8000, are also 
IP - to -Te l  ca l l s . 
Calls which are forwarded from the PSTN (public switched telephone 
network) into the IP network via SIP are Tel-to-IP calls. The same applies 
to calls to the SIP-IP network from ISDN or analog phones connected to 
SwyxConnect 5000/8000.

bridge into the SIP ne
the IP network to th
around. This functio
application is always a

The second applicatio
ity). It can optionally b
SAS application is com
connected via IP to S
proxy, which transpar
endpoints. This mea
devices with SwyxWa
statuses, MWI for voi
route) fails between S
takes over the transm
i.e.SwyxConnect it pro
mits calls between the
analog phones, which

As SwyxConnect is se
ports have to be used



Swyx 406

C.2

C.2

sages (Fig. C-2: Functionality of manipulation 
 is a scenario, in which SAS is active, i.e. the IP 
 interrupted. An incoming call from the PSTN is 
teway application to the SAS application and from 
ateway application to an ISDN telephone, which is 
f SwyxConnect.

 shown in the upper area of the illustration. The 
he gateway application to the SAS application is a 
message received from the IP network to the SAS 
o the IP-to-IP category. The part of the call from 
 the gateway application is an IP-to-Tel call.

. C-2: Functionality of manipulation rules

s the points where the manipulation rules take 
utbound manipulations are applied as a SIP mes-
way in the direction IP. The gateway inbound 
plied to the SIP messages that are sent to the 

 side. On the same principle, the SAS inbound 

SAS
Port 5060

Gateway
Port 5080

P-to-IP
l direction

IP-to-Tel
Call direction

d

tionSet]

S Inbound Manipulations
ASInboundManipulation

Mode]
Gateway Inbound

Manipulations
[GWInboundManipulationSet]

ISDN Phone
User B
Manipulation and routing rules can be combined with one another. You 
can basically specify whether first the routing and then the manipula-
tion rules are executed, or the converse. Furthermore, the order of the 
rules within these units can be defined by arranging the rules in the 
table accordingly (from top to bottom).

The manipulations configured with an INI file, which manipulate the 
(SIP) CallControl messages themselves, are an exception. These always 
take precedence over the routing rules.

While SwyxConnect is subdivided into its functional units (gateway and 
SAS application), the units are also listed according to the call flow of 

Fig

The lower area show
effect. The gateway o
sage leaves the gate
manipulations are ap
gateway from the IP

Gateway Outboun
Manipulations

[GWOutboundManipula
Connect 5000/8000    Overview

the destination number of IP-to-Tel calls, as here the public line access 
number should not be forwarded into the PSTN.

The second possibility, using INI files or a Telnet or SSH access, is more 
extensive and allows parts of the (SIP) CallControl messages to be 
changed, removed or added. For SwyxConnect, this means that SIP 
message manipulations can be separately defined for the gateway for 
incoming or outgoing SIP calls. The rules themselves are grouped in 
Manipulation Sets. These Manipulation Sets in turn can be assigned to 
incoming calls only, or outgoing only.

.5 ROUTING
Routing offers the possibility of forwarding calls with the help of config-
urable criteria via specific destinations (e.g. IP groups or trunk groups). 
An example is the definition of a routing rule, which will forward a call 
into the PSTN via a particular ISDN trunk according to a particular 
sender (sender number or SIP gateway trunk).

.6 COMBINATION OF MANIPULATION AND 
ROUTING

Due to its complexity, Enreach recommends not using this option. 
However, it is still mentioned at this point, because the INI file templates 
with the basic configurations include such rules, and these are essential for 
successful operation of SwyxConnect on SwyxWare.

the CallControl mes
rules, Page 406). This
route to SwyxWare is
transferred via the ga
there in turn via the g
connected to a trunk o

The call directions are
part of the call from t
Tel-to-IP call. The SIP 
application belongs t
the SAS application to

PSTN
User A

Gateway
Port 5080

Tel-to-IP
Call direction

I
Cal

SA
[S
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000/8000 AS SIP GATEWAY
 as a SIP gateway, all SwyxWare components and 
 usually in the same LAN of a company's central 
Connect 5000/8000 as SIP Gateway, Page 407).

3: SwyxConnect 5000/8000 as SIP Gateway

xConnect logs on to the currently active Swyx-
standby pair via SIP REGISTER. SwyxConnect auto-
TIONS to check, which SwyxServer is active. Only 
 will reply to the SIP OPTIONS with 200 OK. After 
 is detected, SwyxConnect logs in via SIP REGISTER 
e master and the standby SwyxServer are config-
ect in a proxy set.

onfigured for various trunks. In the example, two 
 to the PSTN in TE mode. These two trunks are 
re as two SIP gateway trunks.

PSTN SwyxIt! (Client)

nk2 TE Trunk1 TE

Gateway Port
5080

000/8000

SwyxServer Port
5060 Master

SwyxServer Port
5080 Standby

one Main office
manual.

.8 APPLICATION SCENARIOS
SwyxConnect 5000/8000 is used in conjunction with SwyxWare in two 
ba s ic  scenar ios . 
The first scenario uses SwyxConnect solely as a SIP gateway. In the sec-
ond scenario, SwyxConnect is used in a separate location, so that it is 
used as a SIP gateway and also as a SIP proxy.

In this example, Swy
Server of the master/ 
matically uses SIP OP
the active SwyxServer
the active SwyxServer
to the SwyxServer. Th
ured within SwyxConn

SwyxConnect can be c
trunks are connected
configured in SwyxWa
Connect 5000/8000    Overview

manipulation rules are applied to the SIP messages that are transferred 
from the IP side to the SAS application. 

.7 DIGIT MAPPING
Digit Map pattern rules can be applied for Tel-to-IP calls, which use 
Overlap Dialing. In the scenarios described here, the aim is to delay the 
application of routing rules with the help of the digit map pattern, until 
the destination number has reached a length which ensures that the 
desired routing rule is applied. Up to 52 digit map pattern rules can be 
defined, separated from one another with a concatenation character 
("|"). The string must not exceed 152 characters.

The following special characters may be used in the character string:

 [n-m]  range of digits (letters are not allowed)
 . Any number of digits until the next notation
 x Any single digit
 T Wait for timeout when dialing

In the example "DigitMapping = 00[1-7]xxx|x.T", the section "00[1-
7]xxx" collects numbers that start with 0 and then contain a digit 
between 1 and 7, followed by any three further digits. Always conclude 
a digit map with "x.T", in order to ensure that numbers which do not 
correspond to any formulated digit map pattern rule are still dialed. If 
the digit map is not concluded with "x.T", only numbers corresponding 
to a digit map pattern rule are accepted by SwyxConnect. 

For further information, please see the AudioCodes Mediant 500/800 

C.2.8.1 SWYXCONNECT 5
If SwyxConnect is used
also SwyxConnect are
location (Fig. C-3: Swyx

Fig. C-

Tru

SwyxConnect 5
Trunk3 NT

ISDN Ph
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xample, the SwyxConnect's SAS application is 
ining configuration of SwyxConnect, concerning 
N and the trunk for the connection of the ISDN 

is example, the gateway application of SwyxCon-
irectly to SwyxWare with the trunks: all SIP mes-
ceived via the activated SAS application (proxy). 
ust be configured such that they log in directly to 
plication (proxy)). In this configuration, the SAS 
ess any transmissions independently, if the IP 
nd secondary location is interrupted. Thus, all SIP 
gged on via SwyxConnect, can call each other 
y subscribers that are connected via an ISDN/ 
n likewise be set up to the PSTN, and incoming 
e PSTN.

G SWYXCONNECT 5000/
E WITH SWYXWARE

 settings for using SwyxConnect with SwyxWare 
e web configuration. Enreach provides some INI 

ich are necessary to make specific settings for 

 are required for startup:

re, i.e. creating SIP gateway trunks and SwyxWare 
yxWare locations, if necessary

xConnect to the LAN and the PSTN
installation of the customized INI files on Swyx-
Fig. C-4: SwyxConnect 5000/8000 as SIP Gateway with SAS

VPN/LAN
5060 Master

SwyxServer
Port

5060 Standby

Main officeBranch Office

Trunk3 TE

ISDN Phone

IP Client

SAS
Port 5060

Gateway
Port 5080

The following steps

 Preparing SwyxWa
users; setting up Sw

 Connection of Swy
 Configuration and 

Connect 
Connect 5000/8000    Configuring SwyxConnect 5000/8000 for use with SwyxWare

The example further shows the login of an ISDN telephone via Trunk3. 
In SwyxWare, the ISDN phone is logged in as a SIP user. Thus, the SIP 
log-in data is stored in the SwyxConnect's Account Table for Trunk3, 
which is configured in NT mode. SwyxConnect will use this SIP log-in 
data to log in as a SIP SwyxWare user.

Please note that only the Gateway application is active on SwyxConnect. 
The SAS application is deactivated by default.

8.2 SWYXCONNECT 5000/8000 AS SIP GATEWAY WITH 
SAS
The operation of SwyxConnect with all configuration levels to Swyx-
Ware, including master/ standby support and SAS, is described in the 
following example (see Fig. C-4: SwyxConnect 5000/8000 as SIP Gateway 
with SAS, Page 408).

SwyxWare is at the company's central location and is linked via IP (VPN) 
to a secondary location of the company. SwyxConnect Is located at this 
secondary location.

SwyxIt!
(Client)

SwyxServer
Port

Trunk2 TE Trunk1 TE

Unlike the previous e
active here. The rema
the trunks to the PST
phone, is unchanged.

Please note that in th
nect does not log in d
sages are sent and re
Similarly, SIP clients m
SwyxConnect (SAS ap
application can proc
route between main a
clients, which are lo
directly, as well as an
analog trunk. Calls ca
calls picked up from th

C.3 CONFIGURIN
8000 FOR US
Not all the necessary
can be selected in th
files as templates, wh

SwyxConnect.
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mware and the file for the CallProgress tones to 

 the firmware by calling up the parent menu 
oftware Upgrade Wizard".  
u through the individual steps to update the 

ing dialogs and wait for SwyxConnect to restart.

Fig. C-5: Device Actions

ion to the PSTN and/or to any ISDN or analog 
be set up. Connect SwyxConnect to your NTBA 
evices. The figures below show the pin 
e PRI and BRI modules of SwyxConnect.

c Pin configuration of an E1/T1 PRI plug-in module

J-45 Pin configuration of a BRI plug-in module
entries become visible (recommended after every login). 
 You can also find an entry in the tree structure using Search. Click 
on "Search", and enter all or part of the entry name. 

Fig. C-7: R
Connect 5000/8000    Configuring SwyxConnect 5000/8000 for use with SwyxWare

.1 PREPARATION OF SWYXWARE
1 In the SwyxWare Administration, configure the SIP gateway trunks 

that you want to use.

2 When selecting the profile for the trunk group, choose the 
SwyxConnect profile matching your connection.

If you want to connect ISDN or analog telephones to SwyxConnect, 
configure for each of these a SwyxWare user with the option of logging 
in through SIP.

.2 STARTUP OF SWYXCONNECT 5000/8000
1 Connect SwyxConnect to the LAN. Ethernet connections are 

redundant and can be found on the front panel.

2 Connect SwyxConnect to the power supply. It will start, and after a 
little while it can be reached on the preset address IP 192.168.0.2 
(subnet mask 255.255.225.0, gateway 192.168.0.1).

3 Start a web browser, deactivate the proxy settings and then enter 
"http://192.168.0.2.", to establish a link to SwyxConnect.

4 For the user name and password, enter "Admin" (factory setting). 
Entries are case-sensitive.

5 After log-on, set the view of the tree structure to "Full" so that all 

Important: For the SIP user name and the SIP user ID, choose the extension 
that this user should be given. This is essential to ensure that when the SAS 
is used in the separated location, the user will still be able to call with the 
extension in emergency mode.

6 Upload the new fir
be used.

7 Start the update of
"Device Actions | S
The wizard takes yo
firmware.  
Confirm the follow

8 Finally the connect
telephones has to 
and the terminal d
configuration of th

Fig. C-6: RJ-48
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pSettings]", activate the lines according to the 

 specify the login data of your SIP gateway trunks 
ing to your SwyxWare configuration.
ms]", configure the protocol properties of the 
sed.

G numbers are configured which need special 
ing with Overlap Dialing, such as emergency 
e number or extensions of devices connected 
nect.
refix]" determines the routing of SwyxConnect. If 
onnect with external lines only, just put an 
rt used and replace USERNAME corresponding 

e above. If you also run devices, configure the 
ted on the corresponding trunk group.

ctions support the "Clip No Screening" feature, 
ponding number of lines and configure 
onding to the account table under 

apIp2Tel]".

ration, you then execute the following 

xyIP]", enter the IP address of SwyxConnect.
ration for "[ProxyIp]", "[ProxySet]" and 

pSettings]" activate the parameters according to 
d under point 4.

activate the parameters according to the number 
nfigured under point 5.

on as a corresponding number is found in the table. 
like a wildcard, this applies to every dialed number. 
ore always have the highest index in this table.  
AS function with SwyxConnect, the routing should be 
sponding section of the INI file.
3 In the "[ProxyIp]" section, configure the IP address of your 
IpPbxServer.
The following paragraphs describe the physical connection of 
SwyxConnect. 

4 Activate the options appropriate for your usage. 
If you configure an external line under "[TrunkGroup]", replace 
"NUMBER" with your subscriber number, e.g. 4777, for +44 20 4777 
000 999. 
If you operate a device on a port, replace "NUMBER" with the 
extension of the relevant subscriber, e.g.100, for +44 20 4777 100. 

steps:

10 In the section "[Pro
11 Activate the configu

"[IpGroup]".
12 Under "[TrunkGrou

the ports configure
13 Under "[Account]" 

of user accounts co
Connect 5000/8000    Configuring SwyxConnect 5000/8000 for use with SwyxWare

.3 CONFIGURATION AND INSTALLATION OF THE 
INI FILES
The INI files are divided into three sections. In the first part, you config-
ure the parameters which are specific to the environment. These 
include e.g. the configuration of the ISDN trunks you use, and of the SIP 
accounts. In the second section, basic settings are selected SwyxCon-
nect, which are necessary for the operation with SwyxWare. As a rule, 
no changes have to be made here. The optional SAS functionality is con-
figured in the third part. In order to use this option, additional licenses 
are required.

3.1 CONFIGURATION OF THE INI FILE
Open the necessary INI file for your application case. Enreach recom-
mends a text editor, which supports automatic syntax highlighting, e.g. 
Notepad++;

notepad-plus-plus.org

 to configure the gateway:
1 Under "[SYSTEM Params]" enter your NTP server and adjust the 

parameters for the automatic time change, if applicable. 
As a rule, further settings are not necessary.

2 In the "[InterfaceTable]" table configure the SwyxConnect IP address 
as well as the subnet mask, gateway- and DNS server addresses.

Under "[TrunkGrou
ports to be used.

5 Under "[Account]",
and devices accord

6 Under "[PSTN Para
connections to be u

7 With DIGITMAPPIN
handling when dial
numbers, exchang
directly to SwyxCon

8 The section "[PstnP
you operate SwyxC
asterisk for each po
to the account tabl
extension to be rou

9 If your ISDN conne
activate the corres
USERNAME corresp
"[SourceNumberM

For the SAS configu

The routing starts as so
Since the asterisk acts 
This line should theref
If you want to use the S
configured in the corre

https://notepad-plus-plus.org
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14 In the following sections numbers are configured. Replace the 
relevant wildcards here in order to adapt SwyxConnect to your 
environment.

15 The section "[PstnPrefix]" describes, as in point 7, the routing of 
SwyxConnect in gateway and SAS mode. Configure here the Routing 
Records for your external lines and connected devices, both for the 
local host IP address for SwyxConnect in SAS mode and for the 
operation of regular gateway.

16 Under "[SIP Params]", activate all parameters and configure the IP 
address of SwyxConnect once again.

17 The parameters described in the following sections must only be 
activated and generally need no further change. This is also valid for 
all parameters under "[SIP Params]", except 
SASDEFAULTGATEWAYIP. Configure the IP address of the 
SwyxConnect here.

3.2 INSTALLATION OF THE INI FILE
After you have customized the INI file, upload it to SwyxConnect. To do 
this, click on "Device Actions | Load Configuration File" (see Fig. C-5: 
Device Actions, Page 409).

After the installation of the INI file the web configuration of SwyxCon-
nect is available via the configured IP address via HTTPS.

Passwords for account-specific data are not saved when an INI file is 
exported. So if you want to import a saved INI file on a device, you have to 
reconfigure the passwords in it first, or reset them afterwards in the web 
configuration.
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AP  AS THE MAIN 
NICATION SYSTEM

g telecommunication system is operated as a sub-
stem on SwyxWare, for example. SwyxWare man-
 public telephone network as well as to other net-
 connected via ISDN to SwyxWare. The ISDN cards 
t be operated in NT mode in this case.

E SX2 CARDS IN NT MODE
s how to use the SX2 card in NT mode to connect 
ecommunication systems to SwyxWare. These 
e hardware requirements, any restrictions of the 
d the required configuration options of the SX2

n the Basic Rate Interface (BRI)
 be used in NT mode. Multiple-subscriber lines 

lines will be supported. Telecommunication sys-
Interface, terminal adapters for transferring the 
analog line or ISDN phones can be connected to 
g the SX2 QuadBRI a connection to up to 4 Basic 
telecommunication system is supported at the 

th the help of "BRI-BUS Power-Adapter to feed 
 (EXSG10001)" to apply a current to the BRI bus 
erminal devices. The computers power supply 
s. 

 a separate power supply such as cordless phones 
e ISDN cards. Simple ISDN phones which can be con-
pply only via the ISDN interface can not be con-
 SwyxWare in addition to an existing telecommunications system
In this case SwyxWare is operated in addition to an existing telecom-
munications system. Both systems have access to the public tele-
phone network and/or other networks.
See D.3 SwyxWare alongside another system with additional access to 
the public network, Page 417.

It is also possible wi
power to the BRI-bus
and thus to supply t
(mains) is used for thi

Only ISDN phones with
can be connected to th
nected to the power su
nected.
al connections (BRI/PRI)    SwyxWare as the main telecommunication system

P. D:INTERNAL CONNECTIONS 
(BRI/PRI)

Configuration settings of SwyxWare in scenarios with other tel-
ecommunication systems

In an installation scenario with another telecommunication system, the 
following possibilities can be imagined:

 SwyxWare as master system
In this case, an existing telecommunication system is operated as a 
sub-telecommunication system on SwyxWare, for example. Swyx-
Ware manages the access to the public telephone network as well as 
to other networks. The sub-PBX is connected via ISDN to SwyxWare. 
The ISDN cards provided for this must be operated in NT mode in 
this case.
See D.1 SwyxWare as the main telecommunication system, Page 412.

 SwyxWare as sub-telecommunication system
In this case an existing telecommunication system is operated as 
master telecommunication system, for example. SwyxWare is con-
nected to this as a sub-PBX. A prerequisite for this is the subsystem 
capability of the existing telecommunication system. The access to 
the public network is managed by the existing telecommunication 
system
See D.2 Connection of SwyxWare as Sub-telecommunication System on 
a Main Telecommunication System, Page 415.

D.1 SWYXWARE
TELECOMMU
In this case, an existin
telecommunication sy
ages the access to the
works. The sub-PBX is
provided for this mus

D.1.1 OPERATING TH
This chapter describe
ISDN devices and tel
descriptions include th
supported devices an
cards and SwyxWare.

Supported devices o
The SX2 QuadBRI can
and direct-dialing-in 
tems with Basic Rate 
ISDN interface to an 
the cards. When usin
Rate Interfaces of a 
same time.
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D.1

 SEVERAL SX2 CARDS IN ONE 

e several ISDN cards in one computer. On perfor-
recommend operating a maximum of 76 ISDN 
mputer. Combinations of different SX2 cards are 
um of four logical cards, for example:

ne SX2 DualPRI is equivalent to two "logical" 

nd two SX2 QuadBRI
d two SX2 QuadBRI

X2 cards
2 cards in one computer, three cases can be dif-

ly connected to the public line (TE mode)
ds receive the same pulse from the public line. 
 synchronize the cards.
ternal lines (NT mode)
erated in NT mode, synchronization is recom-

made via two different ISDN cards.
 cards in TE mode and in NT mode
. coming via an ISDN card from the public ISDN, is 
cond card in NT mode e.g to a sub-PBX, the two 
nchronized. That is, the card in NT mode gets its 
 that is connected to the public line.

X2 cards, you need a special cable: "Synchronisation 
If the line is configured as a SX2 QuadBRI, the LED, which is associated with 
this line, will blink. This simplifies the identification when operating several 
SX2 QuadBRI cards.

forwarded via a se
cards should be sy
pulse from the card

For synchronizing two S
Cable EXSG 10002".
al connections (BRI/PRI)    SwyxWare as the main telecommunication system

Supported devices on the Primary Rate Interface (PRI)
The use of the SX2 SinglePRI or SX2 DualPRI in NT mode is supported by 
the driver software of the card. A direct dialing-in telecommunication 
system with Primary Rate Interface can be connected to the ISDN card.

.2 SX2 IN NT MODE
To use the NT mode, you must have a SwyxWare installation and a 
SwyxWare Administration. SwyxServer and SwyxGate must be ready for 
operation.

In order to operate the SX2 card in NT mode, the card must be appro-
priately prepared before it is installed in the computer. See 15.2.1 
Preparation of the SX2 QuadBRI before insertion, Page 242 or 15.2.3 
Preparation of the SX2 SinglePRI, Page 251

Configuring the SX2 cards for NT mode
The NT mode of the SX2 card is set in the driver according to the 
descriptions under  This is how you modify the ISDN card driver 
configuration, Page 260. Here you have to select the NT mode on the 
"Connection" tab in step (4). If necessary, repeat this setting for all lines 
of the SX2 card which can be used by the telecommunication system.

You do not need a special connection cable to operate SX2 cards in NT 
mode.

D.1.3 OPERATION OF
COMPUTER
It is possible to operat
mance grounds, we 
channels from one co
also possible; a maxim

 four SX2 QuadBRI
 two SX2 DualPRI (o

cards)
 two SX2 SinglePRI a
 one SX2 DualPRI an

Synchronizing the S
If there are several SX
ferentiated:

 All cards are direct
In this case all car
There is no need to

 All cards operate in
If all cards are op
mended if a call is 

 Mixed operation of
If a call which is e.g
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Thi field "Connected to:", it should now be indicated 
as been connected to the card.
ource for lines in NT mode", activate the option 
m other board connected via PCM bus".

e, highlight the ISDN controller of the card that 
 TE mode (master).
erive clock from line in TE-mode or use on-board 
ust be activated in the field "Clock source for 

 SUB-TELECOMMUNICATION 
PBX) TO SWYXWARE
 to use analog equipment, such as existing fax 
hones, these devices can be operated together 
b-PBX (sub-telecommunication system) environ-

multiple cards in NT mode and synchronize them 
ected to the public line in TE mode, you can feed 
 the public line with further synchronization cables. 
 "OUT" plug strip of a previously synchronized card 
plug strip of a further card in NT mode, and so on. 
4 If no driver has been installed for the SX2 cards, it can be installed 
after this insertion (15.2.5 Insertion of the ISDN Card, Page 258).

5 Next, start the configuration of the driver in computer management 
(15.2.7 Configuration of the ISDN Card, Page 260).
Enter the appropriate settings under "Properties".

6 Select "ISDN Parameters" on the "Advanced" tab.
7 In the tree structure, highlight the ISDN controller of the card that 

will be operated in NT mode.
For details of how to identify the ISDN controller, please refer to  The 
"ISDN Ports" Tab, Page 269.
al connections (BRI/PRI)    SwyxWare as the main telecommunication system

s is how you synchronize two SX2 cards
1 The two cards must be connected to each other with the 

Synchronisation Cable EXSG 10002.
The SX2 cards are in front of you with the PCI plug strip facing down 
and the ISDN connections to the left. Regardless of the type of ISDN 
card, you will then find two PCM plug strips in the upper right corner. 
The upper plug strip is labeled "OUT", the lower one "IN".

Fig. D-1: Schematic representation of SX2 SinglePRI

2 Now connect the "OUT" plug strip of the card that will be operated in 
TE mode (master), to the "IN" plug strip of the card that is to be 
operated in NT mode.

3 Insert these connected cards into the computer (15.2.5 Insertion of 
the ISDN Card, Page 258).

OUT

IN

Computer plug stripISDN connection

In the information 
that a PCM cable h
In the field "Clock s
"Obtain clocking fro

8 In the tree structur
will be operated in
Here, the option "D
clock generation" m
lines in NT mode".

D.1.4 CONNECTING A
SYSTEM (SUB-
In order to continue
devices or DECT telep
with SwyxWare in a su
ment.

If you want to operate 
with a card that is conn
through the pulse from
To do this, connect the
(NT mode) to the "IN" 
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 trunk group and trunks to the sub-PBX
nk group ( This is how you create an ISDN trunk 

u, select "Properties".
, select the profile "Internal Lines".
t is set according to the default setting.

e access blank. In this case SwyxWare is the 
unication system.
nges are used in the range of the sub-PBX, 
ber replacement accordingly.
d Number Mappings, Page 141.

b, specify which calls from SwyxWare will be 
ub-PBX.
, define the rights of the calls that are made from 
wyxWare, e.g. whether these may be forwarded 
one network.
of the sub-PBX on the "Location" tab.
ion of the ISDN trunk group with "OK".
 more ISDN trunks belonging to this trunk group. 

 incoming or only outgoings calls for these, for 

N OF SWYXWARE AS SUB-
NICATION SYSTEM ON A 

OMMUNICATION SYSTEM
e implemented as a sub-telecommunication sys-
-telecommunication system is expanded but 

communication system.

taneous public line access for the sub-PBX (sub-tele-
), the lines within the sub-PBX will behave as if they 
 on SwyxWare.
must be configured in NT mode (D.1.1 Operating the SX2 cards in NT 
Mode, Page 412).

.5 CONFIGURATION OF THE ISDN TRUNK GROUP 
AND ISDN TRUNKS (SWYXGATE LINES)
To connect a sub-PBX to SwyxServer, a corresponding ISDN trunk group 
(SwyxGate lines) must be configured.

D.2 CONNECTIO
TELECOMMU
MAIN TELEC
SwyxWare can also b
tem. An existing sub
remains the main tele
al connections (BRI/PRI)    Connection of SwyxWare as Sub-telecommunication System on a Main Telecommunication Syste

Fig. D-2: Connection of a Sub-PBX to the Internal PRI

In this case, an additional SwyxGate is installed or an existing one is 
used and the sub-PBX (sub-telecommunication system) is connected to 
this SwyxGate  via a BRI/PRI connection.

Requirements
One or more lines must be available in the SX2 card for the connection 
of the sub-PBX.

The line which is available in the SX2 card for the internal connection 

SwyxGate
SwyxServer

S0/S2m

S0/S2m

Sub telephone system

Public telephone network

How to configure the ISDN
1 Create an ISDN tru

group, Page 260).

2 In the context men
3 On the "Profile" tab

The number forma

4 Leave the public lin
superior telecomm

5 If other number ra
configure the num
See 10 Numbers an

6 On the "Routes" ta
forwarded to the s

7 On the "Rights" tab
this sub-PBX into S
to the public teleph

8 Select the location 
9 End the configurat
10 Next, set up one or

You can allow only
example.

If you configure a spon
communication system
were directly operated
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 trunk group and trunks to the superior 

nk group ( This is how you create an ISDN trunk 

u, select "Properties".
, select the profile "Internal Lines".
t is set according to the default setting.

ss of the PBX is the digit or sequence of digits 
 within the main telecommunication system to 

xternal line. Ask the main telecommunication 
or about this.

nges are used in the range of the sub-PBX, 
ber replacement accordingly.
d Number Mappings, Page 141.

cords" tab, specify which calls from SwyxWare will 
e superior system.
, define the rights of the calls that are made from 
yxWare.
of the sub-PBX on the "Location" tab.
ion of the ISDN trunk group with "OK".
 more ISDN trunks belonging to this trunk group. 

 incoming or only outgoings calls for these, for 

at the numbers assigned to users are within the 
nfigured in the main telecommunication system for 
 especially be checked when new numbers are allo-
ator.
tion system.

The SX2 card that is used for the connection to the main telecommuni-
cation system must be configured in TE mode, i.e. as for the connection 
to the PSTN.

.1 CONFIGURATION OF THE ISDN TRUNK GROUP 
AND TRUNKS
In SwyxServer the ISDN trunk group and the trunks must be appropri-
ately configured for the access to the superior system.

range that you have co
SwyxWare. This should
cated by the administr
al connections (BRI/PRI)    Connection of SwyxWare as Sub-telecommunication System on a Main Telecommunication Syste

Fig. D-3: SwyxWare as sub-telecommunication system

In this case, the SX2 card is connected with the BRI/PRI connection of 
the main telecommunication system instead of with the PSTN.

Requirements
In the main telecommunication system, there must be an available BRI/
PRI for the SwyxWare connection. In the SX2 card, the appropriate BRI/
PRI must be available for the connection to the main telecommunica-

Public telephone network

S0/S2m

Telephone system

A B C D E

S0/S2m

SwyxGate
SwyxServer

How to configure the ISDN
system

1 Create an ISDN tru
group, Page 260).

2 In the context men
3 On the "Profile" tab

The number forma

4 The public line acce
that must be dialed
gain access to an e
system administrat

5 If other number ra
configure the num
See 10 Numbers an

6 On the "Routing Re
be forwarded to th

7 On the "Rights" tab
this system into Sw

8 Select the location 
9 End the configurat
10 Next, set up one or

You can allow only
example.

Please make certain th
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D.3 s (e.g. SIP or SwyxLink) for access to other net-

etermines how calls are forwarded in such a sce-
e 234).

ON OF A GATEWAY WITH 
I V2

ith another PBX (e.g. a fallback SwyxServer), it is 
e exchange connection directly to a PBX if neces-

I V2 has an additional relay, enabling the calls to 
even if there is a breakdown.

is activated, i.e. the software (SwyxGate, Swyx-
onnected PBX is treated as a sub-telecommunica-
y is released, e.g. because

ilure,
te is stopped, e.g. directly by the administrator.

X is linked directly to the external line.

 is configured so that one part (a controller, equiva-
ctly connected in TE mode to the external line and the 
s the calls in NT mode to a sub-PBX (e.g. a fallback 
omputer now breaks down, the opening of the relay 

l line to be connected through directly to the PBX.

X2 DualPRI V2 before insertion
erted, a jumper is set to establish whether the 
n this card, see  , Page 248.

 permissions with which calls are forwarded are care-
The lines necessary for this, e.g. from an additional SX2 card, must then 
be connected to the public telephone network and configured appro-
priately for the direct connection to the PSTN (15.2.6 Installation of the 
software for the ISDN card, Page 259).

In this scenario, various ISDN trunk groups are set up:

 ISDN trunk group(s) for access to the other telecommunication sys-
tem

 ISDN trunk group(s) for access to the public network

The SX2 DualPRI V2
lent to a PRI) is dire
other part forward
SwyxServer). If the c
causes the externa

Preparation of the S
Before the card is ins
relay should be used o
al connections (BRI/PRI)    SwyxWare alongside another system with additional access to the public network

SWYXWARE ALONGSIDE ANOTHER 
SYSTEM WITH ADDITIONAL ACCESS 
TO THE PUBLIC NETWORK
For a SwyxWare installed as a sub-telecommunication system, you can 
also provide a separate direct access to the public network or to other 
networks such as a SIP link or a SwyxLink.

Fig. D-4: SwyxWare as a Sub-Telecommunication System with its own Access to PSTN

Public telephone network

S0/S2m

S0/S2mTelephone system

S0/S2m

SwyxGate
SwyxServer

 further trunk group
works

The forwarding table d
nario (14 Routing, Pag

D.4 INSTALLATI
SX2 DUALPR
In an environment w
possible to forward th
sary. The SX2 DualPR
be forwarded directly 

So long as the relay 
Server) is active, the c
tion system. If the rela

 there is a power fa
 the service SwyxGa

then the connected PB

Example:

Please ensure that the
fully configured.
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Thi
al connections (BRI/PRI)    Installation of a gateway with SX2 DualPRI V2

s is how you check the relay status in the card driver
1 Start the configuration of the driver in computer management 

(15.2.7 Configuration of the ISDN Card, Page 260).

2 The relay function must be allowed for one of the two ISDN 
Controllers.
On the "Advanced" tab, select the entry "ISDN Parameter".
The status of the relay function is indicated in the information field 
"Standby Information:".
"Standby relay status: enabled / disabled".

Clocking in the Standby Configuration
In a Standby configuration, one of the ISDN Controllers of SX2 DualPRI 
V2 is configured in TE mode, the other one in NT mode. The ISDN con-
troller in NT mode must be configured in a way that in the card driver 
configuration on the "ISDN Parameters" tab the option "Obtain clocking 
from other board connected via PCM bus" is activated (can be activated 
in NT mode only!). This ensures that the ISDN controller is synchronous 
to the ISDN controller in TE mode.

If the status is "disabled" for both ISDN controllers, the relay function is 
deactivated. There will be no through-connection of the external line to the 
sub-PBX if SwyxWare is disabled.
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AP

E.1

le comes default with SwyxWare installed.

the SwyxWare Administration, Page 59.

rShell module via the correspond-
rt menu entry. In this case, Win-
 launched with the SwyxWare 

an open Windows PowerShell 
ith the command "Import-Module 

 list of Cmdlets
r information on working with the module using 
lp about_IpPbx_Module".

f all Cmdlets available with the command: "Get-
Pbx".

dividual Cmdlets with the parameter "?", which 
s.

d help on the individual Cmdlets with "Get-Help -

e for SwyxWare supports Windows PowerShell for 
an only be used with SwyxWare V2013R3 and higher.
ration. 
Test your commands and scripts and use the parameter "-whatif" in order 
to check the potential consequences of a command.

When all or many users, groups or trunks are processed in an operation, 
then the system load on the SwyxServer may reach levels that are too high.
Run the corresponding commands or scripts only within a period of low 
server demand. 

Here, you can run in
every Cmdlet support

You can obtain detaile
full <CmdletName>". 
 & Traces    PowerShell support

P. E:TOOLS & TRACES
Tools to support the analysis of installation problems

For current information regarding this topic, please consult the articles 
in our Knowledgebase:

service.swyx.net/hc/en-gb

POWERSHELL SUPPORT
With the help of SwyxWare PowerShell mode, administrative processes 
can be run in an automated manner via command lines or with Power-
Shell scripts. 

Over 100 Cmdlets help to run both simple administrative processes as 
well as complex administration tasks. 

It is recommended to have general knowledge of the use of Windows 
PowerShell before using SwyxWare PowerShell.

When saving and processing personal data, observe the respective applica-
ble legal data protection regulations.

By running PowerShell commands with administrator rights, you obtain full 
control over SwyxWare, which can have grave effects on SwyxWare configu-

Installation
The PowerShell modu

See 5.5 Installation of 

Starting
You can run the Powe
ing symbol in the sta
dows PowerShell is
module loaded.

Alternatively, you c
directly and reload w
IpPbx".

Help on module and
You can access furthe
the command "Get-He

You can open a list o
Command -Module Ip

The PowerShell modul
V3.0 and higher, and c

https://service.swyx.net/hc/de/
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E.2 ble to remove the extensions. To do this, start a 
main administrator rights and enter

nfig /u
o display the current status of registration, and /r 
on again.

T ASSISTANT
orted from an Excel table or a directory service 
tabase. All directory services which grant LDAP 

. Tests were done with Microsoft Active Directory 
 Server.

ram 'IPPbxUserImport' on the SwyxWare DVD in 
yxUserImportAssistant'.

ols\SwyxUserImportAssistant' from the SwyxWare 
computer on which the SwyxWare Administration 

ing functions:

me and phone number)
n from the phone number

o new SwyxWare users

'tools\SwyxUserImportAssistant' from the 
ally on to the computer on which the SwyxWare 
stalled.

ort.

rImport can only create users if it is started by a user 
dministrator rights. If you want to import from an 
rent Windows user account must be a member of 
tion in the Active Directory. Next, for display of the relevant SwyxWare 

interface in the Active Directory, install the 'AD Integration' of the Swyx-
Ware Administration on the computer from which you call the Active 
Directory user administration.

Removal of the Active Directory extension

When SwyxWare is uninstalled, the registration of the Active Directory 
extension is not removed from the Active Directory. Using IpPbxAdExt-
Config.exe, which you will find on the SwyxWare DVD under "Tools\AD 

How to import user data
1 Copy the directory 

SwyxWare DVD loc
Administration is in

2 Start IPPbxUserImp

LDAP directory, the cur
this domain.
 & Traces    Active Directory extension

ACTIVE DIRECTORY EXTENSION

 SwyxWare users can be managed in the Windows user administration. 
There you can

 when creating a new Windows domain user (Active Directory user 
and computer), directly create an associated SwyxWare user and 
assign him basic SwyxWare parameters such as name and number

 assign corresponding SwyxWare users to Windows users that 
already exist

 change basic SwyxWare parameters in the Windows user adminis-
tration

 when deleting a Windows user account, remove the associated 
SwyxWare user directly

You will find details on the use of the Active Directory extension in 11.6 
Configure users in the Windows user administration, Page 204.

Installation of the Active Directory extension

The Active Directory extension must be registered in the Windows user 
administration. To do this, start the SwyxWare-Configuration Wizards 
(5.4.2 Configuring SwyxWare, Page 49) or use the program IpPbxAdExt-
Config.exe in the SwyxWare program directory to perform the registra-

This function is not available for SwyxON.

Extension", it is possi
command line with do

IpPbxAdExtCo
Parameter /v is used t
to register the extensi

E.3 USER IMPOR
User data can be imp
into the SwyxWare da
access are supported
and SunOne Directory

You can find the prog
the directory 'tools\Sw

Copy the directory 'to
DVD locally on to the 
is installed.

You can use the follow

 Import of users (na
 Detection of locatio
 Email notification t

The program IPPbxUse
who has at least user a
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 and the group membership of the new users. 
 the location automatically identifiable from the 

er here to serve as a template for the new users. 
this is similar to the function 'Create new user 
the properties of an existing user' in the 
tration when creating a new user. However, files 
tones, and Call Routing scripts are not included.
e call permissions and the feature profile of the 

blic phone numbers should be copied with the 

n internal numbers, activate the checkbox and 
final digits of the phone numbers should be used.
ox if the new users should receive an email with 

er data after their creation. You can specify the 
e text of the email here, using 'Configure email'.

o be imported is displayed with all individual 
n still edit this now.

ady present are neither displayed nor imported; 
ion for this is the user name.

rted.
ser fails, a red error message appears in the list, 
a green success message. The numbers of 
d imports are also shown after a run.
 change user parameters here in the list of failed 

a new import.

mported users is then displayed.
 with 'End'.
w appear as activated SwyxWare users with the 
 in the SwyxWare Administration.
If you want to import only users who already have a phone num-
ber in the LDAP directory, activate the corresponding option.

Excel file
 Excel Import

Specify the XLS file, and the sheet with the user data to be 
imported. Assign the column names in the Excel table to the cor-
responding SwyxWare data (user name, external number and 
email address, optionally Windows user account and description).

Click on "Next>".

successful and faile
You may be able to
imports, and start 
Click on "Next>".

9 An overview of all i
10 Close the program
All imported users no
configured properties
 & Traces    User Import Assistant

3 Authenticate the access to the SwyxServer either under the current 
Windows user account or with user name and password. The user 
account must have at least SwyxWare user administrator rights.

4 Specify the source from which the user data is imported:
Directory service
 Connection to LDAP directory

Specify the path to the LDAP Directory Server whose user data 
you want to import (e.g. LDAP://DC=company,DC=net). If the cur-
rent Windows user account is not sufficient for the LDAP access, 
activate the checkbox and enter here a name (e.g. "CN=Jones\, 
Tom,OU=Development,OU=Users,OU=London,DC=com-
pany,DC=net") and the corresponding password.
If the computer is a member of an Active Directory domain and 
the current Windows user account is a member of this domain, a 
link to this own Active Directory is automatically suggested.
You can select or delete existing profiles of previous imports from 
the selection list.
You can check with 'Test' whether the entered authentication 
parameters are sufficient.
Click on "Next>".

 Selection of the organizational unit
Select in the tree structure the organizational units (OU) whose 
users you want to import.
You can choose here how the SwyxWare user name is generated:
- from the Windows user account, 
- from the full name, 
- from the last name or 
- last name, first name.

5 Specify the location
You can also make
phone number.
Click on "Next>".

6 You can define a us
The procedure for 
account and apply 
SwyxWare Adminis
such as skins, ring 
You also specify th
new users.
Decide whether pu
import.
If you want to assig
specify how many 
Activate the checkb
their SwyxWare us
email server and th
Click on "Next>".

7 A list of the users t
parameters. You ca
Users who are alre
the selection criter
Click on "Next>".

8 The users are impo
If the import of a u
otherwise there is 
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E.4

E.4

E.4.

E.4.

r can be called as follows:

-l1x] [-l2x] [-l3x]
ing parameters:

r appears:

Explanation

A CAPI Controller will be selected.

Level1 messages are switched on or off using -l1+ or -l1- 
respectively.

Level2 messages are switched on or off using -l2+ or -l2- 
respectively.

Level3 messages 
l3- is switched off
l3s is used to display the names of the information 
elements.
-l3l is used for a full display. In addition, some information 
elements are displayed completely.
-l3x is used to display the names of the information 
elements in detail.
If it was not possible to create a self-connection, consult the detailed 
information on troubleshooting included in the enclosed Help informa-
tion.

1.2 D CHANNEL MONITOR
You will find the installation version of the D channel monitor on the 
SwyxWare DVD in the directory \Tools\D-Channelmonitor. This program 
will help you to record the information exchanged between the ISDN 
card and the telecommunications system or the switching. This record-
ing can provide further indications for troubleshooting.
 & Traces    Test Programs for the ISDN Cards

TEST PROGRAMS FOR THE ISDN 
CARDS
To check the functionality of the ISDN cards, you can find a correspond-
ing utility program for the different ISDN cards under the following link:

Swyx ISDN SX2 driver (32bit & 64bit)

ht tps : / /www.enreach.de/produkte/support/support -down-
loads.html#cat_6

.1 TEST PROGRAMS FOR THE SX2 CARD FAMILY
To check the correct operation of the ISDN card, please install the test 
programs:

1.1 CONNECTION TESTER CONTEST
If the card is already connected to the ISDN network at this time, you 
can use the "contest" connection test program to check whether the 
card works properly.

Please enter the number of the line you would like to test in the field 
"Subscriber Number" and click on "Start".

A connection to your own line will be created and some test data will be 
transmitted. If this test was successful you can immediately resume 
installation of SwyxWare.

The D channel monito

dcm [-c x] [
You can use the follow

The D Channel Monito

Parame-
ter

Stand-
ard

-c c 1

-l1 l1+ (on)

-l2 l2- (off)

-l3 l3s

https://www.enreach.de/produkte/support/support-downloads.html#cat_6
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THE SWYXWARE SERVICES
s can create and save run protocols, so-called 

esponding file. These trace files help to identify 

implifies the settings of tracing for the individual 
 along with the SwyxServer. The trace range of the 
 set to default values after the installation. The 
ll be continually generating log files.

ng the configuration of SwyxWare are recorded in 
s ta l le r  t rac ing .  S ee  E T ra c i n g  d u r i n g 
.

OOL
instrument for administrators to set the extent of 
so help to upload log files directly to your support 

s the following specific functions:

tting generates many useful traces.
ived and deleted in set time intervals.
lysis it is often necessary to trace the individual 
ce in more detail. The so-called Trace Level is 
r all SwyxWare services running on a computer. 
u can open trace profiles (.ttf) with ready trace 

upport can create other customer-specific trace 
uent use by the customer.
Memory Dumps" can be generated by SwyxWare 

ID will ensure that transferred traces can be 
rect support case.

 for deletion after 7 days. Please observe the respec-
gulations. Please observe this in particular if you 
 memory restriction.
occurring problem, are required. For example, if you operate a line with 
three ISDN line, activate one D Channel Monitor for each of these three 
controllers.

An exact description of your ISDN configuration is always helpful.

If there is a problem on the ISDN side, we recommend a trace of the 
SwyxGate and the SwyxServer  (ETraces  of  the  SwyxWare 
Services, Page 423).

 For exact error ana
actions of the servi
specified globally fo
In the Trace Tool yo
settings. Enreach S
profiles, for subseq

 So-called "Process 
and uploaded.

 The link to a ticket 
assigned to the cor
 & Traces    Traces of the SwyxWare Services

The  t race  f i le  w i l l  be  saved  in  the  d i rec to ry  "C : \Program-
Data\Swyx\Traces" and is given the name that is indicated in the D 
Channel Monitor.

If you have several cards installed or if you work with a SX2 QuadBRI, 
start one D channel monitor per line. When the program is started in 
this case you will be prompted to select the controller you want.

Trace files for all of the lines, which have something to do with the 

E.5 TRACES OF 
All SwyxWare service
traces (Log) in a corr
errors.

The Swyx Trace Tool s
services. It is installed
SwyxWare services is
SwyxWare services wi

Events that occur duri
the  Windows  In
installation, Page 427

E.5.1 SWYX TRACE T
Swyx Trace Tool is an 
traces (Logs). It can al
service.

 Swyx Trace Tool offer

 Even the default se
 Traces can be arch

History logs are preset
tive applicable legal re
change the settings for
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E.5.

 archive (on the desktop) and send them to sup-
s.

e Tool under "Start | Programs | SwyxWare | 

l homepage opens up.

ation here about where the trace files and the 
e stored. 
ge the memory location for the Trace files and the 
 clicking on the directory icon.
e time interval after which old files are deleted, 
ce settings.

he left bar.

ave to obtain a ticket ID from Support before the 
 Enreach web server. You then enter this ticket ID 
the Microsoft Scheduler, and compresses all 'old' files into a ZIP file. 
These are then deleted in accordance with the specified retention 
period ( This is how you set the retention period for trace 
files, Page 426).

File transfer
The log files (traces) can be stored either on the web server provided by 
Enreach, or on a partner's web server. In the latter case, the relevant 
Internet address (URL) for this web server must be given beforehand. 
Alternatively, e.g. if the server has no direct Internet access, you can 

You will find inform
memory dumps ar
Here you can chan
memory dumps, by
You can also see th
and the current tra

2 Select "Upload" in t
 & Traces    Traces of the SwyxWare Services

 To obtain a complete picture for support, information can be added 
and uploaded about the installed SwyxWare versions, the operating 
system used, the event log for the time, and Swyx-related registry 
entries and the configuration files (*.config).

File name for the Trace files

The trace files are all named in the following format:

<Name of the service>-yyyymmdd-hhmmss.log

A second file with the same name, e.g. for clocks changing , is given an 
additional index (-n).

1.1 INSTALLATION OF THE SWYX TRACE TOOL
The Swyx Trace Tool is automatically installed along with the installation 
of the SwyxServer. The default settings are activated at this time.

Memory requirement
To avoid taking up too much memory space, the Swyx Trace Tool auto-
matically deletes old files (ZIP files) according to the following criteria:

 Every SwyxWare service automatically terminates the protocol - as 
before - if the memory space available on the hard disk falls below 
100 MB.

 When more memory space is again available, logging is automati-
cally resumed - as before.

 The Cleanup function is started automatically every 15 minutes by 

store the files as a ZIP
port by another mean

How to transfer trace files
1 Start the Swyx Trac

Swyx Trace Tool".
The Swyx Trace Too

Please note that you h
transfer (upload) to the
before the transfer.
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 entire SwyxWare database here, and add it too.
st is created. This may take a few minutes. The 
played.
o assemble the packet. You will see an overview 
iles.
art the Upload Wizard, which will assist you with 

es to Enreach or to another URL. Alternatively, 
e the files as ZIP files, which you will find on your 
 packed.

d to generate the standard name for such a 

LE DELETION (CLEANUP)
s deleted automatically, i.e. the ZIP files that are 
retention period. In the default settings, this is 
s with the Microsoft Scheduler. You have several 

umber of log files. Since each service logs a differ-
ces go back differing lengths of time.
eriod for which traces should be saved. You say 
e calendar days they should be kept (default: 7).
cify "1" here, the complete last calendar day (yester-
e present day is ended.

es. In this case, make sure you have sufficient 

 absolutely essential for the transfer to the Enreach 
reacting SwyxWare services.
You can restrict the files to a useful period.

 System Information
Add further information here about the complete system:
- For the SwyxWare information, the installed product versions 
and a dump of the Swyx-relevant registration keys are recorded.
- The Microsoft System Information file (collected with the help of 
MSinfo.exe) contains all relevant data about hardware, software 
and configuration of the computer being used.
- The Microsoft Event Log contains all information on events that 
were not directly caused by SwyxWare, but occurred in the same 

ent amount, the tra
 You can specify a p

how many complet
Example: If you spe
day) is kept until th

 You can keep all fil
memory space!
 & Traces    Traces of the SwyxWare Services

 

3 Enter the files to be transferred.
You can select any files you want with "Add...".

4 Select "Add Default Files..." to select files of the event logs. The 
wizard will guide you through the collection of the file packet:
 Problem Description

Enter a description for the problem that has occurred.
 Trace files and process memory dumps

Choose whether only the event logs of the SwyxWare services 
(trace files) should be added, or also memory dumps from non-

period.
 Database backup

You can save the
5 The complete file li

progress will be dis
6 Click on "Finish..." t

of all the included f
7 Click "Submit" to st

the transfer.
You can transfer fil
you can also archiv
desktop after being
The ticket ID is use
transfer file.

E.5.2 AUTOMATIC FI
You can have 'old' file
no longer within the 
done every 15 minute
different options:

 You can limit the n

The support ticket ID is
upload server.
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Thi

e sure there is sufficient available memory space.
"Apply", your chosen settings are immediately 
yx Trace Tool.

E - SCOPE OF TRACES
is already generated as default. If a different set-
eptional cases, Support will send you a file con-
 trace settings for your specific case. This file is 
port case is resolved, please restore the default 

or special cases are already supplied (.tfl files in 

ace files 
e Tool under "Start | Programs | SwyxWare | 

l homepage opens up.

" in the left bar.
3 You can specify here which files should be kept, and for how long:
 Set number of files

The number of log files to be kept is specified here. The periods of 
time can differ in length according to the logged component.

 Specify retention period
You specify here how many complete calendar days they should 
be kept (default: 7 days). Example: If you specify "1" here, the com-
plete last calendar day (yesterday) is kept until the present day is 
 & Traces    Traces of the SwyxWare Services

s is how you set the retention period for trace files
1 Start the Swyx Trace Tool under "Start | Programs | SwyxWare | 

Swyx Trace Tool".
The Swyx Trace Tool homepage opens up.

2 Select "Cleanup" in the left bar.
The current settings are displayed.

 

Please observe the respective applicable legal regulations. Please observe 
this in particular if you change the settings for memory restriction.

ended.
Keep all files
In this case, mak

When you click on 
adopted by the Sw

E.5.3 TRACE PROFIL
A defined trace level 
ting is required in exc
taining the necessary
read in. After the sup
settings.

A few trace profiles f
SwyxWare folder. 

How to set the scope for tr
1 Start the Swyx Trac

Swyx Trace Tool".
The Swyx Trace Too

2 Select "Trace Level



Tools 427

E.5.

NG INSTALLATION
 installation are recorded in the Windows Installer 
e installation from the command line with

*vx Log_File

s the default settings without overwriting existing user 
tings.

es all user settings.

es the current trace settings. Only the differences to the 
ndard tracing are stored in this file.

rt description of the trace settings. This name is later 
played in the Swyx Trace Tool for the trace selection.

pies the trace settings from the specified file.

presses all further outputs from the Swyx Trace Tool

letes all ZIP files that no longer meet the retention criteria.

 cleanup is executed under the given user account. Specify 
 password with pass <password>.

es the password of the user account given with user

mpresses all trace files that are no longer being written.

plays all files that were deleted in the automatic cleanup.

s the automatic deletion of the files in the Windows event 
play.

talls the task planner, which executes the automatic 
anup.

oves the task planner for the automatic cleanup.

Explanation
3.1 SWYX TRACE TOOL FROM THE COMMAND LINE
You can also start the Swyx Trace Tool from the command line. To do 
this, move to the Swyx Trace Tool program directory, and enter

TraceTool /<Parameter>
You can use the following parameters:

Parameter Explanation
? Displays an overview of all parameters.

default Activates Standard Tracing and deletes existing user settings.

E.5.4 TRACING DURI
The events during the
trace. For this, start th

setup.msi \l

cle

uninstallTask Rem
 & Traces    Traces of the SwyxWare Services

 Standard
Restore the default settings.

 User-defined
In this case you read in a special .tfl configuration file, which has 
been sent by Support for example. Enter the path to this file, or 
choose one of the supplied profiles.

When you click on "Apply", your chosen settings are immediately 
adopted by the Swyx Trace Tool.

init Set
set

all Sav

save  
<File Name>

Sav
sta

name 
 <Brief Descrip-
tion>

Sho
dis

load 
 <File Name>

Co

silent Sup

cleanup De

user  
<User Name 
Authentication>

The
the

pass 
 <password>

Giv

compress Co

infoBox Dis

infoLog Log
dis

installTask Ins

Parameter
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E.5

the trace files for a longer period in special cases, 
get directory for the trace files. Open the registry 
t  the  v a lue  " Log f i le "  under  the  ke y 

INE\SOFTWARE\Swyx\Client Line Manager\Curren
nly a file name is specified there, the trace files 

mp directory. If a full path is given there (e.g.: 
the trace files are written to the corresponding 

, you should deactivate the history logs again. You 
ssary for this (TraceOff.reg, TraceOff-x64.reg) in 
 of SwyxIt!. Deactivate the tracing by double click-
ile.

pective applicable legal data protection regulations 
vel back again following troubleshooting.
Where can the trace files be found?

You'll find the trace files in the temp directory of the user who executes 
SwyxIt!. You can find the temp directory quickly by entering the address 
%temp% in Windows Explorer. The Explorer then navigates automati-
cally to the temp directory valid for the user.

data protection regulations, it may be necessary to delete the correspond-
ing entries manually.
 & Traces    Traces of the SwyxWare Services

Log_file stands for the directory and the name of the log file, e.g. 
c:\Install.log.

.5 TRACING FROM SWYXIT!
The trace files generated by SwyxIt! may contain personal data.

SwyxIt! offers the possibility of logging the activities of the software. By 
default tracing is deactivated.

For exact error analysis it is often necessary to trace the individual 
actions in more detail. The SwyxIt! program directory contains files (Tra-
ceOn.reg, TraceOn-x64.reg). Activate the tracing by double clicking on 
the respective file.

The so-called trace depth is determined using a number of registration 
entries.

Please observe the respective applicable legal regulations. Please pay atten-
tion to this, especially when saving processing personal data for tracing, see  
Deactivate tracing, Page 428.

Use these REG files only if you are asked to do so by a Enreach Support 
employee.

SwyxIt! Traces cannot be deleted automatically. In order to meet the valid 

If you want to collect 
you can adjust the tar
e d i t or  and  a d jus
""HKEY_LOCAL_MACH
tVersion\Tracing". If o
are written to the te
c:\trace\SwyxIt!.log), 
directory.

Deactivate tracing

After troubleshooting
will find the files nece
the program directory
ing on the respective f

Please observe the res
and change the trace le
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AP

F.1

ery you can define Call Routing Manager rules, 
tries made in IBM Notes.

r SwyxIt!
olves unknown phone numbers using the per-
/IBM/HCL Domino database. You can also config-
ional databases, see F.3 Configuration of the 
election, Page 430.

otes contact for an incoming call
, the corresponding contact can be opened auto-

otes client. You can decide for each database, 
shall be opened automatically.

om SwyxIt!
y from SwyxIt! to a IBM Notes contact. The email 
d from different lists (e.g. the Call Journal), the 
the context menu of a speed dial button.

on the Speed Dial
atures can be started directly with the SwyxIt! 

 information
u of a Speed Dial, you can call up the IBM Notes 
rson stored on the Speed Dial. The availability 

he calendar is also displayed.

eeting request via the context menu of the speed 
erson assigned to the speed dial button will be 
nt.
Requirements
To use Swyx Connector for Notes you need at least IBM Notes V9.

Voice messages
SwyxServer uses the SMTP protocol for sending voice messages.

Sending voice messages to a Domino server, and the remote inquiry 
feature are thus already supported by older SwyxWare versions.

Speed Dial buttons. 

 Display of calendar
In the context men
calendar of the pe
information from t

 Meeting planning
You can create a m
dial button. The p
added as participa
otes integration    Overview

P. F:IBM NOTES INTEGRATION
SwyxWare integration in a IBM Notes environment

In this chapter, you will find out how you can use SwyxWare and IBM 
Notes together. All elements relevant for the administrator are 
explained in detail. Further descriptions of SwyxIt! user-relevant fea-
tures are contained in the SwyxIt! manual.

OVERVIEW
The IBM Notes integration for SwyxIt! includes the following features:

 Name resolution from SwyxIt! out of IBM Notes for incoming calls 
and for list search

 Displaying an IBM Notes contact for an incoming call
 Sending an email from SwyxIt!
 IBM Notes functions on the Speed Dial, such as calendar information
 Direct dialing from IBM Notes. See also help.enreach.com/cpe/lat-

est.version/Client/Swyx/en-US/#context/help/dial_from_notes_$.

To integrate SwyxIt! into an environment with IBM Notes you need the 
Option Pack or Additional function Swyx Connector for Notes.

Calendar Query
With the calendar qu
based on calendar en

Name Resolution fo
Notes Integration res
sonal and global Lotus
ure and share addit
database display and s

Displaying an IBM N
When receiving a call
matically in the IBM N
whether the contacts 

Sending an email fr
Send an email directl
feature can be starte
SwyxIt! Messenger or 

IBM Notes features 
Certain IBM Notes fe

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/dial_from_notes_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/dial_from_notes_$
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F.2

F.3

F.3.

/Swyx/en-US/index.html#context/help/install-

l of the Plugin can either be started in user mode, 
rator modes.

TINGS
aphs describe the definition of databases and 

sintegration
gin configuration tool in administrator mode. 
Settings.exe" in the SwyxIt! program directory 
owing parameters:

ning the database configuration for the name 
ed in administrator mode. Contrary to the user 
trator mode contains all IBM Notes databases as 
" button. Depending on the selected parameters 
tem either uploads the default settings, the 

Function
s the AddIn in administrator mode, meaning that the 
ails" button and all databases are available. 
tandard settings are loaded by default. Any changes are 

d as XML file. To make these changes available to the users, 
ile has to be uploaded into the database.

s the Add-In in administrator mode.
 startup, a window opens in which a configuration file 
) can be selected for further editing.
ake these changes available to the users, the file has to be 
aded into the database. 

s the Add-In in administrator mode.
urrent configuration file from the SwyxWare database is 

aded, and can be edited. After editing, the file has to be 
aded into the database again.
resolution, e.g. name, phone numbers etc.

Your database selections are saved in the SwyxWare database as a 
global XML file, and will be used by all clients logged on to correspond-
ing SwyxServer.

1 CONFIGURATION REQUIREMENTS
The configuration requires SwyxIt! including the IBM Notes Plugin 
logged on to your SwyxServer. See also https ://help.enreach.com/cpe/

The window contai
resolution, is open
mode, the adminis
well as the "Details
for the call, the sys

-a -d Start
The c
uplo
uplo
otes integration    Installation and distribution

 Delegate Task
You can create a new task via the context menu of the speed dial 
button. The person assigned to the speed dial button will be added 
as recipient.

 Resolution of IBM Notes users via the Speed Dial button
The context menu of a Speed Dial button displays whether the con-
tact can be assigned to a IBM Notes user, one of your IBM Notes 
contacts, or if no assignment is possible. The menu item changes 
according to the assignment.

INSTALLATION AND DISTRIBUTION
The following installation and configuration steps are required to make 
Swyx Connector for Notes available to users:

 Configuration of the database display and selection F.3 Configuration 
of the database display and selection, Page 430

CONFIGURATION OF THE DATABASE 
DISPLAY AND SELECTION
The following section describes the configuration of the database dis-
play. Here you can select, which databases shall be made available to 
the users for IBM Notes integration purposes. You can also configure 
which database fields shall contain important information for the name 

latest.version/Client
ing_notes_$. 

The configuration too
or in various administ

F.3.2 DATABASE SET
The following paragr
database fields.

To configure the IBM Note
1 Start the Notes Plu

Select "NotesAddIn
with one of the foll

Parameter
-a Start

"Det
The s
save
the f

-a -f Start
After
(XML
To m
uplo

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/installing_notes_$
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 view, and the fields containing the individual 
e or phone number. Sample values for your 

yed in the right-hand column. Please verify that 
 is correct.
ltext Search", select the database field for fulltext 
s used for:
ion in the phonebook. Any IBM Notes contacts are 
ccount.
tion in the SwyxIt! input field.
ake effect, the users must enable "Use this 
t search" checkbox during configuration (default 

the changes for this database.
5 In the last field "Ful
search. This value i
 the search funct

also taken into a
 the name resolu
For this setting to t
database for fulltex
setting: enabled).

6  Click "OK" to save 
otes integration    Configuration of the database display and selection

settings from the SwyxWare database, or the settings from a 
selected XML file.

2 In the field "Choose database location", either select the Domino 
server or your own computer. Any available databases are 
displayed. Enable all databases that shall be made available to the 
users for selection. The access to enabled databases may be further 
restricted in the user mode.

3 Now, configure the database fields to be used for the name 
resolution. Select the respective database in the dialog box "SwyxIt! 
Name Resolution for IBM Notes", and click on the "Details" button. 
The dialog box "Database Details" including the default settings is 
displayed.

4 Select the form, the
values, such as nam
selection are displa
your field selection
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F.3.

How

 

 dialog box for the file upload is displayed.

e "File" field and select the ‘NotesDbDefaults.xml’ 

lobal" and the category "Other", and enter a 
red.
context menu.
3 Select "Properties".
4 Select the "Files" tab.
5 Click on the "Edit" button. The dialog box with the available files is 

displayed.

7 Click  next to th
file you saved.

8 Select the scope "G
description if requi
otes integration    Configuration of the database display and selection

7 If required, select another database for configuration in the "SwyxIt! 
Name Resolution for IBM Notes" dialog, or click on "OK" to save the 
changes.

8 In the following dialog box, select a storage location for the XML file 
containing the configuration settings. The name 
"NotesDbDefaults.xml" is set by default.

9 After configuring the database options, the settings have to be 
distributed to the users. See F.3.3 Saving and distributing the 
database configuration, Page 432.

3 SAVING AND DISTRIBUTING THE DATABASE 
CONFIGURATION
After configuring the database options, any settings saved in the 
"NotesDbDefaults.xml" file must be uploaded into the SwyxWare data-
base as a global file in the "Other" category. These settings are then 
used by any user logged on to the SwyxServer.

 you save and distribute the database configuration
1 Start the SwyxWare Administration and log in to the SwyxServer.

2 Click the SwyxServer entry with the right mouse button to open the 

Even if parameter -d has been used to download the file from the database 
during startup of the administrator mode, the file must be uploaded manu-
ally into the database.

6 Click on "Add". The
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otes integration    Configuration of the database display and selection

9 Confirm your changes with "OK". The file is uploaded into the 
database. Any existing configuration files will be overwritten.

Your configuration settings are now available to all users logged on to 
this SwyxServer.

See also 7.5.10 The "Files" Tab, Page 93.
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AP n on custom SwyxIt!installation, see https ://
/ cpe/ la tes t . vers ion/C l ient /Swyx/en-US/

elp/custom_setup_$.
 

STOS MetaDirectory in SwyxWare environment

UIREMENTS FOR ESTOS 
TORY 4 PROFESSIONAL 
HONE CONNECT 
V6.0.81 SR 1
n on system requirements for ESTOS MetaDirec-

 Profe ss iona l  se e 
nloads

n on system requirements for C4B Xphone Con-
 SR 1 see

onnect/system-requirements/

ESTOS MetaDirectory

Contact data
(replicated)

r PC with
wyxIt!

User PC with
SwyxIt!

User PC with SwyxIt!
and DATEV pro

LDAP-Server
DATEV

master data
"Swyx Connector for DATEV" option
The linking of ESTOS MetaDirectory or C4B XPhone Connect Directory 
also enables the integration of DATEV pro into SwyxWare. Thereby, the 
DATEV contact data and the telephony function are merged with 
SwyxIt!, the computer telephony client.

In order to access the ESTOS MetaDirectory and to integrate DATEV, 
DATEV Basis pro V 2.0 or higher has to be installed on the user PC. 
SwyxIt! has to be installed with the Swyx Connector for DATEV compo-
nent.

DIRECTORY 
For further informatio
to ry  4
estos.com/service/dow

For further informatio
nect Directory V6.0.81

c4b.com/en/xphone-c
S, DATEV, C4B integration    System requirements for ESTOS MetaDirectory 4 Professional and C4B XPhone Connect Directo

P. G:ESTOS, DATEV, C4B 
INTEGRATION

With various additional interfaces it is possible to integrate applications 
of third party manufacturers into SwyxWare:

ESTOS MetaDirectory
ESTOS MetaDirectory 4 is a server application, which merges different 
databases to form a single consistent LDAP directory. Contact data 
from various databases are thus provided to the SwyxIt! users and 
updated automatically.

C4B XPhone Connect Directory
Alternatively, you can also use C4B XPhone Connect Directory V6.0.81 
SR 1 as an interface between external data sources and SwyxIt! C4B 
XPhone Connect Directory accesses the corresponding data directly, no 
replication takes place.

In order to access the ESTOS MetaDirectory or C4B XPhone Connect 
Directory, SwyxIt! has to be installed with the "Swyx VisualContacts" 
component.

Fo r  more  in format ion  on  custo m Swyx I t ! ins ta l la t ion ,  see 
he lp .enreach .co m/cpe/ la tes t .vers ion/C l ie nt /Swyx/en-EN/
index.html#context/help/custom_setup_$.

For more informatio
he lp .enreach .com
index.html#context/h

Fig. G-1: E

G.1 SYSTEM REQ
METADIREC
AND C4B XP

Contact data in
various

databases

User PC with
SwyxIt!

Use
S

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/custom_setup_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/custom_setup_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/custom_setup_$
https://www.estos.de/service/download
https://www.c4b.com/de/xphone-connect/systemvoraussetzungen
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G.2

G.2

the name of the server on which ESTOS MetaDi-
one Connect Directory is installed, must be 
.
 be specified if necessary. ESTOS MetaDirectory 

onnect Directory use port 712 by default.
is required for access to the server, the option 
e activated, and the user name and password 

ticular LDAP node in the MetaDirectory, the 
nt LDAP node" must be activated, and the 
cified.

eters for automatic distribution of SwyxIt!

xIt! distribution, the LDAP server parameters can 
nistrator by means of the following command line 

Seite 2 Seite 3 VisualContacts

rs, der die Kontaktdaten bereitstellt.

rver:712

 verwenden

-Knoten nutzen

dc=meta

OK Abbrechen

do-swyxware06:712
an LDAP (Lightweight Directory Access Protocol) server. The LDAP 
server provides a directory service for the contact details.

To enable access to ESTOS MetaDirectory or C4B Xphone Connect 
Directory via SwyxIt!, the access parameters of the LDAP server must be 
specified within SwyxIt! on the "VisualContacts" tab.

You can call up the LDAP server parameters by clicking on the Settings 
button in the "VisualContacts" tab.

 For access to a par
option "Use differe
required node spe

LDAP server param

For an automatic Swy
be preset by the admi
parameters:

LDAP_HOST
S, DATEV, C4B integration    ESTOS MetaDirectory or C4B XPhone Connect Directory uses port 712 by default.

ESTOS METADIRECTORY OR C4B 
XPHONE CONNECT DIRECTORY USES 
PORT 712 BY DEFAULT.
ESTOS Metadirectory Professional 4 or XPhone Connect Server with 
C4B XPhone Connect Directory v6.0.81 SR 1 must be installed on a 
server in the company network.

You will find the installation file for ESTOS MetaDirectory 4 Professional
on the ESTOS Home page.

When installing C4B XPhone Connect Directory v6.0.81 SR 1, you must 
select the mode for exclusive use of third-party applications and 
devices as well as the custom installation mode.

For detailed information on ESTOS MetaDirectory and XPhone Connect 
Directory, please refer to the corresponding manufacturer documenta-
tion.

.1 SPECIFY LDAP SERVER PARAMETERS
ESTOS MetaDirectory and C4B XPhone Connect Directory are based on 

You need an appropriate license for the use of ESTOS MetaDirectory or 
Xphone Connect Directory.

 The IP address, or 
rectory or C4B XPh
entered in "Server"
The port must also
and C4B XPhone C

 If an authorization 
"Use login" must b
must be entered.

Seite 1

Name des LDAP-Serve

LDAP-Server

Server:
Beispiel: beispielse

Anmeldedaten

Benutzername:

Kennwort:

Anderen LDAP

LDAP-Knoten:

Zurücksetzen
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G.3
S, DATEV, C4B integration    Swyx VisualGroups

LDAP_PORT

e. g.: LDAP_HOST="exampleserver.net"LDAP_PORT=712

See 20.3.2 Automatic distribution of SwyxIt! in a network, Page 333.

Fo r  more  in format io n  on  V isua lContacts  and  DATEV ,  see 
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/
visualcontacts_datev_$.

SWYX VISUALGROUPS
The current documentation for SwyxVisualGroups can be found at:

help.enreach.com/docs/manuals/english/VisualGroups.pdf

https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/visualcontacts_datev_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/visualcontacts_datev_$
https://help.enreach.com/docs/manuals/english/VisualGroups.pdf
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H.1

 firewall:

a transfer between the Push Notification Service 
ing Apple/Google server, make sure, that the 
 Internet firewall are open:

nections to port 443 on api.push.apple.com

nections to port 443 on fcm.googleapis.com

tification Service
on the SwyxWare DVD in the "PushNotification-

n file ‚PushNotification.msi‘.
ard will open.

lder and click on "Next".
 start the installation.
 installed.

llation by clicking on "Finish".
NOTIFICATION SERVICE
Supported operating systems:

 Windows Server 2016
 Windows Server 2019
 Push Notification Service    Installation of the Swyx Push Notification Service

P. H:SWYX PUSH NOTIFICATION 
SERVICE

Via Push Notification Service server services can send notifications to 
client applications to notify them of certain events. This technology 
makes the communication between server and client more efficient 
and thus saves battery since the client’s constant change queries 
become obsolete.

For the Swyx Mobile for iOS Client push notifications are required to 
make use of features that are available with iOS 10, e.g. CallKit integra-
tion. In addition, for Swyx Mobile for iOS and Android push notifications 
result in lower battery consumption on mobile devices. Push notifica-
tion and consequently the aforementioned benefits are available in the 
Swyx Mobile clients from version 2.0.0 onwards.

Swyx Mobile clients version 1.x which do not support push notifications 
can still be used with SwyxServer version 11. These clients, however, do 
not have the CallKit integration and cannot be developed further. Users 
of these versions will be referred to the new version, provided they are 
connected to an active Push Notification Service, and can automatically 
transfer the existing configuration to the current version.

A Swyx Mobile Version 3.00 or higher requires a SwyxWare Version 
12.10 with the latest Push Notification Service Version.

INSTALLATION OF THE SWYX PUSH 

Requirements for a

To guarantee the dat
and the correspond
required ports on the

 iOS devices
Outbound TCP con

 Android devices
Outbound TCP con

How to install the Push No
You will find this file 
Service" directory.

1 Start the installatio
The installation wiz

2 Click on "Next ".
3 Select the target fo
4 Click on "Install" to

The service is being

5 Complete the insta
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AP

I.1

sub-telecommunication system (D.2 Connection of 
ommunication System on a Main Telecommunica-
.

ference participant is set up correctly and assign 
ber if necessary (11.9 Conference, Page 208).

rations can be differentiated in the configuration 
ation system, which takes precedence over the 
 configuration of the SwyxWare.

your telecommunication system for a 

e conference rooms have to be entered into the 
 telecommunication system, so they can be 

are at the internal S0 or S2m. You may have to ask 
f your old telecommunication system about this.

SwyxWare for a Conference server
ver and SwyxGate for operation as a sub-
 system.

 of SwyxWare as Sub-telecommunication System on 
ication System, Page 415.

ds, enter additional numbers to the conference 
ured in SwyxWare Administration (7.5.4 The 
 Tab, Page 86).
e Conference Participant:
f necessary with the help of the Call Routing 
ow authentication via a PIN, number 

ilar parameters.
SwyxWare is operated on several internal BRI or PRI connections of the 
existing telecommunication system to be extended, depending on the 
capacity required. The classical telecommunication system must sup-
port the Euro-ISDN signaling protocol on these ports (or Q.Sig on an 
internal BRI ).

Please note that you will need one B channel per conference partici-
pant, which means that to hold two three-person conferences at the 
same time, you will need six channels or three BRIs, for example.

See D.2 Connection
a Main Telecommun

2 Based on your nee
participants config
"Internal Numbers"

3 Configuration of th
Create rules here, i
Manager, which all
identification or sim
cation Examples    SwyxServer as a Conference Server

P. I: APPLICATION EXAMPLES
SwyxWare as Conference Server integrated into an existing 
PBX

SWYXSERVER AS A CONFERENCE 
SERVER
SwyxWare is ideally suited to function as a Conference server for an 
existing telecommunications system in the company. In this way, an 
existing, classical telecommunication system can be expanded to 
include a modern conference server functionality and later be com-
pletely replaced with a VoIP telecommunication system, without com-
promising any of the investments that have already been made. The 
existing SwyxWare now has to be extended with the corresponding 
number of users and channel licenses, if necessary.

Requirements
If you would like to equip the conference room with extended functions 
such as authentication of the conference participants via PIN, you will 
need  the SwyxWare option pack 'Extended call routing'.As your 
Enreach distribution partner from whom you have purchased your 
SwyxWare or send your questions per email to presales@swyx.com.

Installation
Install SwyxWare as a 
SwyxWare as Sub-telec
tion System, Page 415)

Make certain that con
him an additional num

 Configuration
The necessary configu
of the telecommunic
SwyxWare, and in the

This is how you configure 
Conference server

1 The numbers of th
routing table of the
signaled to SwyxW
the manufacturer o

This is how you configure 
1 Configure SwyxSer

telecommunication
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I.2

ntries and mouse movements are sent from the 
erminal server.

is individual session, which is transparently man-
erating system. The user is independent of the 

 clients.

f advantages of this technique, which actually isn't 
rminals were the first interactive entry devices for 
e computers):

data and applications. This allows central backup 

puter capacity 
 i.e. the Terminal Client, can be "simple". Starting 
mputer, Linux clients, thin clients without hard 

 also allows access via slow lines or when travel-

uption or a work station system crash is not a 
on can be restored and you can start where you 

 SwyxIt!
ormal Windows computer or a Thin Client 

sion 1

2 3
The terminal server service runs on one or a series of Microsoft Win-
dows servers. Applications such as MS Word, Excel, Outlook, CRM appli-
cations or even SAP are installed on these servers. 

The terminal servers now make the installed applications available to 
the terminal clients by using a specific protocol. In the case of Microsoft, 
this is RDP (Remote Desktop Protocol) and ICA (Independent Comput-
ing Architecture protocol) for Citrix. The applications in this system are 
always run on the terminal server and the protocols serve to transport 
the desktop contents to the terminal client that then displays this con-

 User 1 Outlook and
Terminal Client: A n
local SwyxIt!
Screen displays Ses

1

cation Examples    SwyxIt! and SwyxPhone in a terminal server environment

If the number of conference participants equals the number of availa-
ble SwyxGate channels, additional subscribers who would like to dial 
into the conference will receive a busy signal.

SWYXIT! AND SWYXPHONE IN A 
TERMINAL SERVER ENVIRONMENT
The possibility of using SwyxWare, SwyxIt! and SwyxPhone in a Micro-
soft or Citrix terminal server environment is described below.

Terminal server basics
A terminalserver configuration is made up of the following compo-
nents: terminal server service, the protocol (Remote Desktop Protocol 
or Independent Computing Architecture Protocol) and the terminal cli-
ents.

External subscribers can reach the conference room per direct dial or by 
transferring the call from telephone in the telecommunication system.

In a Citrix Terminal Server environment, the functionality of audio devices 
on the client computer (remote audio) is not supported.

tent. The keyboard e
terminal client to the t

Each user only sees h
aged by the server op
work session of other

There are a number o
so new (text-based te
the classical mainfram

 Central storage of 
and updates.

 Effective use of com
 The display device,

with a Windows co
disk, fan, etc. 

 The low bandwidth
ling.

 A connection interr
problem. The sessi
left off.
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I.2.

I.2.1

To 

 of the "Windows Audio" service to "Automatic" 
e. 
cording device and a playback device are 

erating system.
 command line via Start | Run.
 in the command line to open the Group Policy 

wing policies via the "Edit policy setting" 

 command line via Start | Run.
he command line to open the registry editor.
wing registry value under:

Entry path Required
Setting

figuration\ 
ive templates\ 
mponents\ 
ktopServices\ 
sktopService-Host\ 
ndResourceRedirection\ 
 audio and video playback 

Enabled

figuration\ 
ive templates\ 
mponents\ 
ktopServices\ 
sktopService-Host\ 
AndResourceRedirection\ 
w audio recording redirection

Enabled

figuration\ 
ive templates\ 
mponents\ 
acy\ 
dows apps access the 

Enabled, 
Default for all 
apps: Force 
Allow
server and on the client computer.

configure the audio devices on the terminal server
1 Enter "Services" in the search field on the taskbar and confirm with 

the Enter key.

The configuration of audio devices for Remote Desktop is only partially sup-
ported as of SwyxWare version 13.10. Only use this function for test pur-
poses.

7 Install SwyxIt!
8 Open the Windows
9 Enter "regedit" in t
10 Configure the follo

Computer Con
 Administrat
  Windows Co
    App Priv
     Let Win
microphone
cation Examples    SwyxIt! and SwyxPhone in a terminal server environment

 User 2: Word and SwyxIt!
Terminal Client: Linux or 
no locale SwyxIt!, but SwyxPhone
Screen displays Session 2

 User 3: Word and Excel
Terminal Client:
no local SwyxIt!
Screen displays Session 3

1 CONFIGURATION OF                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        
SwyxIt! can be installed on a terminal server, so that all terminal clients 
may use this SwyxIt!. If Outlook is also installed on the terminal server, 
you can dial your contacts directly from the contacts.

You can visit SwyxIt! or SwyxPhone

 in CTI mode on the local computer, see I.2.1.2 CTI SwyxIt! on terminal 
server, Page 441, 
or

 Configure your audio devices for a remote desktop environment and 
use SwyxIt! directly on the terminal server, see I.2.1.1 Configure audio 
devices for remote desktop environment, Page 440

.1 CONFIGURE AUDIO DEVICES FOR REMOTE DESKTOP 
ENVIRONMENT
The corresponding configuration is required both on the terminal 

2 Set the start mode
and start the servic

3 Check whether a re
activated in the op

4 Open the Windows
5 Enter "gpedit.msc"

Editor.
6 Configure the follo

hyperlink:

Computer Con
 Administrat
  Windows Co
   RemoteDes
    RemoteDe
     DeviceA
       Allow
redirection
Computer Con
 Administrat
  Windows Co
   RemoteDes
    RemoteDe
      Device
        Allo
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To 

I.2.1

e terminal server to control the local 

 CTI..." in the menu bar.
 "Use CTI to control a device".

 option.
t pairing". 
rches for a SwyxPhone or SwyxIt! that is logged 
nder the same user.
t in the local SwyxIt! or SwyxPhone by clicking 

click "OK" in the terminal server environment to 
.2 CTI SWYXIT! ON TERMINAL SERVER

CTI SwyxIt! or on a terminal server controls a local SwyxIt! or 
SwyxPhone

CTI SwyxIt! runs on a terminal server and controls a SwyxPhone or a 
SwyxIt! on the user's computer. The local SwyxIt! is used in particular 
for voice output and recording via a handset or headset.

2 Select the "Device"
3 Then, click on "Star
4 CTI SwyxIt! now sea

on to SwyxServer u
5 Confirm the reques

"Accept".
6 Within CTI SwyxIt!, 

start the pairing.
cation Examples    SwyxIt! and SwyxPhone in a terminal server environment

HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Swyx\Client Line 
Manager\CurrentVers ion\Opt ions\E nab leRemote Audio 
REG_DWORD      value=0x01

configure the audio devices on the client computer 
The audio devices that you want to use with SwyxIt! are connected to 
the client computer.
1 Enter "Remote Desktop Connection" in the search field on the 

taskbar and confirm with the Enter key.

2 Select "Show options" or "Show options".
3 Select the "Local Ressourses" tab.
4 In the "Remote audio" area, click on "Settings".
5 Activate the options "Play on this computer" and "Record from this 

computer".
6 Open the RDP connection to the terminal server.
7 Start SwyxIt! and log on to SwyxServer. 
8 In SwyxIt!, click on "Settings | Local configuration..." in the menu bar.
 The "Properties of..." page appears.

9 Select the "Audio mode" tab.
10 Make sure that the desired audio devices are marked as "Remote 

audio" in the list.
 The configuration is complete, you can use your audio devices 

with SwyxIt! on the terminal server.

To activate CTI mode on th
SwyxIt! or SwyxPhone

1 Click on "Settings |
Mark the checkbox
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cation Examples    SwyxIt! and SwyxPhone in a terminal server environment

When installed on a terminal server, CTI SwyxIt! shows a spe-
cial behavior:

 Recording wizard does not start
 No warning if there are too many colors

When installing the TAPI service provider, create one TAPI line for each 
SwyxIt! user that will use CTI SwyxIt! on the terminal server.

Automatic activation of CTI SwyxIt! in terminal server environ-
ments for users

In order to activate the CTI mode automatically for users, a registry key 
has to be set at the client computer.

After the key has been set, the option "Enable CTI" in the CTI dialogue is 
automatically activated for the user. Furthermore the option is greyed 
out, so the user cannot disable this mode.
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AP

J.1

How

nt and Monitoring Tools".

Provider" in the "Management and Monitoring 

tion with "OK".
n is complete, two new services (SNMP Trap 

Service) will appear.

destination for the SNMP traps on the "Traps" tab 
e Properties dialog box.
 evntcmd, eventtriggers
As an alternative to the evntwin program, you can use evntcmd to 
configure which event traps should be generated and export this 
configuration. You can use eventtriggers to import this configuration 
on another Computer.
Data can even be exported/imported from a remote location.

 to activate the generation of traps
1 Under "Start | Settings | Control Panel | Software | Add/Remove 

Windows Components", open the Windows components installation.
sion of Statistics and Traps via SNMP    Windows SNMP Service

P. J:PROVISION OF STATISTICS 
AND TRAPS VIA SNMP

Administrators can use statistical values to quantify the availa-
bility of SwyxWare via SNMP (Simple Network Management 
Protocol).

The availability of SwyxWare can be monitored. In addition to the 
entries in the Windows event log, SwyxWare now features an option to 
generate what are known as SNMP traps or query performance values 
via SNMP Read.

In order to be able to use these functions, Windows SNMP Support 
must be installed as a Windows component. Windows SNMP Support is 
a Windows Server component. 

WINDOWS SNMP SERVICE
All entries in the event log can be converted into SNMP traps using 
standard Windows programs. This means that an entry in the event log 
can be sent to a destination as a message. The following Windows pro-
grams are used to do this:

 evntwin
You can use this Windows program to specify which event traps are 
generated. 

2 Select "Manageme
Click on "Next>".

3 Select "WMI SNMP 
Tools" window.

4 Confirm the installa
Once the installatio
Service and SNMP 

5 You can define the 
in the SNMP Servic
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ring program, please use the MIB (Management 
ile provided (ippbx.mib) on the DVD under 
 the performance values of the SwyxWare via 
7 Then restart the Microsoft SNMP service.

8 You can then use 'evntwin' to select the entries to be generated in 
the Traps event log. In the example below, in addition to the entries 
in the event log, traps from SwyxLinkManager are generated every 
time.

SNMP READ
In your SNMP monito
Information Base) f
tools\SNMP to query
SNMP.
sion of Statistics and Traps via SNMP    Windows SNMP Service

6 Add "public" to the list under "Accepted community traps" on the 
"Security" tab.
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J.2
"
"
jects"

objects"

"
jects"

ects"

t server"
Inbound"
Outbound"

 Limit"
s"

tics

ters can also be read via SNMP READ (JSNMP 

 counters
e, call the "Perfmon" Windows program.

 window will appear
 "Gateway trunks"
 "Link trunks"
 "Trunks"
 "Client devices"
 "Workitem queue length"
 "Number of subscriptions"
 "Rejected registrations"
 "Rejected subscribtions"
 "Rejected calls"

"Objects"These coun
READ, Page 444).

How to query performance
1 In the command lin

2 The "Performance"
sion of Statistics and Traps via SNMP    Performance Statistics via the WMI Interface

PERFORMANCE STATISTICS VIA THE 
WMI INTERFACE
SwyxWare provides what are known as performance counters via the 
Windows WMI interface. Currently, the following counters are available:

SwyxServer

 "Active Calls"
 "Active External Calls"
 "Active Internal Calls"
 "Calls"
 "Logged-in users"
 "SwyxIt!"
 "Conference Devices"
 "SwyxPhones"
 "H323 devices"
 "SIP devices"
 "Running Scripts"
 "Executed Scripts"
 "Scrip load time"
 "% script file cache hits"
 "% script file cache misses"
 "Script file cache size"

 "Licenced users"
 "Licenced channels
 "PBX config objects
 "PBX config user ob
 "PBX config status 
 "Script devices"
 "PBX script objects
 "PBX script user ob
 "PBX script call obj

SwyxWare Trunk

 "Active Trunk Calls"
 "Trunk Calls"
 "% Channels used"
 "Trunk registered a
 "Active Trunk Calls 
 "Active Trunk Calls 

SwyxWare Location

 "Inter Location Call
 "Inter Location Call

SwyxWare Diagnos
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in the "Performance object" dropdown list and 
ounter.
ers are added.
sion of Statistics and Traps via SNMP    Performance Statistics via the WMI Interface

3 Click on the diagram (right-hand side of window) with the right 
mouse button and select "Add Counters...".

4 Select SwyxServer 
add the required c
The selected count
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sion of Statistics and Traps via SNMP    Performance Statistics via the WMI Interface
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K.1

K.1

ono/ Stereo

ono/ Stereo
ono/ Stereo
ono/ Stereo

, see here.

ices

ES
 on the PC, it can be used to interact with a phone. 
re your phone via SwyxIt!. Furthermore, you can 
operate a phone. See also help.enreach.com/cpe/
wyx/en-US/index.html#context/help/phonecon-

ones are compatible with SwyxWare 

Explanation/ Quickstart
help.enreach.com/docs/quickstarts/english/quick-
start_SwyxPhoneL62.pdf

help.enreach.com/docs/quickstarts/english/quick-
start_SwyxPhoneL64.pdf

help.enreach.com/docs/quickstarts/english/quick-
start_SwyxPhoneL66.pdf

Additional key module (with labeling templates) for 
expansion of SwyxPhone L64.
Handsets

The handsets are connected to the USB port.

 Gigaset ION DECT UC Device

Headset

 Jabra Evolve 20 UC Mono/ Stereo
 Jabra Evolve 40 UC Stereo
 Jabra Evolve 65 UC Stereo
 Jabra Evolve 75 SE UC Stereo

Modell
SwyxPhone L62

SwyxPhone L64

SwyxPhone L66

 Key Module 64
es    Overview of available devices

P. K:DEVICES
In this appendix you will find information on the different devices 
(Handsets and Headsets), which are suitable for use with SwyxIt!.

All devices deliverable by Enreach are recognized automatically, as well 
as some devices from other manufacturers. For these devices, the opti-
mal settings are automatically used.

OVERVIEW OF AVAILABLE DEVICES
With Swyx you can use different audio end devices which are either 
connected to a computer (via USB or Bluetooth) and used with SwyxIt! 
or which can be used stand-alone with SwyxWare.

 Handsets
 Headset
 USB hands-free devices
 Desktop phones
 Conference Phones
 Wireless DECT phones

For an overview of all supported third-party products, see here.

.1 USB AUDIO DEVICES

 Jabra Evolve2 40
 Jabra Evolve2 65 M
 Jabra PRO 920
 Jabra PRO 930
 Jabra Engage 55 M
 Jabra Engage 65 M
 Jabra Engage 75 M

For more information

USB hands-free dev

 Jabra SPEAK2 55
 Jabra SPEAK2 75

K.1.2 DESKTOP PHON
If a SwyxIt! is installed
You can easily configu
use SwyxIt! directly to 
latest.version/Client/S
trol_cti_$.

SwyxPhones

The following SwyxPh

https://help.enreach.com/docs/quickstarts/deutsch/quickstart_SwyxPhoneL62.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_SwyxPhoneL64.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_SwyxPhoneL66.pdf
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/drittanbieterprodukte/audio-geraete.html
https://www.enreach.de/produkte/machen-sie-ihre-telefonanlage-komplett/telefone-mehr/hand-headsets.html
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonecontrol_cti_$
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonecontrol_cti_$
help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/phonecontrol_cti_$
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HONES
he quickstart
he quickstart
he quickstart
he quickstart

T PHONES
sing the DECT handsets is compatible DECT base 
here reachability is to be enabled.

e station
eater

e station (Ascom BS330 GAP/CAP), Power over 

ly for the base station
o the quickstart.
o the quickstart.
o the quickstart.

help.enreach.com/docs/quickstarts/english/Quick-
start_Yealink_T57W.pdf

Documentation
Yealink SIP-T42S help.enreach.com/docs/quickstarts/english/quick-
start_Yealink_T42S.pdf

Yealink SIP-T46S help.enreach.com/docs/quickstarts/english/quick-
start_Yealink_T46S.pdf

Yealink SIP-T48S help.enreach.com/docs/quickstarts/english/quick-
start_Yealink_T48S.pdf

Yealink SIP-T53(W) help.enreach.com/docs/quickstarts/english/Quick-
start_Yealink_T53_T53W.pdf

Yealink SIP-T54W help.enreach.com/docs/quickstarts/english/Quick-
start_Yealink_T54W.pdf

 SwyxDECT 800 Bas
LAN

 Mains power supp
 SwyxPhone D843, t
 SwyxPhone D863, t
 SwyxPhone D881, t
 SwyxPhone D883
es    Overview of available devices

Yealink Desk Phones

 Key Module 66 Additional key module (with labeling templates) for 
expansion of SwyxPhone L66.

SwyxPhone L71 help.enreach.com/docs/quickstarts/english/Quick-
start_SwyxPhone_L71.pdf

SwyxPhone L72 help.enreach.com/docs/quickstarts/english/Quick-
start_SwyxPhone_L72.pdf

SwyxPhone L74 help.enreach.com/docs/quickstarts/english/Quick-
start_SwyxPhone_L74.pdf

SwyxPhone L77 help.enreach.com/docs/quickstarts/english/Quick-
start_SwyxPhone_L77.pdf

SwyxPhone Key Module 
74

Key module with 16 keys for the SwyxPhone L74 
(labeling template)

SwyxPhone Key Module 
77

Key module with 2x12 keys for the SwyxPhone L77 
(display)

Modell Documentation
Yealink SIP-T31G help.enreach.com/docs/quickstarts/english/Quick-

start_Yealink_T31G.pdf

Yealink SIP-T41S help.enreach.com/docs/quickstarts/english/quick-
start_Yealink_T41S.pdf

Modell Explanation/ Quickstart

K.1.3 CONFERENCE P
 Yealink CP920, to t
 Yealink CP925, to t
 Yealink CP960, to t
 Yealink CP965, to t

K.1.4 WIRELESS DEC
The prerequisite for u
stations in the areas w

SwyxDECT 500
 SwyxDECT 500 Bas
 SwyxDECT 500 Rep
 SwyxPhone D510
 SwyxPhone D565
 Desktop charger

SwyxDECT 800

Yealink SIP-T57W

Modell

https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_SwyxPhone_L71.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_SwyxPhone_L72.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_SwyxPhone_L74.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_SwyxPhone_L77.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_T31G.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_T41S.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_T42S.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_T46S.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_T48S.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_T53_T53W.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_T54W.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_T57W.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_CP920.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_CP925.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_Yealink_CP960.pdf
https://help.enreach.com/docs/quickstarts/deutsch/Quickstart_Yealink_CP965.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_D843.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_D863.pdf
https://help.enreach.com/docs/quickstarts/deutsch/quickstart_D881.pdf
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K.2

yxPhone Lxxx

 SwyxPhone Lxxx can be carried out easily using 
, you can

uttons and 
uttons (e.g. with phone numbers).

h.com/cpe/latest.version/Client/Swyx/en-US/
elp/configure_buttons_swyxphone_$.

ll Signaling
le, away, speaking, logged off) can be signaled to 

vices (SwyxIt!, SwyxPhone, SIP device) are logged 
er account, you can indicate which type of termi-
al the status of the user.

h.com/cpe/latest.version/Client/Swyx/en-US/
elp/status_signaling_$.

th a SwyxPhone Lxxx
onnect a headset directly to a SwyxPhone Lxxx. If 
 headset connection, you can configure its behav-
nder the "SwyxPhone" tab. The following options 

hone with headset" not activated
own, the hands-free functionality is enabled in 

g call. In this case, the connected headset will not 
he Headset button on the phone is activated.
hone with headset" activated
t of the phone is signaled through the headset 
ndsfree phone is then activated by pressing the 

 the phone.
local settings for SwyxIt! (menu "Settings | Local Configuration", on the 
"Audio Mode" tab). Here, you can specify different devices for:

 the audio mode "Handset",
 the audio mode "Headset",
 the audio mode "Handsfree",
 the option "Open listening" and 
 the output of the ringing tone.

See also help.enreach.com/cpe/latest.version/Client/Swyx/en-US/
index.html#context/help/configure_audio_settings_$.

 Option "Use SwyxP
If the handset is d
case of an incomin
be activated until t

 Option "Use SwyxP
The acoustic outpu
connection. The ha
Speaker button on
es    Configuration of the Terminal Devices in SwyxIt!

Enreach DECT 600
DECT 600 components can be used in a backward compatible way with 
a SwyxDECT 500 system in the context of a replacement purchase 
under certain circumstances.

 Enreach DECT 600 L base station, to the manual.
 Enreach DECT 600 S base station, to the manual.
 Mains power supply for the base station: DECT BS 600 power supply 

unit
 SwyxPhone D510 and SwyxPhone D565 with Compatibility Pack, see 

service.swyx.net/hc/en/articles/4801820497948.
 DECT HS 630 Handset
 DECT HS 650 Handset
 DECT HS 670 Handset
 DECT R 600 Repeater

CONFIGURATION OF THE TERMINAL 
DEVICES IN SWYXIT!
Most of the terminal devices can be configured in SwyxIt!.

Configuration of the Output
You can specify which terminal device should be used on the PC in the 

Configuration of Sw

The configuration of a
SwyxIt!. While doing so

 define the phone b
 assign the phone b

 

See also help.enreac
index.html#context/h

Configuration of Ca
A user status (availab
other users.

If several terminal de
on under the same us
nal device should sign

See also help.enreac
index.html#context/h

Use of a Headset wi
Frequent callers can c
SwyxPhone Lxxx has a
ior in the user profile u
are available:

https://help.enreach.com/cpe/latest.version/DECT600L/Swyx/en-US/index.html
https://help.enreach.com/cpe/latest.version/DECT600S/Swyx/en-US/index.html
https://service.swyx.net/hc/de/articles/4801820497948
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/configure_audio_settings_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/configure_audio_settings_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/configure_buttons_swyxphones_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/configure_buttons_swyxphones_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/status_signaling_$
https://help.enreach.com/cpe/latest.version/Client/Swyx/en-US/#context/help/status_signaling_$
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K.3

call directly from the device.
 active
blind transfer a call directly from the device.
ve
ransferred.

nference directly from the device.
e
dded to a conference.

an be signaled to the device (Call Waiting).

 member of a group.

sed as a second device (parallel operation).
ing DTMF tones
d or receive DTMF tones from the device. These 
O (out-band) and are Cisco-compatible; RFC2833 

RTP data stream are not supported by SwyxWare.

third party devices, please consult the third party 
wyx forum. 

R
alog devices (e.g. fax or DECT phones):

2 (2 SXS/AC/SIP-3)
8 (8 SXS/AC/SIP-3)
4 (24 S/AC/SIP)
 Call forwarding, No reply
The device calls another user, who then immediately forwards this 
call with a delay.

 Call Forwarding Busy
The device calls another user, who then immediately forwards this 
call because the line is busy.

 Hold, active
It is possible to put a call on hold from the device.

 Hold, passive
The device can be placed on hold.

Adapter to connect an

 AudioCodes MP 11
 AudioCodes MP 11
 AudioCodes MP 12
es    Terminal Devices from Third Party Manufacturers

TERMINAL DEVICES FROM THIRD 
PARTY MANUFACTURERS
You can also use other terminal devices from third party manufacturers 
in addition to the terminal devices supplied by Enreach. Because of the 
broad variety of availabel devices Enreach cannot ensure the interoper-
ability.

.1 SIP DEVICES
SIP Devices of SwyxWare are supported. The following supplementary 
services are offered:

 Outgoing Calls
 Incoming Calls
 Fax T.38
 Call Swap, active

From the device it is possible to switch between an active call and a 
call on hold.

 Call Swap, passive
The device can be put on hold by the conversation partner and acti-
vated once again.

 Call Forwarding, Unconditional
The device calls another user, who then immediately forwards this 
call.

 Call Transfer, active
You can transfer a 

 Blind Call Transfer,
You can conduct a 

 Call Transfer, passi
The device can be t

 Conference, active
You can begin a co

 Conference, passiv
The device can be a

 Call Waiting
An additional call c

 Group Call 
The device can be a

 Second Log On
The device can be u

 Sending and receiv
It is possible to sen
are sent via SIP INF
and in-band in the 

In case of issues with 
manufacturer or the S

K.3.2 IP A/B ADAPTE
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AP

L.1

es are acceptable. System availability must be 
en backups are used.

ture is destroyed at one location. The system is 
another  locat io n  (geo- redundancy ) . 

r downtimes are acceptable, the system will be 
p after restoring the infrastructure.

te/maintenance

 SwyxWare instance during a software or operat-
 as short as possible.

e selected HA/Failover system, the downtime can 
 SwyxWare HA concept up to 10 minutes are 

llowing high availability solutions can be used:

HA + FT Microsoft Hyper-V 
Failover Cluster SwyxON

uns in a 
 database 
L Express 
ting SQL 
uster.

SwyxWare runs in a VM 
with the database either 
in SQL Express or in an 
existing SQL Server or 
Cluster.

Customer uses 
SwyxON

r HA/Failover
MS Hyper-V Cluster

HA/Failover
SwyxON

Back-up
Back-up
VEEAM VM Back-up

Back-up
SwyxON

covery
h geo-
 and 

Disaster Recovery
MS Hyper-V Cluster

Disaster Recov-
ery
SwyxON
ure or application crash. Downtime should be as short as possible. The 
SwyxWare HA concept aims for a maximum downtime of a few min-
utes. Normally the downtime is much shorter, depending on the solu-
tion it can even be zero. In general, this approach automatically 
restores system availability.

Back-up

The SwyxWare installation and the corresponding data are backed up 
regularly so that a customer can restore a SwyxWare instance from a 
backup package. Back-ups are also part of an HA/Failover approach 

or in an existing SQL 
Server or Cluster.

or in an exis
Server or Cl

HA/Failover
vSphere HA

HA/Failove
vSphere FT

Back-up
VEEAM VM Back-up

Back-up
VEEAM VM 

Disaster Recovery
vSphere with geo-
redundancy and 
backup

Disaster Re
vSphere wit
redundancy
backup
Availability Solution for SwyxWare    Concept

P. L:HIGH AVAILABILITY 
SOLUTION FOR SWYXWARE

Guidance on selecting a SwyxWare High Availability Solution

This document is intended to help you select the right High Availability 
solution for SwyxWare. 

Target group
This document is intended for Enreach partners and administrators 
who are experts in the chosen virtualization technology. We expect 
them to have experience with SwyxWare at least beyond the usual 
Enreach partner certification. We assume that customers who use a 
SwyxWare HA solution have a professional IT department with experi-
enced administrators who are familiar with the setup and maintenance 
of the chosen virtualization technology.

CONCEPT
In the following section, the most important terms on the subject of 
high availability are explained:

High Availability/Failover

A SwyxWare instance is available to users regardless of a hardware fail-

when longer downtim
restored manually wh

Disaster Recovery

The entire infrastruc
ava i lab le  f rom 
Alternatively, if longe
restored from a backu

Downtime for upda

The downtimes of the
ing system update are

If it is supported by th
be very short. In the
acceptable.

L.2 OPTIONS
With SwyxWare the fo

vSphere HA vSphere 

SwyxWare runs in a 
VM with the database 
either in SQL Express 

SwyxWare r
VM with the
either in SQ
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Do
Few
(de
virt
tur
uti

Ma
tim
vSp
sep
rec
suc
en
the
Availability Solution for SwyxWare    Options

The displayed decision tree should lead you to one of the following 
solution options:

wntime
 minutes 

pending on the 
ualization struc-
e and SwyxWare 
lization)

Downtime
Uninterrupted availa-
bility through VMWare 
Fault Tolerance

Downtime
See MS Hyper-V Cluster 
documentation

Downtime
See SwyxON SLA

intenance Down-
e
here. Update in a 
arate VM. Some 
orded data is lost, 
h as call journal 

tries created during 
 update period.

Maintenance Down-
time
vSphere. Update in a 
separate VM. Some 
recorded data is lost, 
such as call journal 
entries created during 
the update period.

Maintenance Down-
time
vSphere. Update in a 
separate VM. Some 
recorded data is lost, 
such as call journal 
entries created during 
the update period.

Maintenance 
Downtime
SwyxON

vSphere HA vSphere HA + FT Microsoft Hyper-V 
Failover Cluster SwyxON
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L.3

L.3

L.3

exe /backup /file:<BackupfilepfadUndName> 

SwyxWare database is created by MS SQL Server 
 location you specified under "/file:".

YXWAREON A VIRTUAL MACHINE 
IT
s a single system in a virtual machine, see 5 
on, Page 42
 wizard, you do not create a new database, but 

 you created in the last step.

Ware HA 2.0 - Installing and running a SwyxWare 
re to configure the VM in vSphere.

ON AND OPERATION OF A 
 WITH VMWARE VSPHERE
 how to install and run SwyxWare in the vSphere 
ake it highly available with vSphere.

 complete with a SQL Server Express in a virtual 
, SwyxWare can be installed without SQL Express 

 be run on an existing SQL Server cluster. 

ility and vSphere Fault Tolerance
rs various functions to make virtual machines 

ability and vSphere Fault Tolerance 

the application running in it and restarts the VM if 
or application in the VM stops responding. 

rance 
that the master system is passive.

2 Stop the "SwyxWare" service on the master system.
3 Convert the master system to a stand-alone SwyxServer, see 23.1 

Convert Master or Standby System to a Stand-alone System, Page 353

.2 CREATE A BACK-UP OF SWYXWARE DATA BASE
Make sure that the MS SQL Server service has write permissions in the 
directory where you store the backup.

1 To create a backup, run the following command:

vSphere High Availab
VMware vSphere offe
highly available:

 vSphere High Avail

monitors the VM and 
the operating system 

 vSphere Fault Tole
Availability Solution for SwyxWare    Migration from the Standby Scenario to a Virtual Machine

:

MIGRATION FROM THE STANDBY 
SCENARIO TO A VIRTUAL MACHINE
This section describes how to migrate an existing SwyxWare Master/
Standby installation to a virtual machine to make it highly available 
through appropriate virtualization platform features.

After this migration, the availability of SwyxWare is no longer realized 
by switching from a master to a standby system, but by a VM restart 
(vSphere HA) or a seamless switch to a mirrored VM (VSphere FT).

The migration can be carried out in the following steps:

1 Converting a Master SwyxWare to a Single System
2 Create a Back-up of SwyxWare data base
3 Reinstall SwyxWareon a virtual machine and back-up it

.1  CONVERTING A MASTER SWYXWARE TO A 
SINGLE SYSTEM
1 Open SwyxWare Administration, Server Properties and make sure 

You should use an existing virtualization-based high availability solution 
such as VMware vSphere to run SwyxWare in a virtual machine.  
If you do not have such a virtualization infrastructure, Enreach recommends 
its own SwyxON Cloud Service instead. 

ippbxconfig.

 A backup of the 
and stored in the

L.3.3 REINSTALL SW
AND BACK-UP 
1 Install SwyxWare, a

SwyxWare Installati
In the configuration
restore the backup

2 Continue with Swyx
with VMware vSphe

L.4 INSTALLATI
SWYXWARE
This section describes
virtual machine and m

SwyxWare is installed
machine. Alternatively
and the database can
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L.4

yxWare in a VM is no different from the installa-
i ca l  ha rdwa re ,  s ee  5  SwyxW are 

yxWare Installing HealthMonitor

ON AND OPERATION OF A 
 WITH MICROSOFT HYPER-
CLUSTER
 how to install and run SwyxWare in a Hyper-V vir-

 complete with a SQL Server Express in a virtual 
, SwyxWare can be installed without SQL Express 

 be run on an existing SQL Server cluster.

ilover Cluster
al features to make virtual machines highly availa-

, see the vSphere documentation: docs.micro-
ws-server/failover-clustering/failover-clustering-

onitor

monitor not only the VM, but also the SwyxWare 
e SwyxWare HealthMonitor service in addition to 
itors the SwyxWare services and operates the 
ealth monitoring interface, and transmits the sta-
lock integration services (Heartbeat Integration 
This state information can be used by Microsoft's 
ample to restart the VM.

d always combine a Hyper-V solution with a VM 
deta i l s :  docs .vmware .com/en/VMware-vSphere/6 .7 /
com.vmware.vsphere.vm_admin.doc/GUID-55238059-912E-411F-A0E9-
A7A536972A91.html

The dimensioning of the VM should be done as for a normal SwyxWare 
installation based on the known Windows Server and SwyxWare hard-
ware requirements.

We recommend to keep the number of vCPUs and the RAM low at the 
beginning, to observe the VM in operation with vSphere means and to 
adjust vCPUs and RAM accordingly to get optimal values.

running in it, install th
SwyxWare. This mon
Hyper-V application h
tus via the Hyper-V c
Services) to Hyper-V. 
failover cluster, for ex

Additionally, you shoul
backup solution.
Availability Solution for SwyxWare    Installation and operation of a SwyxWare with Microsoft Hyper-V Failover Cluster

maintains a constantly updated copy of the virtual machine on a second 
host and automatically switches to the copy if one host fails.

Fo r  more  in format ion ,  see  the  vSphere  documentat ion : 
do cs .vmwa re .co m/en/VM ware-vSphere /6 .7/
com.vmware.vsphere.avail.doc/GUID-63F459B7-8884-4818-8872-
C9753B2E0215.html

SwyxWare HealthMonitor

So that vSphere can monitor not only the VM but also the SwyxWare 
running in it, install the SwyxWare HealthMonitor service in addition to 
SwyxWare.  This monitors the SwyxWare services and uses the vSphere 
Heartbeat interface. If all SwyxWare services are available, the Health-
Monitor sends a "Heartbeat" every twenty seconds via the vSphere 
Heartbeat interface. If one of the services stops responding, the heart-
beat fails. vSphere uses the failure of the heartbeat to detect a nonre-
sponding application and restart the VM.

.1 INSTALLING SWYXWARE IN A VIRTUAL 
MACHINE
To create a virtual machine, refer to the vSphere documentation for 

In addition, you should always combine a vSphere HA/FT solution with a VM 
backup solution. 

The installation of Sw
t ion  on  phys
Installation, Page 42Sw

L.5 INSTALLATI
SWYXWARE
V FAILOVER 
This section describes
tual machine.

SwyxWare is installed
machine. Alternatively
and the database can

Microsoft Hyper-V Fa
Microsoft offers sever
ble.

For more information
soft.com/en-us/windo
overview

SwyxWare HealthM

To enable Hyper-V to 

https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.avail.doc/GUID-63F459B7-8884-4818-8872-C9753B2E0215.html
https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.vm_admin.doc/GUID-55238059-912E-411F-A0E9-A7A536972A91.html
https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.vm_admin.doc/GUID-55238059-912E-411F-A0E9-A7A536972A91.html
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L.5

L.6

-V Failover Cluster 

rvice.ps1 -EnableHyperVSupport

 has some optional parameters to customize the 
ases, the default settings are sufficient. You can 
e options with the normal PowerShell help func-

nstall-service.ps1 -full

ation of the service as described in the next 
ting the service.

tion file "appSettings.json" in a text editor. 

hereHeartbeat is set to "true". 
ent characters (//) in front of the lines in the 

ination" lines the target "sip://example.com" with 
 "<server-ip>" is the IP address of SwyxServer. 
llation with multiple network interfaces and the 
 are fixed to one of the interfaces (see  Network 
se the IP address of that interface. If you use the 
ead of the IP address, HealthMonitor will use the 

eHyperVSupport" configures the SwyxWare Health-
 with local administration rights. This is necessary 
dows only allows administrators to use Hyper-V 

Services interface.

 Monitor 1.2 the steps in this section can be omitted 
cause the file "appSettings.json" is adjusted auto-
tion script.
Expand-Archive -Path Swyx.Core.HealthMonitor.zip -
DestinationPath 
"$env:ProgramFiles\Swyx.Core.HealthMonitor"

5 Change to the directory where you unpacked the files and install 
SwyxWare HealthMonitor with one of the following commands:
For use with VMware vSphere

./install-service.ps1

2 Make sure that VSp
3 Remove the comm

"Probes" section.
4 Replace in all "dest

"sip://<server-ip>".
If you have an insta
SwyxWare services
card(s), Page 35), u
machine name inst
Availability Solution for SwyxWare    Configuring the SwyxWare HealthMonitor

.1 INSTALLING SWYXWARE IN A VIRTUAL 
MACHINE
To create a virtual machine, refer to the vSphere documentation for 
details: docs.microsoft.com/en-us/windows-server/virtualization/hyper-
v/get-started/create-a-virtual-machine-in-hyper-v 

CONFIGURING THE SWYXWARE 
HEALTHMONITOR
The SwyxWare HealthMonitor is a Windows service that must be 
installed separately in the VM. This section describes the installation 
and configuration of this service.

1 Download the ZIP file of the HealthMonitor service from the Swyx 
website  enreach.com/products/support/support-downloads.html

2 Run the Windows PowerShell console as an administrator.
3 Create a directory under %program files%:

mkdir "$env:ProgramFiles\Swyx.Core.HealthMonitor"

4 Extract the HealthMonitor files to this directory:

For use with Hyper

./install-se

The installation script
installation. In most c
get a description of th
tion: 

get-help ./i

6 Adjust the configur
section before star

1 Open the configura

The parameter "-Enabl
Monitor service to run
because Microsoft Win
Heartbeat Integration 

As of SwyxWare Health
for standard setups, be
matically by the installa

https://www.enreach.de/produkte/support/support-downloads.html
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 "uaCSTA",
 "Network",
uration": {
ination": "sip://10.0.0.1:65012",
ingIntervalSeconds": 10,
onseTimeoutMilliseconds": 500

 "linkmgr",
 "Network",
uration": {
ination": "sip://10.0.0.1:65001",
ingIntervalSeconds": 10,
onseTimeoutMilliseconds": 500

 "conferencemgr",
 "Network",
uration": {
ination": "sip://10.0.0.1:5062",
ingIntervalSeconds": 10

 "phonemgr",
 "Network",
uration": {
ination": "sip://10.0.0.1:65007",
ingIntervalSeconds": 10
     "Name": "server",
     "Type": "Network",
     "Configuration": {
       "destination": "sip://10.0.0.1:5060",
       "probingIntervalSeconds": 10,
       "responseTimeoutMilliseconds": 5000
     }
    },
    {

     }
    },
    {
     "Name":
     "Type":
     "Config
       "dest
       "prob
     }
    },
Availability Solution for SwyxWare    Configuring the SwyxWare HealthMonitor

first IP address provided by Windows for the machine name and not 
necessarily the fixed one configured in SwyxWare.

5 Make sure that there is an entry in the probes list in the 
"appSettings.json" for each installed SwyxWare service. If you have 
not installed a service, also remove it from the Probes list.

Services that are monitored via HTTP instead of SIP have an HTTP 
instead of SIP URL in the "appSettings.json" file at "destination". If the 
service does not have a verifiable TLS certificate, you can disable the 
HealthMonitor TLS certificate check for monitoring. To do this, add the 
setting "skipTlsCheck": "false".

The installation script adjusts the service restart options of the Swyx-
Ware services in Windows. A SwyxWare service that stops unexpectedly 
is restarted only once by Windows. The installation script only adjusts 
the services configured in "Probes" in appSettings.json. Therefore, run 
the installation script again when you add or remove probes.

The following example shows a typical configuration for a server with IP 
10.0.0.1:

{
  "HealthMonitorApp": {
    "Prometheus": false,
    "VSphereHeartbeat": true
    "HyperVHeartbeat": false
  },
  "Probes": [
    {

     "Name":
     "Type":
     "Config
       "dest
       "prob
       "resp
     }
    },
    {
     "Name":
     "Type":
     "Config
       "dest
       "prob
       "resp
     }
    },
    {
     "Name":
     "Type":
     "Config
       "dest
       "prob
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es": [

Name": "server",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 3

Name": "uaCSTA",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 2

Name": "linkmgr",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 2

Name": "conferencemgr",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 2

Name": "phonemgr",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 2

Name": "swyxgate",
cName": "swyx_number_of_failed_probes",
hanOrEqual": 2
    },
    {
     "Name": "cds",
     "Type": "Network",
     "Configuration": {
       "destination": "https://10.0.0.1:9100/ippbx/
client/v1.0/login/systemhealth",
       "probingIntervalSeconds": 10,
       "responseTimeoutMilliseconds": 1000
     }

    {
      "Probe
      "Metri
      "LessT
    },
    {
      "Probe
      "Metri
      "LessT
    },
Availability Solution for SwyxWare    Configuring the SwyxWare HealthMonitor

    {
     "Name": "swyxgate",
     "Type": "Network",
     "Configuration": {
       "destination": "sip://10.0.0.1:5064",
       "probingIntervalSeconds": 10
     }
    },
    {
     "Name": "ctiplus",
     "Type": "Network",
     "Configuration": {
       "destination": "sip://10.0.0.1:65009",
       "probingIntervalSeconds": 10
     }
    },
    {
     "Name": "faxserver",
     "Type": "Network",
     "Configuration": {
       "destination": "sip://10.0.0.1:61000",
       "probingIntervalSeconds": 10
     }

    }
  ],
  "HealthRul
    {
      "Probe
      "Metri
      "LessT
    },
    {
      "Probe
      "Metri
      "LessT
    },
    {
      "Probe
      "Metri
      "LessT
    },
    {
      "Probe
      "Metri
      "LessT
    },
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s": {
tputTemplate":
{Timestamp:dd HH:mm:ss.fff} {Level:u4} 
SourceContext} 
wLine}{Exception}",
eme": 
ks.SystemConsole.Themes.AnsiConsoleTheme::
g.Sinks.Console"

e": "File",
s": {
th": 
Data\\Swyx\\Traces\\Swyx.Core.HealthMonito

llingInterval": "Day",
tainedFileCountLimit": 7,
tputTemplate":
{Timestamp:dd HH:mm:ss.fff} {Level:u4} 
SourceContext,-50} 
wLine}{Exception}"

: ["FromLogContext", "WithThreadId"]

sts": "*"

N OF THE SWYXWARE SERVICES 
on of SwyxWare, Windows is configured to 
wyxWare services from Windows when they 
      "LessThanOrEqual": 2
    }
  ],
  "Serilog": {
    "MinimumLevel": {
      "Default": "Information"
    },
    "WriteTo": [
      {
        "Name": "Console",

    "Enrich"
  },
  "AllowedHo
}

L.6.1 CONFIGURATIO
For a default installati
automatically restart S
unexpectedly stop.
Availability Solution for SwyxWare    Configuring the SwyxWare HealthMonitor

    {
      "ProbeName": "cds",
      "MetricName": "swyx_number_of_failed_probes",
      "LessThanOrEqual": 2
    },
    {
      "ProbeName": "pns",
      "MetricName": "swyx_number_of_failed_probes",
      "LessThanOrEqual": 2
    },
    {
      "ProbeName": "faxserver",
      "MetricName": "swyx_number_of_failed_probes",
      "LessThanOrEqual": 2
    },
    {
      "ProbeName": "ctiplus",
      "MetricName": "swyx_number_of_failed_probes",
      "LessThanOrEqual": 2
    },
    {
      "ProbeName": "ctiplus",
      "MetricName": "swyx_number_of_failed_probes",

        "Arg
          "ou
            "
{ThreadId} {
{Message}{Ne
          "th
"Serilog.Sin
Code, Serilo
        }
      },
      {
        "Nam
        "Arg
          "pa
"C:\\Program
r.txt",
          "ro
          "re
          "ou
            "
{ThreadId} {
{Message}{Ne
        }
      }
    ],
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1st S

2nd 

Subs

MONITOR
e service is set to "Start automatically", but is not 
tart it using the Windows Service Manager or the 

e Swyx.Core.HealthMonitor

LATION
 installation of SwyxWare and the HealthMonitor 
n carry out the following steps:

vice Manager, check that all SwyxWare services 
atively, you can use this PowerShell command to 

| where-object { $_.Displayname -match 
_.StartType -match "Auto" } | format-table 
, DisplayName

 in vSphere vCenter receives the Heartbeat from 

of the HealthMonitor should be appropriate in 
hMonitor checks the SwyxWare services by send-
 "HTTP Request" every 10 seconds to each Swyx-
ing for a response for 500ms. You can adjust both 
aiting time for each service. To do this, set the fol-
 corresponding service in the "appSettings.json" 
The service is queried every 10 seconds (probingIntervalInSeconds=10). If 
more than 2 queries remain without a response (LessThanOrEqual=2), 
the service has less than 30s to restart.

If you add services to SwyxWare, run the HealthMonitor installation script 
again to adjust the restart configuration of the new service accordingly. 
Alternatively, you can manually customize the restart options using the Win-
dows Services Manager.

Set HealthMonitor

The default settings 
most cases. The Healt
ing a "SIP Options" or
Ware service and wait
the interval and the w
lowing values for the
file:
Availability Solution for SwyxWare    Configuring the SwyxWare HealthMonitor

The HealthMonitor installation script changes this configuration for all 
SwyxWare services monitored by HealthMonitor as follows:

This setting causes a SwyxWare service that stops unexpectedly to be 
restarted once by Windows. If a service is terminated more than once, it 
will not be restarted. The HealthMonitor detects the missing response 
of the service and stops the VMWare Heartbeat so that the VM is 
restarted.

If, in your deployment scenario, restarting a service takes longer than 
the HealthMonitor monitoring threshold, adjust the HealthMonitor 
configuration accordingly:
1 Open the configuration file "appSettings.json" in a text editor.

2 In the "HealthRules" section, find the entry for the service which 
monitoring you want to customize.

3 Increase the value "LessThanOrEqual" so that 
"probingIntervalSeconds" of the service (see configuration of the 
service in the section "Probes" in the "appSettings.json" file) 
multiplied by "LessThanOrEqual" is smaller than the value, the 
service needs for restarting. 

Example: 

Service Error HealthMonitor not installed HealthMonitor installed
ervice Failure Service is restarted Service is restarted

Service Failure Service is restarted No action

equent service outages Service is restarted No action

L.6.2 START HEALTH
During installation, th
started immediately. S
command:

start-servic

L.6.3 CHECK INSTAL
To check whether the
was successful, you ca

1 In the Windows Ser
are running. Altern
do this:

get-service 
"Swyx" -and $
Status, Name

2 Make sure VMWare
SwyxWare. 

In operation
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Ware HealthMonitor provides the "Prometheus 
e Prometheus Exporter provides the "health sta-

etermined by the HealthMonitor, as well as some 
h as the response times of individual checks. 

he Prometheus Exporter at regular intervals, e.g. 
d stores the delivered metrics in a time series 
figure the query time.

 include other data in the Prometheus database, 
Performance Counter of SwyxWare, you can use 
component "sonar-perfmon": https://www.infra-

ge-base/sonar-023-install-windows-host/. This is 
porter.

 query the data stored in the time series database 
 dashboard:

SwyxWare
DiensteSwyxWare

DiensteSwyxWare
DiensteSwyxWare

Dienste
you can query via the Windows Performance Counter interface or 
via Windows Management Instrumentation.

 Prometheus
SwyxWare HealthMonitor optionally offers an interface that can be 
queried and stored by a Prometheus server (https://prometheus.io).
To visualize this data e.g. on a dashboard Grafana can be used 
(https://grafana.com) or tools of your choice that support Pro-
metheus.

The current section describes how to add a Grafana dashboard to 
SwyxWare.
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

"probingIntervalSeconds": 10,
"responseTimeoutMilliseconds": 500

Restart the HealthMonitor service once to make the changes effective.

Back-up/Restore via VEEAM

For details on backing up and restoring virtual machines using VEEAM, 
see: https://www.veeam.com

MONITORING WITH GRAFANA AND 
PROMETHEUS
You can use various interfaces to monitor SwyxWare: 

 Windows Performance Counter
SwyxWare offers various Windows Performance Counters, which 

If you have installed SwyxWare HealthMonitor and are using the Heartbeat 
in VMWare vSphere or Hyper-V for monitoring, make sure to stop the 
HealthMonitor service BEFORE you have to stop the SwyxWare services e.g. 
for maintenance purposes. The HealthMonitor logs off from vSphere or 
Hyper-V when the service is stopped, so vSphere or Hyper-V no longer 
expects heartbeats.

L.7.1 CONCEPT
For monitoring, Swyx
Exporter" interface. Th
tus" of SwyxWare as d
other parameters, suc

Prometheus queries t
every 10 seconds, an
database. You can con

In order to be able to
such as the Windows 
another open source 
gravity.com/knowled
also a Prometheus Ex

With Grafana, you can
and visualize it on the

https://www.veeam.com/de
https://prometheus.io
https://grafana.com
https://www.infragravity.com/knowledge-base/sonar-023-install-windows-host/
https://www.infragravity.com/knowledge-base/sonar-023-install-windows-host/
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NFIGURATION FILES
afana and Prometheus you have to configure in 
guration how to reach the SwyxWare Core 

ring" is part of the SwyxWare Core HealthMonitor 

of the "Monitoring" directory to the Linux VM 
t up Docker. 

prometheus/prometheus.yml" in a text editor 
"SwyxWare Job":

HealthMonitor
: "SwyxWare"
onfigs:
s:
xware ip>:5000

 ip> with the IP address of the SwyxServer. 
red the HealthMonitor on a port other than 5000, 
y. 
itor multiple SwyxWare systems, add each in a 
 "targets". 

HealthMonitor
: "SwyxWare"
onfigs:
s:
.0.1:5000
.0.2:5000

itor Windows performance counters and 
nar-perfmon" (see below), remove the comment 
onar" job and enter the IP address and the 

ort of the SwyxWare system there as well:
.3  INSTALL DOCKER
1 For information on the insallation of Docker on Linux, please refer to 

the official instructions: https://docs.docker.com/install/

2 Make sure that "docker-compose" is also installed.
 On an Ubuntu-Linux for example with 

apt-get install docker-compose

  - job_name
    static_c
    - target
      - 10.0
      - 10.0

6 If you want to mon
therefore install "so
characters of the "s
"sonar-perfmon" p
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

.2 INSTALLATION
Since both Grafana and Prometheus have their roots in the Linux world, 
we recommend using the Linux versions of both services. The following 
explains how you can easily run Grafana and Prometheus as Linux 
Docker Container. 

Information on a direct installation under Windows can be found in the 
respective documentation on the Grafana and Prometheus home-
pages. The sample dashboards provided with the HealthMonitor also 
work with the Grafana Windows version.

Please observe the following sequence during installation:

1 Install Docker
2 Customize configuration files
3 SwyxWare Configure Core HealthMonitor
4 Grafana and Prometheus launch
5 Optional: install sonar-perfmon exporter
6 Install SwyxWare HealthMonitor Grafana Dashboard (as an example)
7 Check Installation

If you are already using another monitoring system instead of Prometheus, 
you can also use this if it can query Prometheus Exporter. Zabbix also 
supports the Prometheus interface: https://www.zabbix.com/
documentation/4.4/manual/config/items/itemtypes/prometheus

L.7.4 CUSTOMIZE CO
Before you can use Gr
the Prometheus confi
HealthMonitor.
The directory "Monito
file package.
1 Copy the contents 

where you have se

2 Open "Monitoring/
and search for the 

# Swyx.Core.
  - job_name
    static_c
    - target
      - <swy

3 Replace <swyxware
4 If you have configu

adjust it accordingl
5 If you want to mon

separate line below
Example:

# Swyx.Core.

https://docs.docker.com/install/
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ake the Prometheus interface accessible from 
.
ystem, open the PowerShell console with 

leges and change to the SwyxWare Core 
allation directory.

ion script again and specify the ListeningUrls 

rvice.ps1 -ListeningUrls "http://*:5000" -
stallation

he service so that it provides the Prometheus 
s own IP addresses on port 5000. 

tion in the Windows firewall

ewall firewall add rule 
ore.HealthMonitor" dir=in action=allow 
 localport=5000 remoteip=<ip-monitoring>

g> with the IP address of the monitoring system. 
estrict the accessibility of the Prometheus 
mote-ip" parameter.

 PROMETHEUS LAUNCH
d start the Grafana and Prometheus containers, 
".
ell console with administrator rights in the 
ory.

ith

se up -d

h services have been started.
ports:

  - "9090:9090"

.5 SWYXWARE CONFIGURE CORE 
HEALTHMONITOR
The standard installation of SwyxWare Core HealthMonitor only 
provides the Prometheus metrics on localhost. In this step, you adjust 

use "docker-compose
1 Open the PowerSh

"Monitoring" direct

2 Start the services w

docker-compo

3 Check whether bot
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

# sonar-perfmon windows performance counter
  - job_name: sonar
    static_configs:
    - targets:
      - 10.0.0.1:5001

7 Save the file.
The supplied configuration sets port 3000 for Grafana. If you want to 
use a different port, change "docker-compose.yml" as follows:

8 Open "Monitoring/docker-compose.yml" with a text editor. 
9 To set the port to 8080, for example, change the port configuration 

for the Grafana service from

- "3000:3000" 
to

- "8080:3000"

10 In the delivery state of the docker-compose.yml file, the Prometheus 
service is configured so that it is only accessible from the Grafana 
container, not from the host and not from other systems. 

11 If you want to access the Prometheus web interface e.g. for 
troubleshooting, add a "Ports:" definition in the file. 

Example:

the configuration to m
the monitoring system
1 On the SwyxWare s

administrator privi
HealthMonitor inst

2 Call up the installat
parameter:

.\install-se
StartAfterIn

 This configures t
interface on all it

3 Configure an excep

netsh advfir
name="Swyx.C
protocol=TCP

Replace <ip-monitorin
If you do not want to r
interface, omit the "re

L.7.6 GRAFANA AND
To easily configure an
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e sonard binpath= c:\sonar\out\Sonard.exe 
obj= "NT AUTHORITY\LocalService" depend= 

 SID:

pe sonard unrestricted

 necessary access rights to the installation 

:\Sonar /grant "NT 
rd:(OI)(CI)(M)"

ount to the local group "Remote Management 
service can use the WMI interface:

upMember -Group "Remote Management Users" -
ervice\sonard"

 systems on which "Add-LocalGroupMember" is 
an use "net.exe":

up "Remote Management Users" "NT 
rd" /add

pends on the Windows system language. Adjust 
accordingly.
age Windows, use the group name 

gsbenutzer" instead of "Remote Management 

\out\sonard.dll.config", adjust the path to the 
meter "ConfigPath").
to "c:\Sonar\sonard.config". Set the 

hich the service provides the data to 5001. 
1 Download sonar-perfmon, extract the ZIP file on the SwyxWare VM 
to c:\sonar.

2 Open a PowerShell with administrator rights.
3 Install the service:

If you use a different path, adjust it accordingly in the following steps.

The group name de
the command line 
On a German-langu
"Remoteverwaltun
Users" in this step.

7 In the file "c:\sonar
configuration (para
Set the parameter 
"ExporterPort" on w
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

docker container ls

 Two active containers are displayed.

4 Open "http://<monitoring-vm>:3000" in a web browser. 
<monitoring-vm> is the computer name or IP address of your Linux 
system.

5 Log in as an administrator.
Default user name is "admin", password is "admin". Grafana 
prompts you to set a new, secure password for the admin user after 
logging in. 
 Both containers are configured so that they are automatically 

restarted after a computer restart.

.7 OPTIONAL: INSTALL SONAR-PERFMON 
EXPORTER
You can install and configure the sonar-perfmon exporter on the 
SwyxWare system so that Prometheus can also query and save 
Windows performance counters and you can visualize them on a 
Grafana dashboard. This also includes the values provided by 
SwyxWare via the Performance Monitor API.
In deviation from the sonar-perfmon installation instructions (https://
www.infragravity.com/knowledge-base/sonar-023-install-windows-
host/), we recommend not to run the sonar-perfmon service under the 
LOCALSYSTEM account, but to use an account with less rights. 
This manual applies to sonar-perfmon 0.25:

sc.exe creat
start= auto 
"WinRM"

4 Configure a service

sc.exe sidty

5 Give the service the
directory:

icacls.exe C
Service\sona

6 Add the service acc
Users" so that the 

Add-LocalGro
Member "nt s

On older Windows
not available, you c

net localgro
Service\sona

https://www.infragravity.com/knowledge-base/sonar-023-install-windows-host/
https://www.infragravity.com/knowledge-base/sonar-023-install-windows-host/
https://www.infragravity.com/knowledge-base/sonar-023-install-windows-host/
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ring> with the IP address of the monitoring 
ot want to restrict the accessibility of the 
ce, omit the "remote-ip" parameter.

king Windows system, copy the file 
 from the directory "Monitoring/sonar-perfmon" 
.config".
king Windows system, copy the 

 file from the "Monitoring/sonar-perfmon" 
ar\sonard.config".
fmon service:

e sonard

p://localhost:5001/metrics" in a web browser. 
 text output with all the metrics that are config-

config".

WARE HEALTHMONITOR 
BOARD (AS AN EXAMPLE)

fana" directory you will find two ready-made 
that you can use as a starting point for 
Grafana dashboards. To install these, proceed as 

website in a web browser and log in.

shboards" from the navigation bar on the left.
port json file".
yxWare HealthMonitor Overview.json".
 a page with options.

metheus data source", select "Prometheus" and 

r the file "SwyxWare HealthMonitor Alerts.json".
shboard for a Grafana alarm that is triggered 
or stops reaching a service. 
</configuration>
8 Release the port that you configured in the previous step in the 

Windows firewall:

netsh advfirewall firewall add rule name="sonard" 
dir=in action=allow protocol=TCP localport=5001 
remoteip=<ip-monitoring>

3 Select "Import | Im
4 Import the file "Sw
 Grafana displays

5 Under "Select a pro
click on "Import".

6 Repeat steps 3-5 fo
This is a sample da
when HealthMonit
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

The configuration file should look like this:

<?xml version="1.0"?>
<configuration>
  <configSections>
    <section name="Sonar" 
type="Infragravity.Sonar.SonarConfigurationSection, 
Sonar"/>
  </configSections>
  <appSettings>
    <add key="ConfigPath" 
value="c:\Sonar\sonard.config"/>
    <add key="RuntimeType" value="Service"/>
    <add key="LogLevel" value="Information"/>
    <add key="LogPath" value="c:\Sonar\sonar.log"/>
    <add key="ExporterPort" value="5001"/>
    <add key="ExporterCacheMilliseconds" value="60000"/
>
    <add key="ExporterEnabled" value="true"/>
  <appSettings>

Do not use port 5000, as this is already used by the HealthMonitor service.

Replace <ip-monito
system. If you do n
Prometheus interfa

9 For a German-spea
"sonard.de.config"
to "c:\sonar\sonard

10 For an English-spea
"sonard.en.config"
directory to "c:\son

11 Start the sonar-per

start-servic

12 Open the page "htt
 You should see a

ured in "sonard.

L.7.8 INSTALL SWYX
GRAFANA DASH
In the "Monitoring/gra
dashboard templates 
configuring your own 
follows:
1 Open the Grafana 

2 Select "Manage Da
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->3000/tcp

ccessible in your network.

fana is accessible and working:
nitoring-system>:3000 in a web browser. 

tem> is the computer name or IP address of the 
m. You should see the Grafana login page.
admin account.

re HealthMonitor is running in a PowerShell 
xWare system:

Swyx.Core.HealthMonitor

ld have the status "Running".

 can reach the Prometheus service and that 
ery HealthMonitor and Sonar-Perfmon metrics:
xplore page
us as the data source.
onse_time_milliseconds in the text field "Enter a 
 You should now see the response times of the 
are services provided by HealthMonitor. If this is 

althMonitor is installed, running and providing 

ter "win_logicaldisk_PercentFreeSpace. You 
the free disk space metrics provided by the sonar-
r. If this is the case, the HealthMonitor is 

g and providing data.
1 Check that the Grafana and Prometheus containers are running. On 
the monitoring system, enter the following as administrator

docker container ls

ein.
 You should see two running containers (Prometheus and 

Grafana). In the Grafana container, the "Ports" column should 
contain

installed, runnin
Availability Solution for SwyxWare    Monitoring with Grafana and Prometheus

For information on adjusting the dashboard and configuring 
notifications for alarms, see the Grafana documentation: https://
grafana.com/docs/grafana/latest/.

.9 CHECK INSTALLATION

0.0.0.0:3000

so that Grafana is a

2 Check whether Gra
 Open http://<mo

<monitoring-sys
monitoring syste

 Log in with your 

3 Verify that SwyxWa
console on the Swy

get-service 

 The service shou

4 Verify that Grafana
Prometheus can qu
 Navigate to the E
 Select Promethe
 Enter swyx_resp

PromQL Query".
individual SwyxW
the case, the He
data.

 For example, en
should now see 
perfmon exporte

https://grafana.com/docs/grafana/latest/
https://grafana.com/docs/grafana/latest/
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AP RD PROPERTIES
tion contains the driver options for the complete 
ISDN cards. 

d menu items of certain ISDN cards may be miss-

D" TAB

n - ISDN parameters:

ISDN parameter configuration.

n - WAN parameters:

WAN miniport configuration.

 to the original (factory) settings.

 button is deactivated by default. WAN parameters 
, if WAN miniport is activated,  Activate WAN 
Standard:

Resets all parameters
guration of the ISDN Driver    SX2 ISDN card properties

P. M:CONFIGURATION OF THE 
ISDN DRIVER

This chapter describes the configuration options for the ISDN drivers. 

For further information on ISDN connections and corresponding hard-
ware installation, 15 ISDN connections, Page 240.

The properties of an installed ISDN card can be called up under "Net-
work adapter" in the Windows Device Manager. 

Click with the right mouse button on the respective ISDN card and 
select "Properties". 

M.1 SX2 ISDN CA
The following descrip
product range of SX2 

Thus, some options an
ing or deactivated.

M.1.1 THE "ADVANCE

Expert configuratio

Click here to start the 

ISDN Parameters

Expert configuratio

Click here to start the 

WAN parameter

The "WAN parameter"
can only be configured
miniport:, Page 468.



Confi 468

M.1 AB

 channel function:

f you need additional D channel settings for spe-
n systems (PBXs) or countries.

etween special telephone systems according to 
hich has been defined by the ECMA (European 
ers Association).

ions for Spain:

col to specific ISDN requirements in Spain.

nowledge":

this D channel information element, in order to 
lephone systems (PBXs).
one of the four ISDN interfaces as synchronization source.

Activate WAN miniport:

Mark this checkbox, if you want to allow WAN access via the ISDN card, 
M.1.3 WAN parameter, Page 470

For security reasons, the WAN miniport is deactivated by default on Swyx-
Ware ISDN cards. Only select this option, if a WAN access via the ISDN card 
is necessary.

the QSIG protocol, w
Computer Manufactur

Activate DSS1 funct

Adjust the DSS1 proto

Signalize "setup ack

Allows the editing of 
adjust it to different te
guration of the ISDN Driver    SX2 ISDN card properties

.2 ISDN PARAMETERS 

Controller:

List of installed ISDN controllers, including all available lines.

BRI synchronization source (only for BRI cards):

In this list field, you can select the source for the clock synchronization. 
Instead of selecting automatic synchronization, you may also define 

M.1.2.1 THE "GENERAL" T

Use the additional D

Mark this checkbox, i
cial telecommunicatio

Activate Q.SIG:

Allows connections b
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Plan:

ering plan" type is used.

ering plan of the sender defined by the applica-
" has been selected in the drop down menu.

Type:

d number will be interpreted by the switchboard.

r format of the sender defined by the application, 
 been selected in the drop down menu.

cation Presentation (CLIP) restrictions:

essed":
ssion of the extension to the dialed destination
essage element":
mission and display of the calling subscriber's 
he called subscriber.

AB

, if you operate your ISDN card on an ISDN point-
in ter face . 

int-to-point or multipoint interface) is defined by 
.

:

, if you operate your ISDN card on an ISDN multi-
in ter face . 

int-to-point or multipoint interface) is defined by 
.

Defines, which "numbering plan" type is used.

Overwrites the numbering plan of the called destination defined by the 
application, unless "Standard" has been selected in the drop down 
menu.

Called Numbering Type:

Defines, how the dialed number will be interpreted by the switchboard.

Overwrites the number format of the called destination defined by the 
application, unless "Standard" has been selected in the drop down 
menu.

the network operator

Point-to-multipoint

Activate this checkbox
po int  
The ISDN line type (po
the network operator
guration of the ISDN Driver    SX2 ISDN card properties

Don't signalize "sending complete":

Allows the editing of this D channel information element, in order to 
adjust it to different telephone systems (PBXs).

Ignore STATUS:

Allows the editing of this D channel information element, in order to 
adjust it to different telephone systems (PBXs).

Signal CHANNEL IE only once:

Allows the editing of this D channel information element, in order to 
adjust it to different telephone systems (PBXs).

Signalize PROGRESS IE in SETUP ACKNOWLEDGE

Allows the editing of this D channel information element, in order to 
adjust it to different telephone systems (PBXs).

Disconnect with RELASE

Allows the editing of this D channel information element, in order to 
adjust it to different telephone systems (PBXs).

.2.2 "IDENTIFICATION" TAB

Called Numbering Plan:

Calling Numbering 

Defines, which "numb

Overwrites the numb
tion, unless "Standard

Calling Numbering 

Defines, how the diale

Overwrites the numbe
unless "Standard" has

Calling Line Identifi

 "CLIP always suppr
Allows the transmi

 "Deactivate CLIP m
Prevents the trans
phone number at t

M.1.2.3 "CONNECTION" T

Point to Point:

Activate this checkbox
to -po int  
The ISDN line type (po



Confi 470

M.1

r E1 and T1 (European and US standard).

terface with less B channels than the standard 
the last B channel to be used during connection 

andard)

)

r the T1 or E1 interface in the list field.

ard)

n standard)

mat for the T1 or E1 interface in the list field.

rd)

r E1 (European standard)

y used in France and Belgium.

on resistance between 75 and 120 ohm in this list 

ER

 button is deactivated by default. WAN parameters 
, if WAN miniport is activated,  Activate WAN 
Network termination side 

e.g. connection to a subsystem

.2.4 "PRIMARY" TAB (ONLY PRI CARDS)

First B channel:

If you use an ISDN interface with less B channels than the standard 
ISDN interface, enter the first B channel to be used during connection 
setup.

Select a bus terminati
field. 

M.1.3 WAN PARAMET

The "WAN parameter"
can only be configured
miniport:, Page 468.
guration of the ISDN Driver    SX2 ISDN card properties

Permanent D channel layer 2:

When the checkbox is activated, the D channel layer 2 is permanently 
activated.

Required for the adjustment to different telephone systems (PBXs).

TEI (Terminal Endpoint Identifier):

Define here, which TEI (protocol element of D channel layer 2) shall be 
used.

Fixed TEI:

Required value between 1 and 63 (assigned by your ISDN service pro-
vider)  to assign an unique identif ication to your ISDN card. 
TEI=0 is the default value for the point-to-point protocol.

Auto TEI (default):

By selecting "Auto TEI", the ISDN card automatically assigns a TEI value. 
Only in case of point-to-multipoint connections.

Terminal Equipment side:

Device side

e.g. connection to a public line 

Network Termination side:

Standard setting: 1, fo

Last B channel:

If you use an ISDN in
ISDN interface, enter 
setup.

Standard setting:

30 for E1 (European st

23 for T1 (US standard

Line code:

Select the line code fo

B8ZS for T1 (US stand

HDB3 for E1 (Europea

Framing format:

Select the framing for

Standard setting:

ESF - for T1 (US standa

CRC4 Multi Frame - fo

Double Frame - mainl

Bus termination:



Confi 471
 X.75 - used for a secure connection (ESS) with suitable remote termi-
nals.

Standard: HDLC transparent.

Own MSN/DN (Multiple Subscriber Number / Directory Num-
ber):

designates the own Multiple Subscriber Number, which is displayed at 
the switchboard in case of outgoing calls. Configuration is only required 
in case of certain switchboards/ telephone systems.
guration of the ISDN Driver    SX2 ISDN card properties

Incoming calls

Settings for the behavior in case of incoming calls.

Outgoing calls

Settings for the behavior in case of outgoing calls.

B channel protocol:

This option allows you to define the ISDN B channel protocol to be used 
for incoming calls.

 HDLC transparent  - required for standard PPP connections.
 X.75 - used for a secure connection (ESS) with suitable remote termi-

nals.
 Automatic Recognition - the ISDN service of the incoming call is rec-

ognized automatically.

Standard B channel protocol:

This option allows you to define the default ISDN B channel protocol to 
be used for outgoing calls.

 HDLC transparent - required for standard PPP connections.

You can choose the "WAN parameter" button directly after activation of the 
WAN miniport. Close and restart the ISDN card settings.
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AP

N.1

V and 5V PCI 2.2 slots. If necessary, 5V is reduced 
age regulator located on the card.
RI
I express x1 Interface without any further config-

n between the different SX2 cards is possible. 
ected with a ribbon cable.

ransfer rate
hip HFC-4S Chip
uartz oscillator 

ROM for programming the PCI configuration 

4S Chip
uartz oscillator
PROM for programming the PCI configuration 

s (red/green) on the mounting bracket of the SX2 

 that can be used for the identification of the card
recent drivers for the SX2 QuadBRI in the down-
mepage:
ucts/support/support-downloads.html

nd PCI-express board is not supported (incompatible 
 Line termination (100Ohm) is adjustable for each connection individ-
ually via a DIP switch.

 A maximum of 4 different cards (SX2 QuadBRI, SX2 SinglePRI and 
SX2 DualPRI) can be used in one computer. In doing so, a maximum 
of 76 B channels will be supported. Please note that the SX2 DualPRI 
is counted as two cards because it will appear as two network cards 
in the Windows device manager. 

 512 x 8 bit serial EE
information

General purpose I/O 
 Four two-color LED

QuadBRI
 Three DIP switches
 You will find more 

load area of the ho
enreach.com/prod
vals, Codes, Data Sheets    ISDN Card SX2 QuadBRI

P. N:APPROVALS, CODES, DATA 
SHEETS

International codes and approvals for the implemented ISDN- 
or analogue Gateway boards

ISDN CARD SX2 QUADBRI
The SX2 QuadBRI is an ISDN card with four S0 connections. It works with 
Cologne Chip HFC-4S and was developed especially for the use with 
SwyxWare. It is manufactured exclusively for Enreach.

 ISDN Interface
 4 x BRI interface
 Each line can be configured individually using a jumper field for the 

TE or NT mode. The BRI connector (adapter to use an internal S0) is 
not necessary for the SX2 QuadBRI 

 Short circuit resistance is provided for the ISDN connection via a 
special fuse (non-blowing, auto-recovery) 

This document will use SX2 QuadBRI, if both type of boards are character-
ized (SX2 QuadBRI and SX2-express DualPRI). Differences, e.g. in the power 
configuration, are pointed out especially.

PCI Interface
 SX2 QuadBRI

PCI Interface for 3.3
to 3.3V using a volt

 SX2-express DualP
The board has a PC
uration.

PCM Highway
 Tact synchronizatio

The cards are conn

 2/4/8 Mbit/s data t
 Chipset: Cologne C
 Exact 49,152 MHz q
 512x8bit serial EEP

information 

Chipset
 Cologne Chip HFC-
 Exact 49,152 MHz q

A mixed usage of PCI a
plugs).

https://www.enreach.de/produkte/support/support-downloads.html
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N.2

en) on the mounting bracket of the ISDN card per 

er PRI interface that can be used for the identifi-

recent drivers for the SX2 cards in the download 
age:
ucts/support/support-downloads.html

he ISDN cards in your computer

he drivers for the ISDN card

the ISDN card driver configuration

 the line termination of SX2-express SinglePRI or SX2-

X2 SINGLEPRI
I2m interface (SX2 SinglePRI)

figured individually using a jumper field for the TE 

20Ohm or 75Ohm) is adjustable via a DIP switch.
fferent cards (SX2 QuadBRI, SX2 SinglePRIand SX2 
ed in one computer. In doing so, a maximum of 
e supported. Please note that the SX2 DualPRI is 

ds because it will appear as two network cards in 
e manager. 

and 5V PCI 2.2 slots. If necessary, 5V is reduced to 
gulator located on the card.
PCM Highway
 Tact synchronization is only possible between the different SX2-

express cards. The cards are connected with a ribbon cable.
 2/4/8 Mbit/s data transfer rate
 Chipset: Exar XRT86VL
 6 DIP Switches
 Exact 32,768 MHz quartz oscillator 
 PCIe x1 Interface

DualPRI) can be us
76 B channels will b
counted as two car
the Windows devic

PCI Interface
PCI Interface for 3.3V 
3.3V using a voltage re
vals, Codes, Data Sheets    ISDN boards SX2-express SinglePRI / SX2-express DualPRI

Conformity Declaration 
The ISDN card family SX2 conforms to the hardware specifications of 
the ISDN standards (I.430, CTR3).

Dimensions of the SX2 QuadBRI
15.5 x 10.5 x 1.3 cm

ISDN BOARDS SX2-EXPRESS 
SINGLEPRI / SX2-EXPRESS DUALPRI

ISDN Interface
 SX2-express SinglePRI: 1 x PRI2m interface orSX2-express DualPRI: 2 

x PRI 2m-interface

 Each line can be configured individually using a jumper field for the 
TE or NT mode.

 Failover relay on the SX2 DualPRI. This enables the two lines to be 
directly connected to each other in the event of power failure or 
software problems, so that a PRI external line can be looped through 
the card.

 A maximum of 4 different cards (SX2 QuadBRI, SX2 SinglePRI and 
SX2 DualPRI) can be used in one PC. In doing so, a maximum of 76 B 
channels will be supported.

General purpose I/O
 Four LEDs (red/gre

PRI interface
 Four DIP switches p

cation of the card
 You will find more 

area of the homep
enreach.com/prod

This is how you install t

This is how you install t

This is how you modify 

This is how you change
express DualPRI

N.3 ISDN CARD S
 SX2 SinglePRI1 x PR

 The line can be con
or NT mode.

 Line termination (1
 A maximum of 4 di

https://www.enreach.de/produkte/support/support-downloads.html
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N.4

e supported. Please note that the SX2 DualPRI is 
ds because it will appear as two network cards in 
e manager. 

and 5V PCI 2.2 slots. If necessary, 5V is reduced to 
gulator located on the card.

n between the different SX2 cards is possible. 
ected with a ribbon cable.
ransfer rate
hip HFC-E1 Chip
uartz oscillator 

ROM for programming the PCI configuration 

en) on the mounting bracket of the ISDN card per 

er PRI interface that can be used for the identifi-

ecent drivers for the SX2 in the download area of 

ucts/support-downloads.html

he ISDN cards in your computer

he drivers for the ISDN card

the ISDN card driver configuration
 Each line can be configured individually using a jumper field for the 
TE or NT mode.

 Line termination (120Ohm or 75Ohm) is adjustable for each connec-
tion individually via a DIP switch.

 Failover relay on the SX2 DualPRI. This enables the two lines to be 
directly connected to each other in the event of power failure or 
software problems, so that a PRI external line can be looped through 
the card.

 A maximum of 4 different cards (SX2 QuadBRI, SX2 SinglePRIand SX2 
DualPRI) can be used in one computer. In doing so, a maximum of 

This is how you install t

This is how you install t

This is how you modify 
vals, Codes, Data Sheets    ISDN Card SX2 DualPRI

PCM Highway
 Tact synchronization between the different SX2 cards is possible. 

The cards are connected with a ribbon cable.
 2/4/8 Mbit/s data transfer rate
 Chipset: Cologne Chip HFC-E1 Chip
 Exact 32,768 MHz quartz oscillator 
 512x8bit serial EEPROM for programming the PCI configuration 

information

General purpose I/O
 Four LEDs (red/green) on the mounting bracket of the ISDN card
 Four DIP switches that can be used for the identification of the card
 You will find more recent drivers for the SX2 in the download area of 

the homepage:
enreach.com/products/support-downloads.html

This is how you install the ISDN cards in your computer

This is how you modify the ISDN card driver configuration

ISDN CARD SX2 DUALPRI
SX2 DualPRI ISDN Interface
 2 x PRI 2m-interface

76 B channels will b
counted as two car
the Windows devic

PCI Interface
PCI Interface for 3.3V 
3.3V using a voltage re

PCM Highway
 Tact synchronizatio

The cards are conn
 2/4/8 Mbit/s data t
 Chipset: Cologne C
 Exact 32,768 MHz q
 512x8bit serial EEP

information

General purpose I/O
 Four LEDs (red/gre

PRI interface
 Four DIP switches p

cation of the card
 You will find more r

the homepage:
enreach.com/prod

https://www.enreach.de/produkte/support/support-downloads.html
https://www.enreach.de/produkte/support/support-downloads.html
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AP
 (Calling Line Identification Presentation) is a feature for 
ming calls, and can only be activated or deactivated for 
e. With CLIP, the number of the caller is transmitted to the 

ed subscriber, unless previously restricted on the calling 
 (CLIR). If the called subscriber has a terminal device with 
 capability, the caller's number is displayed. If this device 

 an address book with the possibility of storing names, the 
esponding name can also be displayed.

 -no screening- is a feature for outgoing calls, and can only 
ctivated or deactivated for these. In addition to the 
ork provided number for the caller, a user provided 
ber, specified by the caller and not screened, can also be 

t to the called party.
 screening" in this context means that the customer-
cific number for the caller is not checked for correctness by 
transmitting phone network. It can be any number deter-
ed by the caller himself. This feature is only possible for 
N connections on the calling side, and only takes effect for 
h on the incoming side. For analog connections, only the 

ork provided number is transmitted - assuming CLIR was 
 activated on the calling side; otherwise none.
example, the caller can suppress his network provided 
ber with CLIR, and send the caller a different customer-

cific number, e.g. the company switchboard or a service 
ber. In general both the caller's numbers, the network-

vided and the customer-specific, will be transferred in the 
lic telephone network (if CLIP -no screening- is activated). 
ever, activated services such as CLIP/CLIR on the respec-

 subscriber side (and the type of connection) will decide 
ch number is transmitted to the subscriber himself. Device-
cific settings on the receiving side ultimately decide which 
ber is displayed, or whether both are.

dless Multicell Integration 
lticellular wireless network for cordless equipment

Explanation
CCITT Comité Consultatif International Télégraphique et 
Téléphonique
International consulting committee for telegraph and 
telephone service; known as ITU-T today

CDR Call Detail Record
A call detail record provides statistical information, such as 
caller, duration and cost of the connection.

Client computer The client computer is a single workstation computer (PC). 
Many client computers are connected to a server via the 
network.

tive
whi
spe
num

CMI Cor
Mu
ical Terms    

P. O:TECHNICAL TERMS
This appendix contains a list of technical terms used in this 
documentation including their explanations.

Term Explanation
Line ISDN line for operating a single ISDN terminal. This is usually a 

telecommunications system with the option of dialing to an 
extension. In comparison to the multiple connection, the line 
has the advantage that the number of extension numbers is 
not limited.

ACD Automatic Call Distribution 
Automatic call distribution

API Application Programming Interface 
Interface for application programs

Block Dialing All numbers of the destination phone number are entered 
before the handset has been lifted. In this case, it is still possi-
ble to change the phone number after it has been entered. 
The phone number will be dialed completely (as a block) when 
the handset is lifted. The opposite of this is ‘Overlap Sending’.

CAPI Common ISDN Application Programmable Interface
CAPI is the software interface, which regulates the data trans-
fer between the ISDN card and the applications. The CAPI is a 
standard, which also supports the D-channel protocol of the 
Euro-ISDN (DSS1) in the CAPI Version 2.0.

CLIP CLIP
inco
thes
call
side
CLIP
has
corr

CLIP no screening CLIP
be a
netw
num
sen
"no
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tal Signal Processor

N line, to which a telecommunications system with so-
ed extension numbers is connected, which can be used to 
ctly contact a subscriber. In the case of the number 
31) 4777-227, "227" is the extension number within a 
communications system. An extension number allows you 
ial a specific extension of a telecommunications system 
ctly via this defined number.

-T standard for global telephone numbering (country code, 
l area code and subscriber number, e.g.+44 (20) 123456-
.

phone NUmber Mapping
M is an application of the Domain Name System for 

verting telephone numbers (in the E.164 format) to Inter-
addresses. An ENUM registration of a VoIP number allows 
s to be placed directly via the Internet, for example.

work for limited local operation (10 m to 10 km) in the LAN. 
 individual computers are connected via a cable network. 
a is transferred within this network at a rate of 10Mbit/s, 
Mbit/s or 1Gbit/s.

 Duplex (DX, sometimes also FDX, permits simultaneous 
smission of information in both direction, e.g. in teleph-
)

 Transfer Protocol (Network protocol for file transmission)

 standard for compression, 
e: Audicodec 64 kbit/s

 standard for compression, 
e: Audicodec 64 kbit/s

 standard for compression, 
e: Audiocodec 5.3 kbit/s and 6.3 kbit/s

 standard for compression, 
e: Audicodec 8 kbit/s

Explanation
In the context of firewalls, a DMZ is a protected logical network 
segment which contains the publicly accessible services of a 
company. Thus, a DMZ prevents external access to internal IT 
structures.

DNS Domain Name Server
A server, which translates the symbolic name (e.g. www.micro-
soft.com) into an IP address.

DTMF Dual Tone Multi Frequency
Seven different frequencies and additional mixture frequen-
cies are transmitted in the telephone line in order to clearly 
communicate the activated button.

G.711 ITU
her

G.722 ITU
her

G.723.1 ITU
her

G.729 ITU
her
ical Terms    

CorNet® A protocol developed by Siemens AG and used by SwyxPhone 
Lxxx to communicate with SwyxServer.
This connection is only used to transmit information to the 
server, e.g. via an activated button, and to send display infor-
mation from the server to SwyxPhone. The actual telephony 
functions are carried out in SwyxServer.

CTI Computer Telephony Integration
Term used for the connection of telecommunications systems 
and computer systems (e.g. databases) using a special inter-
face. This enables the user to use telephony services from a 
computer.

DECT Digital Enhanced Cordless Telecommunication 
European Standard for the digital cordless communication 
between a base station and a transportable device for the 
range of a few hundred meters.

DHCP Dynamic Host Configuration Protocol
Instead of permanently assigning an IP address to a computer 
in a LAN, DHCP makes it possible to assign IP addresses 
dynamically and variably. Applications, which depend on an IP 
address, are immediately assigned one upon request.

DDI Direct Dial In
DDI refers to the direct dial from a telephone network to a 
subscriber. Direct dial allows you to dial specific extensions 
directly via this number.

DMZ Demilitarized Zone 

Term Explanation
DSP Digi

Direct Dialing-In 
line

ISD
call
dire
"(02
tele
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E.164 ITU
loca
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ENUM tEle
ENU
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Ethernet Net
The
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FD Full
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FTP File

Term
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ediate message transfer). A service that uses the Instant 
senger software (client) to enable real-time communica-
 (chat) with other subscribers. Short text messages are 
t using push technology via a network (server) to the recip-
 (usually via the Internet), who can respond to them 
ediately. Files can usually also be exchanged by this 
ns. In addition, many messaging programs offer video or 

phone conferences.  

dware address (12 digits) of a DECT handset which allows 
nique identification.

rnet Protocol
damental protocol of the Internet, which combines packet-
nted networks with different technical bases to one large 
ork.

s this protocol (on layer 3 of the OSI layer model) is used 
addressing and distributing data into packets.

P address is a 32-bit number, which is usually shown as a 
r-part number, e. g. 192.177.65.4, and which is assigned to 
ry computer connected to the Internet. Domain names, 
ch are unambiguously assigned to IP addresses using a 
 server, were introduced in order to make these 
resses simpler and clearer for users.

rivate Branch Exchange
lephone private branch exchange (PBX) which is created by 
ftware application. It uses Voice-over-IP (VoIP) technology 

voice transmission.

grated Services Digital Network 
vice integrating digital network

rnet Telephony Service Provider.
nternet telephony service provider offers an interface via a 
way between Internet telephony and the classic telephone 
ork. Thus via an ITSP, VoIP users can also reach subscrib-

in the classic telephone network, and vice versa. 

ractive Voice Response 
ractive Call handling

Explanation
ID Identification

IEEE Institute of Electrical and Electronics Engineers 
International standardization committee

ISDN Inte
Ser

ITSP Inte
An I
gate
netw
ers 

IVR Inte
Inte
ical Terms    

GAP Generic Access Protocol 
Standard for DECT Handsets, which allows the communication 
between handsets and basis stations of different manufactur-
ers.

Gateway A gateway is a system, which connects two different networks 
and which can transfer the data in one network to the other 
network and vice versa. This means that the physical networks 
can be different and the protocols used (e.g. IP network and 
ISDN) can also be different.

GSM Global System for Mobile Communication 
Global system for mobile communication

H.323 A collection of international specifications (ITU), which define 
the transmission of multimedia data to packet-oriented data 
connections.

H.323 Alias Name A symbolic name (e.g. TOMMY), which can be used as the 
address of an H.323 terminal instead of an IP address.

H.450 Standard for additional performance specifications in H.323, 
such as Conference, Call Forwarding, Hold, Call Swap, etc.

HTTP Hypertext Transfer Protocol. A protocol for transmission of 
data over a network. It is mainly used for loading websites and 
other data from the World Wide Web (WWW) into a Web 
browser.

Hub A hub creates a network node in a star-shaped LAN and it 
connects several clients to the network.

Term Explanation
Instant Messag-
ing
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omatic association of a name to a phone number.
Example:  

You receive a call from the public telephone net-
work and the caller’s phone number is transmitted. 
SwyxWare then searches, e.g. in Microsoft Outlook 
Contacts and in the Personal Phonebook, for a 
contact matching this phone number. If a contact is 
found, SwyxIt! will show the name of the caller in 
addition to the phone number in the display.

work Address Translation is a method for replacing an IP 
ress by another within a data package. This method is 
uently used to map private IP addresses to public IP 
resses.

work Terminator
ISDN (and other protocols) a different behavior is often 
uired, depending on functionality. For ISDN, the exchange 
rates in NT mode and the telephones (terminals) operate 
E mode. An example of different behavior is the transfer of 
rging information, which of course is only possible from NT 
E, and not the other way round.

mbolic name (e.g. WS-SJONES), which is used for address-
a computer, if this computer should be contacted using the 
rosoft NetBIOS protocol.

n Standard RFC 6716 (.opus)
amically adjustable bit rate. Best audio quality / storage 
e ratio.
 numbers entered are dialed immediately. The destination 
ne number can no longer be edited. The opposite of this is 
ck dialing’.

  Peer-to-Peer, Page 479

ate Automatic Branch Exchange 
ate branch exchange

Explanation
A non-direct dialing-in line can have several numbers (MSNs). 
The assignment of these MSNs to the terminals takes place in 
the terminals themselves.

spac
Overlap Sending The

pho
‘Blo

P2P see

PABX Priv
Priv
ical Terms    

LAN Local Area Network
A local network, which is made up of numerous, intercon-
nected computer terminals within one company location and 
which is used to transfer data.

LDAP Lightweight Directory Access Protocol
A network protocol that allows querying and modification of 
information of a directory service (a distributed hierarchical 
database in the network). The current version is specified in 
RFC 4511.

LED Light Emitting Diode
Light emitting diode (small light) for displaying status informa-
tion, e.g. for SwyxPhone.

MAC-adress Medium Access Control Address 
Each network card identifies itself with the MAC address. This 
address is an 8-byte address, which is uniquely defined world-
wide.

MAPI Mail Application Programming Interface
This Microsoft interface can be used by applications to send E-
mails.

Multiple connec-
tion

Basic Rate Interface for operating up to eight ISDN terminals 
(ISDN telephones etc.) on a S0 bus. It is possible to operate 
ISDN telephones, ISDN cards or ISDN telecommunications 
systems on a multiple connection. The devices are addressed 
via MSNs.

MSN Multiple Subscriber Number

Term Explanation
Name Resolution Aut

NAT Net
add
freq
add

NT mode Net
For 
req
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uter connects different kinds of networks to each other. It 
gnizes the bordering networks and neighboring routers 
 it determines the path of the data packet. This connection 
 be created by using either a software or a hardware 
tion.

ource Reservation Protocol
 standard to guarantee a certain transmission qualities, 

h as bandwidth and priority via TCP/IP.

 workstation computers are connected (e.g. via Ethernet) 
he server, which is the "central computer".

sion Initiation Protocol
twork protocol which establishes a communication 
ion between two or more subscribers.

artphone unites the functional scope of a mobile phone 
 that of a PDA. You can use a full keypad or touch screen 
 speak from a PDA phone. Digital cameras are sometimes 
 incorporated, as in many mobile phones.

ple Network Management Protocol 
work protocol developed by the IETF - an open interna-
al voluntary association of network engineers, manufactur-
and users, which is responsible for proposals for Internet 
dardization -, to enable network elements (e.g. routers, 
ers, switches, printers, computers etc.) to be monitored 
 controlled from a central station. 

ple Network Time Protocol
dard for synchronizing clocks in computer systems over 

ket-based communication networks. Although mostly 
dled via UDP, can also be transported using other layer 4 
tocols such as TCP. Specifically developed to enable relia-
timing over networks with variable packet propagation 
 (ping).

 voice data are compressed and sent via the network. This 
uces the amount of data to be transmitted. This is 
ecially important for the Home Office connection and the 
pling of several branch offices via the Internet.

Explanation
use digital switches.

QoS Quality of Service
The quality in communication networks. Depending on the 
standard or protocol, different parameters are used for evalu-
ating the properties, such as loss rate, availability, transfer rate 
and delay.

Stan
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PBX Private Branch Exchange
Controlling device for telephone systems within a small 
telephone network, including transition to a public telephone 
network. 

PDA Personal Digital Assistant. Small portable computer, usually 
equipped with a quick start operating system, and used along 
with many other programs mainly for personal calendar, 
address and task management.

PIN Personal Identification Number
This number is linked to the user name, and is used for user 
authentication.

Peer-to-Peer Network principle in which the data exchange occurs decen-
trally, directly between the individual computers. In the VoIP 
field, this means that the connection exists directly between 
the two subscribers, without server or provider.

POTS Plain Old Telephony System 
This is the classic analog telephone.

Power over LAN Power over LAN is used to identify a property of devices with 
Ethernet connection, e.g. IP telephones. Thus, the power 
supply is provided via the Ethernet connection line and not via 
a power mains plug, as usual. In this case, the Switch or the 
Hub to which this device is connected per Ethernet must be 
able to guarantee the power supply via the Ethernet line.

PSTN Public Switched Telephone Network
Umbrella term for analog telephone networks, which usually 

Term Explanation
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sage management system developed in 1989. It refers to a 
hod of converting incoming and outgoing messages in any 
 (e.g. voice messages, e-mail, fax, SMS, MMS, etc.) into a 
dardized form and granting the user access to these via 

ous clients (landline or cell phone, e-mail client).

versal Serial Bus. Bus system for connecting a computer to 
illary equipment. A USB port takes little space, and can 
ply power to simple devices such as a mouse, a phone or a 
board. Devices equipped with USB can be connected to 
h other during active operation (hot plugging), and their 
perties can be detected automatically.

ual LAN. Virtual local network within a physical network. A 
espread technical implementation of VLANs is partially 
ned in the standard IEEE 802.1Q.

e over IP
ective term for all techniques for transmitting voice over IP 

orks.

eless Application Protocol. The Wireless Application Proto-
denotes a collection of technologies and protocols, whose 
 is to make Internet content available for the slower trans-
sion rates and the longer response times in mobile radio, 
ell as for the small displays of mobile telephones. WAP is 

s in direct competition with the i-mode services.

 format in which speech or music is recorded, e.g. 
ouncement texts, music on hold or voice messages. 16KB 
emory are required for each recorded second.

Explanation
TCP/IP Transmission Control Protocol / Internet Protocol
Two commonly used protocols for the transfer of data and for 
Internet connection, which can be implemented on different 
types of transport media.

TLS Transport Layer Security
Internet protocol for encrypted data transfer (SSL advance-
ment)

TSP TAPI Service Provider, driver for TAPI devices

of m
ical Terms    

STUN STUN is a simple network protocol that recognizes the exist-
ence and type of firewalls and NAT routers and uses this infor-
mation to bypass them.

Subnet A network can be divided into several subnets. For example, it 
is possible to use the IP address 192.177.65.xxx to address all 
computers, which have the number 192.177.65. in common 
and which only differ from one another in terms of the last 
three digits (xxx). The subnet mask indicates which positions 
should be used for differentiation within the subnet. In a 
subnet, two subscribers communicate directly with each other. 
The IP packets only have to pass through the router if 
subscribers communicate outside of the subnet.

Switch A Switch is an active hub, which functions as a kind of 
exchange. In contrast to the hub, the switch does not forward 
the incoming data packets to all lines, but rather only to that 
line which leads to the destination of the packet.

TA Terminal Adapter

TAPI Terminal Application Programming Interface 
Interface for programming terminal applications

TE mode Terminal Endpoint
see  NT mode, Page 478

TEI Terminal Endpoint Identifier
With the help of the TEI, different terminals are addressed to 
an ISDN bus on Layer 2.

Term Explanation
Unified Messag-
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